
CNNIC DNSSEC Deployment  
in the Region 



Procedure of “cn” TLD DNSSEC deployment 
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Experimental： 

 Make and 
review the plan  

 Software 
development 

 Risk evaluation 
and assessment 
 

Announced： 

 Hardware 
preparation 

 Software 
deployment 

 Operator 
training  
 

Partial： 

 Zone 
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 Data 
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 DNSKEY 
rollover   
 

DS in Root： 

 DS RR 
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submission 
 

Operational： 
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registry 
software 

 DS RR 
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 Monitoring 
system 



Technical preparation and trial 

Technical development 
 Develop a signing system to improve high-availability and 
automation.(Key management and disaster recovery or leak ) 
 Update SRS system to get ready for DNSSEC-enabled domain 
names to be registered  
 DNSSEC monitoring system:  including status check for registry 
system and key rollover system, status check for HSM and other inner 
services which are used by DNSSEC deployment solution, status check 
for important domain periodically 
 Simulate the real network environment including the whole 
DNSSEC chain of trust 
 
Pilot Run 
 There were 5,600,000 CN domains filled, 6,900,000 domain records 
updated, 170,000 DS records submitted  in that platform, ZSK  rotated 
102 times in this platform while KSK 51 

 



National domain monitor system 

National domain monitor system 



National domain monitor system 
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SOS system 

Monitoring  all resources in CNNIC 

Set threshold values for warning 

Show all useful info for operators 



DNS Anti-attack solution for DNSSEC 

•  Monitor the DNS lookup 
•  Block the DDOS attack query 
•  Anti-TCP Flood  
•  High performance 
•  Emergency Cache 
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Anti-attack devices 

resolver Name server 

CNNIC Anti-attack device 
  

Using FPGA to improve the 
performance 
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