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CINIC Technical preparation and trial
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Technical development
€ Develop a signing system to improve high-availability and

automation.(Key management and disaster recovery or leak )

€ Update SRS system to get ready for DNSSEC-enabled domain
names to be registered

€ DNSSEC monitoring system: including status check for registry
system and key rollover system, status check for HSM and other inner
services which are used by DNSSEC deployment solution, status check
for important domain periodically

€ Simulate the real network environment including the whole
DNSSEC chain of trust

Pilot Run
& There were 5,600,000 CN domains filled, 6,900,000 domain records

updated, 170,000 DS records submitted in that platform, ZSK rotated
Qtimes in this platform while KSK 51 /
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National domain monitor system
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National domain monitor system




National domain monitor system

<< Return to homepage

Name server
place Beijing v
Root

TLD Detail info statistics

CCTLD
1 upper next end
GTLD
Other name server weibo com.c whitehouse. WA C NG GO e
domain n gow .
important info system
important delegation n=3. sina. oom. o, zo.skam.net. N /A dns1.waw.gov.cn. | dnsZ wasw. gov . Cn.
important domain name availability N /A
validity N /A
Resolver
Name server
Important ISPs . - - - - -
version
Public DNS
recursive - no N /A - no
Other resolvers
IPV6 record no N /A no no
IPV6
available no ] N /A no no
TCP - no
DNSSEC no - - no
NSEC3 no - - no

EDNSO no - -




( National domain monitor system

<< Return to homepage

Name server
place - Beijing w
Root

TLD Detail info statistics

CCTLD
1 upper next end
GTLD
Other name server LA 221.6.96.117 60.13.127.10 60.2.152.70 6.0.44 0.8.8.6

important info system

important delegation availability

DNSSEC no no no no O
Public DNS
Other resolvers place ’ ™

Detail info statistics

important domain name

Resolver

Important ISPs

1 upper next end

Fg bip 221.6.96.177 60.15.127.10 60.2.152.70 8.8.4.4 8.8.8.8

availability

yes yes yes yes yes

DNSSEC no no no no




CINIC SOS system
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Monitoring all resources in CNNIC Show all useful info for operators
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Set threshold values for warning
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CNIC DNS Anti-attack solution for DNSSEC
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Name server \

NET.

| = Monitor the DNS lookup

- ;it(_) Block the DDOS attack query
| Anti-TCP Flood

GOV / High performance

Emergency Cache

o nti-attack devices

. . Using FPGA to improve the
CNNIC Anti-attack device performance
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