
DNS Abuse? 

•  NXDomain‐Spoofing 
•  Any DNS filtering 
•  Homograph a;acks 
•  Domain squa?ng 
•  Cache Poisoning 
•  Conficker 
•  Fast Flux 
•  <a href=“phish.me.now”>PayPal</a> 
•  Inaccurate or unavailable Whois data 



Depends on Point of View  

•  From some perspecRve, it’s all abusive (or at 
best not in the public interest) 

•  DNS? TCP? IP? IPSEC? Does it ma;er? 

•  Only the cognescenR understand Internet 
alphabet soup 

•  We have a responsibility to enhance security, 
stability, and resiliency 

•  …. at all layers and where appropriate 


