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Securing the Edge
Abst r act

At every edge of the global Internet are the hosts who generate and
consune the packet flows which, together, formthe overall Internet
traffic load. By nunber, nmpost of these hosts are not secure, |eading
to dangerous, untraceable traffic flows which can be used to attack
ot her hosts. This nmenpo describes some of the security problens "at
the edge" and nakes sone recomrendati ons for inprovenent.

1 - Connection Taxonony

1.1. The Internet is a "network of networks", where the conponent
networks are call ed Autonomous Systens (AS), each having a unique AS
Nunber (ASN).

1.2. Connections inside an AS are called "Interior" (or sonmetines
"backbone"), and their security policies are set according to |loca
needs, usually based on business or technical requirenents.

1.3. Connections between ASs are called "Border" (or sonetines
"peering"), and their security policies are set bilaterally according to
the joint needs of the interconnecting parties.

1.4. Connections between an AS and its traffic sources (generators) and
traffic sinks (consuners) are called "Edge" (or sonetines "custoner"),
and their security policies are generally, by long standing tradition,

i nconsi stent.

2 - DDoS Vulnerability

2.1. The npbst compn attack on Internet hosts or infrastructure at the
time of this witing is to cause the receipt of too nuch traffic,
consunming all avail able resources on a victinms host or Internet
connection. This is often called a "Denial of Service" (DoS) attack

2.2. For a DoS attack to succeed, the source or "launch point" must not
be trivially detectable. Therefore, successful attacks enploy |arge
nunbers of weak attackers. An attack |aunched fromten thousand hosts
who each sent ten packets per second would be called a Distributed
Deni al of Service (DDoS) attack.
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2.3. For a DDoS attack to succeed nore than once, the |launch points nust
remai n anonynmous. Therefore, forged | P source addresses are used. From
the victims point of view, a DDoS attack seens to conme from everywhere

at once, even frommany | P addresses that are unallocated or otherw se

i nvalid.

2.4. A successful DDoS can |last for minutes or weeks. Because there is
no way to determ ne who |aunched it, because the process of identifying
and correcting each conproni sed host cannot be practically undertaken as
a neans of mitigating the attack, and because filtering out "attack
flows" invariably has the side effect of danmaging valid traffic, every
"cure" is nearly as expensive as just "waiting it out."

2.5. Wiile nost DDoS attacks are by bad actors agai nst other bad actors,
it is quite common to select a high profile victimfor no better reason
than bragging rights. At the tinme of this witing there is virtually

al ways an attack in progress somewhere, and in the foreseeable future
these attacks will represent a | arge permanent share of the gl oba
Internet's traffic.

3 - DDoS Vector

3.1. The typical vector for DDoS | aunches is a personal conputer (PC)
runni ng operating system and application software that purposely trades
of f security for convenience. These conputers are usually poorly
managed, such that there are weak passwords or no passwords, known
security "hol es" that are never patched or closed, and services offered
to the global Internet that the owner has no know edge and no use for

3.2. Fromthe point of view of alnpost any single purveyor -- or consumer
-- of operating system and application software, convenience wll al nost
al ways have nore perceived value than security. It is only when viewed

in the aggregate that the value of security becones obviously higher
than the val ue of convenience.

3.3. Wth the advent of high speed "al ways on" connections, these PCs
add up to either an enornous gl obal threat, or a bonanza of freely
retargetabl e resources, dependi ng upon one's point of view

3.4. Bad actors, in teans or acting alone, exert constant background
effort to locate these hosts, probe themfor known weaknesses, and
subvert themin any way possible. There are software "kits" available
that make all of this trivially easy, so no actual technical skill is
needed to | ocate, subvert, and direct an arny of thousands of high

per f ormance drones.
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4 - Renediation

4.1. The foundation of DDoS is anonymity. Even if thousands of hosts
are involved, it is both desirable and possible to filter them out,
report themto their owners, and repair them one by one -- if and only
if it is possible to learn their identities.

4.2. Source addresses that appear at Border or Interior connections are
nonr epudi abl e by nature, since flows froman all eged source could
validly occur in either direction at any Border or Interior connection.

4.3. Source addresses that appear on ingress flows fromthe edge are
general ly repudi able, since a typical edge host has no valid reason to
use any source address other than one fromthe pool assigned by the
"upstream or "transit" provider

4.4. Edge source address repudiation -- the dropping of packets with
invalid source addresses upon their ingress across a network edge -- has
nore i medi ate beneficial inpact than inproving PC security. In

addition to the difference in conplexity and variety, PCs outnunber
network edges by at |east three orders of nmagnitude.

5 - Corner Cases

5.1. Multihomed networks who use address space fromnultiple upstream
providers will occasionally emt packets into upstream"A" using source
addresses that were assigned by upstream"B". In this case, upstream
"A" nmust be prepared to accept source addresses in address space "B",
and vice versa. This is only a slight conplication and does not

i nval i date the approach

5.2. Networks who have their own address space and ASN, and who speak a
dynam ¢ routing protocol such as BGP4, should have their offered routes
filtered by their upstream provider(s) where practical in order to
prevent bad actors frominjecting tenporary routes to unassi gned or
contested address space, fromwhich to | aunch untraceabl e attacks.
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