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Agenda

* |Introduction
* Planning
* Research and development

* Implementation

e The results.




Introduction

* Evil things come up to DNS:
— Man in the middle attacks (cache poisoning).
— Virus (Conficker).
— Provide: Identity theft (phishing)
— Results: Bank fraud or worst!
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Planning DNSSEC Deploy

y |
Sign fi.cr
A | J and .cr and

| Research help sign
solutions ) .
Automate bnonline.fi.cr
operations
(EPP)
> > >
More than 2 years More then 1 year 4 months
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Implementation

Create trust

Focus on Complete the
Financial .fi.cr chain
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Implementation details

Look for an important Bank under .fi.cr to
present a pilot project — Banco Nacional de
Costa Rica.

Implement DNSSEC for .fi.cr and chain
with .cr, then chain with root-servers.

Use hardware based solution (new low cost
solution based on TPM).

DNSSEC Policy Statement




Goals Achieved

e Banco Nacional embrace

DNSSEC DNSSEC
awareness

e Signer using TPM
e Signing and re-signing
integrated within work flow

e DPS in Spanish
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EPP - Architecture NIC-CR

EPP : BIND&DNS
, : >
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‘y Basic Coverage: May 2011 - Mexico, USA, RIPE (EU), CR.
New coverage: Chile

'® New coverage - Anycast: East Coast, West Coast, Asla, Europe.

WWW.NICCT / dormvesnicer / Tesblona (306) 2200 6453 / Fax. ($06) 2240 5261
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NIC-CR+DNSSEC

EPP : BIND&DNS
e >

ns.cr (UCR)

DNSSEC
Signer

Verify RMNO“N ns.cr (NIC)

Signed - MASTER
Zone
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Main issues

 Cisco firewall:

— policy-map type inspect dns preset_dns_map
* Parameters

* message-length maximum 4096.

* Find how to backup TPM keys before place
sign in production environment.

* Process to approve and publish DPS.




bnonline.fi.cr

* Face to face meeting to awareness about the
benefits of DNSSEC.

* Technical work session to explain concepts.
 Self sighing process and email send of the DS.

* |ncorporation of DS of bnonline.fi.cr within
db..fi.cr via hourly script (don’t use Fred for
this yet).
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Checking with dnsviz.net

Notices

RRset status D

¢ bnonline.fi.cr/SOA

DNSKEY/DS/NSEC -
status o

¢ ./DNSKEY (alg 8, id 19036)
* ./DNSKEY (alg 8, id 51201)

¢ bnonline.fi.cr/DNSKEY (alg 5,
id 25080)

¢ bnonline.fi.cr/DNSKEY (alg 5,
id 39938)

* bnonline.fi.cr/DS

* cr/DNSKEY (alg 8, id 29890)

o cr/DNSKEY (alg 8, id 30964)

* cr/DS

» fi.cr/DNSKEY (alg 8, id 40691)
o fi.cr/DNSKEY (alg 8, id 62674)
o fi.cr/DS

Delegation status —

e .tocr
e crto fi.cr

o fi.cr to bnonline.fi.cr

DNSSEC Authentication Chain
Download: png | svg

DNSKEY
alg=8, id=19036

DNSKEY
alg=8, id=51201

DS
digest alg=2

(2012-03-11 19:1j1:59 UTC)

DNSKEY
alg=8, id=29890

DNSKEY
alg=8, id=30964

Mot
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DNSSEC
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BNCR - Internet Banking

Ll

Verification

BNCR - Internet Banking

(d J »> ‘m Banco Nacional de Costa Rica (CR) mhnps //www.bnonline.fi.cr/Log

— - Fonssec 6

Secured

Domain nam

BN INTERNET BANKIN(

‘ NACIO?QAL

Your computy

e /|
is secured by DNSSEC.

particular domain, so you are secured against domain
name spoofing.

in/

by DNSSEC

c ‘ Lr-l' Google

e

L. Banco de Costa... | ACRP Wiki | ACR...
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» [EJ Bookmar

er is also secured by DNSSEC for this ! Rlca

I1s expectativas de los

seguridad de los usuarios del servici
Identificacién

I

|_ICambiar mi clave

INGRESAR

2.Dénde ingreso mi clave?

EI BN Internet Banking Personal le

Le recomendamos visitar el sitio de

Preguntas frecuentes

Recuerde que el Banco Nacional N
como claves de acceso a Internet
electronico o llamadas telefénicas.

2L0lvidé su clave?
Registro en linea IBP
Sincronizar OTP
Solicitud afiliacién IBC
Crédito en linea

Consulta de puntos
solidarios
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TESTED 13-MAR
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riesgo de que intrusos puedan obtener sus contrasefias de acceso. Sus contrasefias se ingresan por medio
de un Teclado Virtual y se requiere el uso de los dispositivos para la generacion de claves aleatorias (OTP)
para disfrutar en forma completa de los servicios de transferencias de BN Internet Personal.

pagina. Si alguna de sus dudas no es resuelta con este sitio, le solicitamos comunicarse con el Centro de
Llamadas del Banco Nacional en el teléfono 2211-2000.

borrarlo de inmediato y NO ingresar a los sitios (links) referenciados.

para-el fortalecimiento de la
o BN Internet Banking Personal.

ofrece herramientas y técnicas de seguridad para ayudarie a reducir el

Ayuda disponible en todo momento en la parte superior derecha de su

O tiene como politica, solicitar a sus clientes informacién confidencial,
o los numeros de tarjetas de crédito o débito, a través de correo
Si recibe un correo solicitando esta informacién, le recomendamos

éNoveel
\ teclado virtual?

BN IDENTID@D VIRTUAL
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Key management room
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WARNING

@
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STECIAL INSTRUCTIONS

S

MSTRUCTIONS,

SPECIAL
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Thanks!

lespinoz@nic.cr
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