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Common Cyber Security Challenges 

 Phishing 
 Spam 
 Scam mails 
 Identity theft 
 Denial of Service (DOS) 
 Unauthorised access (Hacking) 
 Cyber terrorism 
 Viruses  



The Nigerian Cybersecurity Challenges 

 Cybersecurity challenges Nigeria Guilty? 

Spam YES 

Scam Mail YES 

Phishing YES 

Identity theft YES 

Denial of Service  NO 

Unauthorized access (Hacking) NO 

Cyber Terrorism NO 

Viruses NO 



Consequences 

 
 Loss of Confidence in eCommerce transactions from 

Nigeria 
 Non acceptance of credit cards issued in Nigeria by 

some merchants from other countries 
 Blockage of Nigerian IPs on some networks 
 Nigerians suffer embarrassing comments from new 

friends abroad 
 

 



The Peak 

 
 Some few years back, a senior citizen from one of the Eastern 

European countries fell into the hands of Nigerian online 
scammers 

 The man lost his entire savings 
 He complained to the Nigerian embassy in his country 
 The embassy was unsuccessful in tracing the scammers in 

Nigeria 
 The man got frustrated, went to the embassy requested to see 

the ambassador and shot the ambassador to death. 



Nigerian Government ‘s response 

 
 The Government set up a National 

Cybercrime Working Group to find solutions 
to the menace of cybercrime 



Outcome of the Cybercrime Working Group 

 Legal – The Working Group drafted a bill for cybercrime which among 
many other items introduces 

– Anti-spam laws 
– Lawful Intervention (LI) 
– Electronics evidence 

 Industry self regulation encouraged 
– Codes of Conduct to be introduced and adopted by the industry – 

erring operators to be blacklisted. 
 Education – Awareness to the general populace on the damage done to 

the economy by activities of cybercriminals 
 Government Domain names- .gov.ng mandatory for all Nigerian 

Government Ministries, Department and agencies 

 



 
   



Session 1- Latest Developments in the 
Fight Against DNS Abuse 

13 

Frederick Gaudreau 
Surete du Quebec  

 
     





Peter Steiner, The New Yorker, 5 juillet 1993 

« On the Internet, nobody knows you’re a dog » 

http://www.unc.edu/courses/jomc050/idog.jpg




Réalité Africaine / African Reality 

• Hausse de l’accessibilité à l’Internet / 
Increasing Accessibility to the Internet  

• Hausse des cybercrimes / Increase in 
Cybercrime 

• Besoins en formation / Need for Training 
• Outils / Tools 
• COOPÉRATION INTERNATIONALE / 

INTERNATIONAL COOPERATION 



Initiative de formation de Dakar / 
Dakar Training Initiative 
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 An APWG Cybercrime Intervention Program 
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Purpose of ANDRS Program 
 The ADNRS Process Program is a trusted-

introducer/trusted-channel system that provides a 
medium for the rapid and contractually governed 
suspension of abusive domains between an 
Accredited Intervener and a Registry where a 
domain name has been identified as a tool of 
criminal enterprise 

 Designed to enhance speed and scalability of 
interventions and provide tracking and auditing of 
suspension request and subsequent suspensions 
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Domains Eligible for Suspension 
 For use only with maliciously registered domains, i.e. 

domains registered specifically to perpetrate phishing, 
malware distribution, or other crimes 
• About 12,000 such domains registered worldwide per year for 

phishing 
• Much larger problem with malware 

 Not for use with compromised/hacked domains  
• 83% of domains used for phishing 

 Indicators of bad intent include: 
• Domain registered recently 
• Suspect WHOIS data 
• The bad domain strives to spoof a financial institution's legitimate 

domain, or mimic well-known banking keywords.  
• No legitimate content ever associated with the domain.  
• Uses nameservers of ill repute (usually 100%) for previous fraudulent 

domains.  
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Old-Fashioned Domain Name 
Resolution Suspension Request 

 Ad hoc email or phone call made between parties that may or 
may not know each other and probably don’t have clear, shared 
criteria for suspension 

 Risk laden by its nature 
 Not auditable – so not a business process by definition  

* Artist’s 
rendering of 
traditional 
domain name 
suspension 
request 
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APWG Abusive Domain Name 
Resolution Suspension Process 

 Replaces ad hoc communications between 
interveners and Registrys mediating domain 
name resolution suspension requests 

 Process animates a formal trusted 
introducer/trusted channel scheme with audit 
trails  

 Governed process will engender trust and routine 
use between non-correspondent entities  

 With that trust, APWG hopes, will come scaling of 
process and conclusive impact in deterring abuse 
of the DNS  
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ADNRS @ Beta 3.1  Core application 
functions in place 

• Just added 
accreditation 
committee review 
component to vet 
applicants 

 Working toward a 
Nov. 7 working 
Beta launch at 
APWG con-
ference in San 
Diego 

 Working with 
APWG members 
and research 
partners to bring 
ADNRS to 
operational 
tempo 
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ADNRS Functional Overview 
• Trusted Introducer scheme that gives 

Registries confidence the suspension 
requests are from party with history and 
capacity to  examine and judge criminality 
of domain names   

•  Employs explicit criteria that can be tested 
by Registries before making a decision on 
suspension request 

•  Establishes formal, auditable 
communications channel between 
Accredited Intervener and Registry 
 
 



Unifying the 
Global Response 
to Cybercrime 

                                                                                                                                                                                                                              © 2011 APWG 

Applicant View 
• Enrollment Manager (EM) vets 

applicant’s qualifications and 
credential against criteria for 
participation 

•  Proof of corporate standing 
•  Applicant’s employee credentials 
• Completed application 
• Completed user agreement 

• Two ANDRS User Roles: 
•  Accredited Intervener 
•  Registry   

• EM authenticates supporting 
documentation provided by the 
ADNRS applicants 

• If successfully authenticated, EM 
ships completed application with 
data about applicant company’s 
history and operational capacities 
to the Accreditation Committee 
for approval or rejection 
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Intervener View 
• ANDRS Process requires 

formal, signed 
attestations for 
suspension 

• Attestation provides rich 
report data and 
manifests identity of the 
Intervener as a vetted 
and accredited reporter 
and responder  

• Design architecture 
based around the 
central imperative: first, 
do no harm 
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Domain Name Resolution     
Suspension Request and Attestation 

• The Accredited Intervener attestation form requires, at minimum, the 
satisfaction of two primary criteria: 

• Malicious content on the domain 

• No legitimate content associated with the domain 
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Domain Name Resolution     
Suspension Request and Attestation 

• The Attestation provides 
additional characteristics of a 
domain name for the Registry 
to consider, besides the 
primary criteria 

• To come: file loading 
mechanism for malware 
samples and screen shots 

 

 



Unifying the 
Global Response 
to Cybercrime 

                                                                                                                                                                                                                              © 2011 APWG 

Registry View 
 Registry user notified 

that a suspension 
request is waiting at 
the eCX 

 Reads the 
attestation and 
examines criteria 
cited in the 
submission 

 Can reject, suspend 
or request more 
information from the 
Accredited 
Intervener 
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Registry View 
 Registry user 

console tracks 
Resolution 
Suspension 
Requests 

 ADNRS Process 
application 
archives each 
request in a 
recallable record 
with complete 
transaction and 
comment history 

 Over time, 
records can yield 
insights into 
malicious 
domain 
registrations  
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New-Fashioned  Domain Name 
Suspension Request Process 

 Rigorous 
 Routinizable 
 Scalable 
 Auditable 

 Join up for the Beta program today! 
Contact: Peter Cassidy 

pcassidy@apwg.org 
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