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Before	
  Name	
  Collision	
  

•  You	
  (or	
  your	
  computer)	
  use	
  a	
  local	
  
name	
  to	
  access	
  a	
  local	
  resource.	
  
– maybe	
  printer.myname	
  
– your	
  local	
  network	
  knows	
  where	
  to	
  
find	
  printer.myname	
  

•  That	
  name	
  looks	
  like	
  a	
  DNS	
  name	
  (it	
  
has	
  a	
  dot!),	
  but	
  it’s	
  not.	
  
– ask	
  the	
  DNS	
  about	
  printer.myname	
  and	
  
you	
  will	
  get	
  “name	
  does	
  not	
  exist”	
  



AKer	
  Name	
  Collision	
  

•  ICANN	
  delegates	
  “myname”	
  as	
  a	
  
new	
  gTLD.	
  
– and	
  Herr	
  Drucker	
  registers	
  the	
  name	
  
“printer”	
  in	
  this	
  new	
  TLD	
  

•  Now	
  printer.myname	
  is	
  a	
  DNS	
  name.	
  
– ask	
  the	
  DNS	
  about	
  printer.myname	
  and	
  
you	
  will	
  get	
  a	
  pointer	
  to	
  Herr	
  Drucker	
  



Interisle	
  Name	
  Collision	
  Study	
  

•  How	
  likely	
  is	
  it	
  that	
  name	
  collision	
  
with	
  new	
  gTLDs	
  will	
  occur?	
  

•  What	
  effect	
  might	
  that	
  have	
  on	
  the	
  
security	
  and	
  stability	
  of	
  the	
  Internet?	
  

•  What	
  opRons	
  do	
  we	
  have	
  for	
  
miRgaRng	
  name	
  collision	
  risks?	
  



Study	
  Methodology	
  

•  “Day	
  in	
  the	
  Life	
  of	
  the	
  Internet”	
  data	
  
–  two	
  samples	
  (2012	
  and	
  2013)	
  of	
  
queries	
  to	
  DNS	
  root	
  servers	
  over	
  a	
  
conRnuous	
  48-­‐hour	
  period	
  

–  look	
  for	
  proposed	
  TLD	
  names	
  

•  InvesRgate	
  potenRal	
  consequences	
  
– name	
  resoluRon	
  ambiguity	
  
– X.509	
  public	
  key	
  cerRficates	
  

•  IdenRfy	
  miRgaRon	
  opRons	
  



A	
  Poten&al	
  TLD	
  is	
  a	
  string	
  that	
  could	
  be	
  proposed	
  as	
  a	
  TLD	
  in	
  the	
  future	
  (valid	
  syntax),	
  e.g.	
  pmch 
An	
  Invalid	
  TLD	
  is	
  a	
  string	
  that	
  could	
  never	
  be	
  a	
  TLD	
  (invalid	
  syntax),	
  e.g.	
  pm#ch 



	
  
Numbers	
  are	
  in	
  thousands	
  (x1000)	
  

Most-­‐queried	
  TLDs	
  



Most-­‐queried	
  Proposed	
  TLDs	
  



PotenRal	
  Consequences	
  

•  Local	
  name	
  space	
  resoluRon	
  changes	
  

•  Search	
  list	
  processing	
  changes	
  
•  Packets	
  and	
  streams	
  (mail,	
  VoIP,	
  web,…)	
  
are	
  misdirected	
  

•  Public	
  key	
  cerRficates	
  using	
  internal	
  
names	
  become	
  unreliable	
  (SAC	
  057)	
  

•  Web	
  browser	
  cookie	
  data	
  are	
  exposed	
  



MiRgaRon	
  OpRons	
  

•  Just	
  say	
  no	
  
– permanently	
  reserve	
  a	
  specific	
  string	
  

•  Further	
  study	
  
– delay	
  delegaRon	
  unRl	
  ??	
  

•  Wait	
  unRl	
  everyone’s	
  gone	
  
– delay	
  delegaRon	
  unRl	
  colliding	
  use	
  stops	
  

•  Look	
  before	
  you	
  leap	
  
–  trial	
  run	
  before	
  delegaRon	
  



Thank	
  you	
  


