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What is the FTC?

The only general 
jurisdiction consumer 
protection agency in the 
United States
Independent federal 
agency headquartered in 
Washington, DC with 8 
regional offices
Enforcement through 
federal district court and 
administrative litigation.  



Legal Framework

Section 5 of the FTC Act:  unfair or deceptive 
acts or practices
Other statutes:

Children’s Online Privacy Protection Act
CAN-SPAM Act
Gramm-Leach-Bliley Act
Fair Credit Reporting Act
Telemarketing and Consumer Fraud and Abuse    
Prevention Act



High Tech Enforcement Activities

Internet fraud
Spyware
P2P file sharing
Digital rights management
Social networking
Spam



FTC v. Pricewert LLC (“3FN”)

Rogue Internet Service Provider with hundreds of   
servers in the United States
Child pornography, online pharmacies, botnet  
C&Cs, pirated music and software, spam tools, 
rogue anti-virus, etc…



FTC Complaint vs. 3FN
June 1, 2009 in N.D. California, ex parte, under seal



FTC v. 3FN - Evidence

Declarations
NASA Office of Inspector General
University of Alabama
Nat’l Center for Missing and Exploited Children
The SpamHaus Project, Ltd
The Shadowserver Foundation
Symantec
FTC’s In-House Investigator



NASA

“Discovery” of 3FN
Computer intrusion at NASA traced to McColo and 3FN
Location of 3FN datacenters 
3FN ICQ logs

arguably the most important evidence in the case



Evidence – ICQ Chat Log



Evidence – ICQ Chat Log



University of Alabama

Examples of malicious content hosted at 3FN
child pornography
spam generation software
pirated music / software
online pharmacies

Crutop.nu 
Forum for spammers
Examples of 3FN advertising to criminals

http://www.cis.uab.edu/


NCMEC

NCMEC’s Child Pornography CyberTipline
Analysis of Tipline reports for 3FN IP ranges

700 reports of child pornography
More than 500 confirmed cases



SpamHaus

Direct contact with 3FN Representative
Proof that 3FN collaborates with and protect clients
Evidence of foreign control of 3FN

“Massive” number of Botnet C&Cs
Comparison to McColo and Intercage  



ShadowServer
Another catalog of 3FN-hosted malicious content
Review of 3FN IP Ranges

311 3FN IP addresses participated in or facilitated 
malicious activity
4,576 unique malware / virus specimens used 3FN 
servers for C&C
“wide spectrum of malicious activity”

http://www.shadowserver.org/wiki/pmwiki.php


Symantec

Review of 3FN IP Ranges
Analysis of Significant Attacks (spreadsheets)
Analysis of Specific Attack Types

Bot Attacks
Bot C&C Activity 
SPAM Attacks
Phishing Attacks



FTC Investigator

3FN WHOIS info
Connecting aliases to Pricewert corporate shell

3FN Run From Outside the United States
ICQ translation
Online Complaint Review



Impact Assessment – The Good News

What was the impact of the 3FN shutdown?
Difficult to measure precisely
Significant but temporary drop in spam levels
Significant impact on the Cutwail botnet



Impact Assessment – The Bad News

Criminals are learning and evolving
Centralized command servers no longer required  

Botnets and spam continue to grow despite enforcement
ISP shutdowns have proven to be a temporary fix

Source: Postini



Questions?
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