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Is This “Last Mile” Okay?

(in most cases, “Yes”)
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Is This “Last Mile” Okay?

(Perhaps)
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Is This “Last Mile” Okay?

(I hope everyone said “NO!!!”)

Coffee shops
Conferences
Airports
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CNN.com - Breaking News, U.S., World, Weather, Entertainment & Video News

1 Webpage = Multiple Name Resolutions
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Buick

“Buick has rejustified its existence”’

READ ALL THE PRESS )

= Motor Trend

CNN News  CNN Videos

CNN.com r

m WORLD US. POLITICS ENTERTAINMENT HEALTH TECH TRAVEL LIVING BUSINESS SPORTS TIME.COM

Hot Topics » Holiday Travel «

* Cold & Flu + More Topics

Weather Fo

updated 8:27 a.m. EST, Mon November 19, 2007

updated 36 minutes ago

Broadway labor talks
collapse, shows canceled

Broadway producers canceled shows through

Make CNN Your Home Page

Latest News

+ Cyclone death toll 3,000 and counting

- Bus carrying friends on holiday crashes 32 mn
+ Priests fall to coax out suicide cult

+ Queen, Prince Philip mark diamond anniversary

1 min

+ CNNMoney: Iran's president: Dollar is

‘worthless'

+ KMGH: Big freeze threatens holiday travel
+ China joins global race to the moon =
 Ticker: 9111 panel co-chalr to back McCain

+ "Most-dangerous’ cities go on the attack

+ SWAT chief poses with 'Hooters' girls, guns /-
- Rappelling Santa gets stuck, calls for help =

+ KCCI: Disconnected phone makes calls to 911
+ Mexico tourists return with tales of violence =
+ Car chase left Nicole Kidman 'in tears"

+ Vote for your favorite CNN Hero

+ CNN Wire: Latest updates on top stories
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1 address = multiple DNS lookups
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About the DNSSEC
Deployment Initiative
DNSSEC Pulse

A Handy Table Showi

.org shares Comcast DNSSEC advice for ISPs

Posted by Graveline in Uncategorized on June 29, 2010

In DNSSEC Deployment Among ISPs: The Why, How and What, Lauren Price of .org interviews “the DNS gurus at Comcast to see what they've
learned and what advice they would give other ISPs considering DNSSEC deployment.” The post answers such questions as “What is the benefit to

an end user when an ISP supports DNSSEC?" and “What advice would you give other ISPs?" Specific lessons from Comcast's testing of DNSSEC the Status of TLD
1 DNSSEC Deploymen
are included.
DNSSEC - Why?
-/No Comments (Threats)

DNSSEC Deploymen
Threats — What's Rea

What's FUD
Rome DNSSEC awareness and planning workshop this week Global DNSSEC
Adoption Projected to
Posted by Graveline in Uncategorized on June 28, 2010 Take Off
nternet2 v
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INVALID Web Site Content
From DNS Based Attack
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Steve crocker admits DNSSEC won't solve world hunger.

Posted by Graveline in Uncategorized on April 1, 2011

Steve Crocker has admitted publically that although DNSSEC solves many world-wide problems, it fails to solve them
all. Specifically, it will not put an end to many world crises such as world hunger. In a statement released today he adds:

(Threats)
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.org shares Comcast DNSSEC advice for ISPs

Posted by Graveline in Uncategorized on June 29, 2010

In DNSSEC Deployment Among ISPs: The Why, How and What, Lauren Price of .org interviews “the DNS gurus at Comcast to see what they've

learned and what advice they would give other ISPs considering DNSSEC deployment.” The post answers such questions as “What is the benefit to
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DNSSEC-enabled Firefox

The Dnssec-Tools Project (an)
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000 The Dnssec-Tools Project
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DNSSEC-Tools =

About DNSSEC-Tools

The goal of the DNSSEC-Tools project is to create a set of software
tools, patches, applications, wrappers, extensions, and plugins that will
help ease the deployment of DNSSEC related technologies.

e Read the Tutorials

e Explore the wiki

e See the Tool Descriptions and ScreenShots
e Download and Install

To contact the project developers, please write the users AT dnssec-
tools.org mailing list or submit bugs to the bug database. About DNSSEC-Tools

 Done The goal of the DNSSEC-Tools project is to create a set of software
tools, patches, applications, wrappers, extensions, and plugins that will
help ease the deployment of DNSSEC related technologies.

e Read the Tutorials

e Explore the wiki

e See the Tool Descriptions and ScreenShots

e Download and Install Zone

To contact the project developers, please write the users AT dnssec-
tools.org mailing list or submit bugs to the bug database.
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The Positive Negative

Page Load Errer
::E v @ \Z i/ \_}__ hp:/ [doessctenst.dns sec-toots.ong Al L Google Q
n
0006 Problem loading page =
L \'_1/,_/ & L || doesnotexist dnssec-tooks.org P Q
Address Not Found . rz1
! | & Probless loadieg page + -
- Firefox can't find the server at doesnotexist dassec-tools.org.
The browser could not find the hast server for the provided address
» Did you maks 2 mistaks whes typing the doman? (2.9, “ww.mozila org”
instead of ‘www.monlaceg’) SQWCI' DOQS NOt EXiSt
® Are you certain this domain addrass exists? Its registration may have '
expired. )Y . . .
The browser verified that there is no server for the prov ress.
o A oo el o browse ke s Checkyour etk cometn:nd e browser verified that there is no server for the provided address
DS server semings.
® I5 your computer or r-ef-orl proteciad by a firewall or proxy? Incorrect The browser verified that there is no server for the provided address.
settings can mierfere with Web browting.
» Did you make a mistake when typing the domain? (e.9. “ww.mazilla.org”
[ TryAgan instead of ‘www.mazilla.org’)
u This domain address does mot exist. Are you sure it is supposed to?
Maybe it used to but it no longer does?
Dot ‘ . Try Again
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The (readable) Positive Negaﬁve

Unsecured e DNSSEC Secured
Address Not Found e Server Does Not Exist
Did you make a mistake « Did you make a mistake
while typing? typing?

Are you certain the domain

address exists? e The domain address

does not exist.
Are you able to browse

other sites?

Is your computer or
network protected by a
firewall?
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“Seeing” DNSSEC Better

The Dnssec-Tools Project - Mozilla Firefox
File Edit View History Bookmarks Tools Help
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About DNSSEC-Tools

The goal of the DNSSEC-Tools project is to create a set of
software tools, patches, applications, wrappers, extensions,

and plugins that will help ease the deployment of DNSSEC Yo
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Help Us Measure the World!

=0
DNSSEC-Check Version 1.12.1

Hel
*P Is your world ready?

¥l © DNsSEC-Check

Host RRSIG EDNSO NSEC NSEC3 DNSKEY DS

10.0.0.1
127.0.0.,1
8.8.8.8

Click to add a new resolver address

All tests have completed; Click on a bubble for details

Status: idle
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Questions for the
Panel
and
Discussion Time
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Backup Slides
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Do Applications Need DNSSEC?

* |f my recursive name server is doing
validation, isn’ t that enough??

— Maybe
— Maybe NOT!!

* Depends on “The Last Mile”
— Should “The Last Mile” be trusted?
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Where Are The Users?

o At work:
« Generally safe behind a secured resolver

o Until they:
« Go home
o Go to a coffee shop
o Check email via their phone
« Go to a convention without a secured resolver

e Thus, the best long-term solution:
o Validate at the end-host or end-application



S
Resolver vs Application Validation

o Near by validating resolvers:
« Refuse to relay bad/insecure answers
o Can still be spoofed locally
o Provide no validation results to the end-application

« End-application validation:
o Provides security all the way to the application
- Important for key (auto)-acceptance

o Provides useful error codes
- This domain doesn't exist. At all!
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Automating & Visualizing

DNSSEC

* Tools for network and name server providers
& operators

— Automated key management & monitoring

* Tools for end-users including several mobile
platforms

— DNSSEC is available on the phone



