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The DSSA has: 
•  Established	
  a	
  cross-­‐cons>tuency	
  
working	
  group	
  	
  

•  Clarified	
  the	
  scope	
  of	
  the	
  effort	
  
•  Developed	
  a	
  protocol	
  to	
  handle	
  
confiden>al	
  informa>on	
  

•  Built	
  a	
  risk-­‐assessment	
  
framework	
  

•  Developed	
  risk	
  scenarios	
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The DSSA will: 
•  Complete	
  the	
  risk	
  assessment	
  
•  Refine	
  the	
  methodology	
  
•  Introduce	
  the	
  framework	
  to	
  a	
  
broader	
  audience	
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Scope: DSSA  & DNRMF  

The Board DNS 
Risk Management 
Framework 
working group 
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Scope: DSSA  & DNRMF  

The DSSA is 
focusing on a 
subset of that 
framework 
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Scope: DSSA in a broader context 
DSSA is a part of 
a much larger 
SSR ecosystem 
that includes: 
 Backend	
  

registry	
  
providers	
  
ccTLD	
  
registries	
  
CERTs	
  
DNRMF	
  	
  
DNS-­‐
OARC	
  
ENISA	
  

FIRST	
  
gTLD	
  
registries	
  
IANA	
  
ICANN	
  
Security	
  
Team	
  
ICANN	
  
SOs	
  and	
  
ACs	
  

IETF	
  
ISOC	
  
Network	
  
Operator	
  
Groups	
  	
  
NRO	
  
RSAC	
  
SSAC	
  
SSR-­‐RT	
  	
  
And	
  ???	
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“Compound Sentence” Risk 
Assessment Framework 
Based on NIST 
800-30 standard 
 
Tailored to 
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ICANN 
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“Compound Sentence” Risk 
Assessment Framework 
An adversarial 
threat-source 
(with capability, 
intent and 
targeting), 
 
OR… 
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“Compound Sentence” Risk 
Assessment Framework 
A non-
adversarial 
threat-source 
(with a range of 
effects)… 
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“Compound Sentence” Risk 
Assessment Framework 
In the context 
of: 
 
Predisposing 
conditions (with 
varying 
pervasiveness)… 
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“Compound Sentence” Risk 
Assessment Framework 
… Security 
controls (both 
planned and 
implemented),  
 
and…  
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“Compound Sentence” Risk 
Assessment Framework 
… 
Vulnerabilities 
(that range in 
severity)…  
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“Compound Sentence” Risk 
Assessment Framework 
… Could initiate 
(with varying 
likelihood of 
initiation)  
 
a Threat Event 
which (with 
varying 
likelihood of 
impact) could 
result in… 
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“Compound Sentence” Risk 
Assessment Framework 
Adverse impacts 
(with varying 
severity and 
range)... 
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“Compound Sentence” Risk 
Assessment Framework 
All of which 
combined 
create risk to 
users and 
providers of the 
DNS – a 
combination of 
the nature of 
the impact and 
the likelihood 
that its effects 
will be felt. 
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Findings: 5 Broad Risk Scenarios 
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Findings: 5 Broad Risk Scenarios 
Gaps in policy, 
management or 
leadership splits 
the root 
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Findings: 5 Broad Risk Scenarios 
“Reductive” 
forces (security, 
risk-mitigation, 
control through 
rules, etc.) 
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Findings: 5 Broad Risk Scenarios 
Widespread 
natural disaster 
brings down the 
root or a major 
TLD 
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Findings: 5 Broad Risk Scenarios 
Attacks 
exploiting 
technical 
vulnerabilities 
of the DNS bring 
down the root 
or a major TLD 
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Findings: 5 Broad Risk Scenarios 
Inadvertent 
technical 
mishap brings 
down the root 
or a major TLD 
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Findings: 5 Broad Risk Scenarios 
Question:  Have 
we missed an 
important topic? 
 
NOTE: If you 
want to share 
embarrassing 
ideas, contact 
Paul Vixie 
(paul@vix.com) 
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Next phase 
“Go deep” into 
the five risk 
topics 
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Next phase 
“Go deep” into 
the five risk 
topics 
 
Refine by doing 
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bring)down)the)root)or)a)

major)TLD)
Inadvertent)technical)mishap)
brings)down)the)root)or)a)

major)TLD)

Widespread)natural)disaster)
brings)down)the)root)or)a)

major)TLD)

“Reduc8ve”)forces)(security,)
risk-mi8ga8on,)control)

through)rules,)etc.))splits)the)
root)
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Next phase 
“Go deep” into 
the five risk 
topics 
 
Refine by doing 
 
Finish 
assessment 



  
	
  

26	
  

Questions? 
Are we on the 
right track? 
 
Have we missed 
something 
important? 

STRATEGIC)
Cross-community)collabora8on)

Gaps)in)policy,)management,))
or)leadership)splits)the)root)

“Reduc8ve”)forces)(security,)
risk-mi8ga8on,)control)

through)rules,)etc.))splits)the)

root)

AGacks)exploi8ng)technical)
vulnerabili8es)of)the)DNS)

bring)down)the)root)or)a)

major)TLD)

Ecosystem-wide)

“Regional”)or)“segment”)focus)

Provider)or)organiza8on-focused)risk)

CORE)
)

GLUE)

EDGE)

LONG-TERM) IMMEDIATE)

Need:)
coordina8on,)fast)

response)

Need:)
models,)tools,)

support,)direc8on)

TACTICAL)
DNS)providers)are)at)the)forefront)

Inadvertent)technical)mishap)
brings)down)the)root)or)a)

major)TLD)

Widespread)natural)disaster)
brings)down)the)root)or)a)

major)TLD)

Risk%Scenario%
Topic%List%

Predisposing+
Condi-ons+

Security+
Controls+

Vulnerabili-es+

A+Non9
Adversarial+

Threat+Source+

(with+a+range+
of+effects)+

In+the+context+of…+

(with+varying++
pervasiveness)+

(planned+and+
implemented)+

(ranging+in+
severity)+

Could+
Ini-ate+

(with+varying++
likelihood3of3
ini5a5on)+

A+Threat+
Event+

Which+
could+

result+in+

(with+varying++
likelihood3of33

impact)+

Adverse+
Impacts+

Crea-ng+RISK+to+users+and+providers+of+the+DNS+–+a+
combina-on+of+the+nature+of+the+impact+and+the+likelihood+

that+its+effects+will+be+felt+

(with+varying++
severity3and3

range)+

An+Adversarial+
Threat+Source+

(with+capability,+
intent+and+
targe5ng)+

+
OR3

Iden%fy(
threats(

Iden%fy(
vulnerabili%es(

Describe(
predisposing(
condi%ons(

1)(Build(scenarios(

Analyze(
controls(

2)(Iden%fy(gaps(

Determine(
likelihood(

Analyze(
impact(

Determine(
risk(

3)(Evaluate(risk(

Risk(Planning(
Assume(
the(risk(

Avoid(the(
risk(

Transfer(
the(risk(

Limit(the(
risk(

Assess$

Mi'gate$

Monitor$

DNRMF$scope$–$Risk$
Management$Framework$

Compliance(and(
Ac%vityGMonitoring(
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Predisposing+
Condi-ons+

Security+
Controls+

Vulnerabili-es+

A+Non9
Adversarial+

Threat+Source+

(with+a+range+
of+effects)+

In+the+context+of…+

(with+varying++
pervasiveness)+

(planned+and+
implemented)+

(ranging+in+
severity)+

Could+
Ini-ate+

(with+varying++
likelihood3of3
ini5a5on)+

A+Threat+
Event+

Which+
could+

result+in+

(with+varying++
likelihood3of33

impact)+

Adverse+
Impacts+

Crea-ng+RISK+to+users+and+providers+of+the+DNS+–+a+
combina-on+of+the+nature+of+the+impact+and+the+likelihood+

that+its+effects+will+be+felt+

(with+varying++
severity3and3

range)+

An+Adversarial+
Threat+Source+

(with+capability,+
intent+and+
targe5ng)+

+
OR3

Adversarial	
  Threat	
  Sources	
  
Interna>onal	
  governance/regulatory	
  bodies	
  
Na>on	
  states	
  
Rogue	
  elements	
  
Geo-­‐poli>cal	
  groups	
  
External	
  par>es	
  and	
  contractors	
  
Insiders	
  
Organized	
  crime	
  

Capability	
  (Adversarial	
  threat	
  sources)	
  
10	
  -­‐-­‐	
  Very	
  High	
  -­‐-­‐	
  The	
  adversary	
  has	
  a	
  very	
  sophis>cated	
  level	
  of	
  
exper>se,	
  is	
  well-­‐resourced,	
  and	
  can	
  generate	
  opportuni>es	
  to	
  
support	
  mul>ple	
  successful,	
  con>nuous,	
  and	
  coordinated	
  
a_acks.	
  
8	
  -­‐-­‐	
  High	
  -­‐-­‐	
  	
  The	
  adversary	
  has	
  a	
  sophis>cated	
  level	
  of	
  exper>se,	
  
with	
  significant	
  resources	
  and	
  opportuni>es	
  to	
  support	
  mul>ple	
  
successful	
  coordinated	
  a_acks.	
  
5	
  -­‐-­‐	
  Moderate	
  -­‐-­‐	
  The	
  adversary	
  has	
  moderate	
  resources,	
  
exper>se,	
  and	
  opportuni>es	
  to	
  support	
  mul>ple	
  successful	
  
a_acks.	
  
2	
  -­‐-­‐	
  Low	
  -­‐-­‐	
  The	
  adversary	
  has	
  limited	
  resources,	
  exper>se,	
  and	
  
opportuni>es	
  to	
  support	
  a	
  successful	
  a_ack.	
  
1	
  -­‐-­‐	
  Very	
  Low	
  	
  -­‐-­‐	
  The	
  adversary	
  has	
  very	
  limited	
  resources,	
  
exper>se,	
  and	
  opportuni>es	
  to	
  support	
  a	
  successful	
  a_ack	
  

Intent	
  (Adversarial	
  threat	
  sources)	
  
10	
  -­‐-­‐	
  Very	
  High	
  	
  -­‐-­‐	
  The	
  adversary	
  seeks	
  to	
  undermine,	
  severely	
  impede,	
  or	
  destroy	
  the	
  
DNS	
  by	
  exploi>ng	
  a	
  presence	
  in	
  an	
  organiza>on's	
  informa>on	
  systems	
  or	
  
infrastructure.	
  The	
  adversary	
  is	
  concerned	
  about	
  disclosure	
  of	
  tradecrab	
  only	
  to	
  the	
  
extent	
  that	
  it	
  would	
  impede	
  its	
  ability	
  to	
  complete	
  stated	
  goals.	
  
8	
  -­‐-­‐	
  High	
  -­‐-­‐	
  The	
  adversary	
  seeks	
  to	
  undermine/impede	
  cri>cal	
  aspects	
  of	
  the	
  DNS,	
  or	
  
place	
  itself	
  in	
  a	
  posi>on	
  to	
  do	
  so	
  in	
  the	
  future,	
  by	
  maintaining	
  a	
  presence	
  in	
  an	
  
organiza>on's	
  informa>on	
  systems	
  or	
  infrastructure.	
  The	
  adversary	
  is	
  very	
  concerned	
  
about	
  minimizing	
  a_ack	
  detec>on/disclosure	
  of	
  tradecrab,	
  par>cularly	
  while	
  
preparing	
  for	
  future	
  a_acks.	
  
5	
  -­‐-­‐	
  Moderate	
  -­‐-­‐	
  The	
  adversary	
  ac>vely	
  seeks	
  to	
  obtain	
  or	
  modify	
  specific	
  cri>cal	
  or	
  
sensi>ve	
  DNS	
  informa>on	
  or	
  usurp/disrupt	
  DNS	
  cyber	
  resources	
  by	
  establishing	
  a	
  
foothold	
  in	
  an	
  organiza>on's	
  informa>on	
  systems	
  or	
  infrastructure.	
  The	
  adversary	
  is	
  
concerned	
  about	
  minimizing	
  a_ack	
  detec>on/disclosure	
  of	
  tradecrab,	
  par>cularly	
  
when	
  carrying	
  out	
  a_acks	
  over	
  long	
  >me	
  periods.	
  The	
  adversary	
  is	
  willing	
  to	
  impede	
  
aspects	
  of	
  the	
  DNS	
  to	
  achieve	
  these	
  ends.	
  
2	
  -­‐-­‐	
  Low	
  -­‐-­‐	
  The	
  adversary	
  seeks	
  to	
  obtain	
  cri>cal	
  or	
  sensi>ve	
  DNS	
  informa>on	
  or	
  to	
  
usurp/disrupt	
  DNS	
  cyber	
  resources,	
  and	
  does	
  so	
  without	
  concern	
  about	
  a_ack	
  
detec>on/disclosure	
  of	
  tradecrab.	
  
1	
  -­‐-­‐	
  Very	
  Low	
  	
  -­‐-­‐	
  The	
  adversary	
  seeks	
  to	
  usurp,	
  disrupt,	
  or	
  deface	
  DNS	
  cyber	
  
resources,	
  and	
  does	
  so	
  without	
  concern	
  about	
  a_ack	
  detec>on/disclosure	
  of	
  
tradecrab.	
  

Targe;ng	
  (Adversarial	
  threat	
  sources)	
  
10	
  -­‐-­‐	
  Very	
  High	
  -­‐-­‐	
  The	
  adversary	
  analyzes	
  informa>on	
  obtained	
  via	
  reconnaissance	
  
and	
  a_acks	
  to	
  persistently	
  target	
  the	
  DNS,	
  focusing	
  on	
  specific	
  high-­‐value	
  or	
  mission-­‐
cri>cal	
  informa>on,	
  resources,	
  supply	
  flows,	
  or	
  func>ons;	
  specific	
  employees	
  or	
  
posi>ons;	
  suppor>ng	
  infrastructure	
  providers/suppliers;	
  or	
  partnering	
  organiza>ons.	
  
8	
  -­‐-­‐	
  High	
  -­‐-­‐	
  The	
  adversary	
  analyzes	
  informa>on	
  obtained	
  via	
  reconnaissance	
  to	
  target	
  
persistently	
  target	
  the	
  DNS,	
  focusing	
  on	
  specific	
  high-­‐value	
  or	
  mission-­‐cri>cal	
  
informa>on,	
  resources,	
  supply	
  flows,	
  or	
  func>ons,	
  specific	
  employees	
  suppor>ng	
  
those	
  func>ons,	
  or	
  key	
  posi>ons.	
  
5	
  -­‐-­‐	
  Moderate	
  -­‐-­‐	
  The	
  adversary	
  analyzes	
  publicly	
  available	
  informa>on	
  to	
  persistently	
  
target	
  specific	
  high-­‐value	
  organiza>ons	
  (and	
  key	
  posi>ons,	
  such	
  as	
  Chief	
  Informa>on	
  
Officer),	
  programs,	
  or	
  informa>on.	
  
2	
  -­‐-­‐	
  Low	
  	
  -­‐-­‐	
  The	
  adversary	
  uses	
  publicly	
  available	
  informa>on	
  to	
  target	
  a	
  class	
  of	
  high-­‐
value	
  organiza>ons	
  or	
  informa>on,	
  and	
  seeks	
  targets	
  of	
  opportunity	
  within	
  that	
  class.	
  
1	
  -­‐-­‐	
  Very	
  Low	
  -­‐-­‐	
  The	
  adversary	
  may	
  or	
  may	
  not	
  target	
  any	
  specific	
  organiza>ons	
  or	
  
classes	
  of	
  organiza>ons.	
  



Predisposing+
Condi-ons+
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Controls+
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Threat+Source+

(with+a+range+
of+effects)+

In+the+context+of…+

(with+varying++
pervasiveness)+

(planned+and+
implemented)+

(ranging+in+
severity)+

Could+
Ini-ate+

(with+varying++
likelihood3of3
ini5a5on)+

A+Threat+
Event+

Which+
could+

result+in+

(with+varying++
likelihood3of33

impact)+

Adverse+
Impacts+

Crea-ng+RISK+to+users+and+providers+of+the+DNS+–+a+
combina-on+of+the+nature+of+the+impact+and+the+likelihood+

that+its+effects+will+be+felt+

(with+varying++
severity3and3

range)+

An+Adversarial+
Threat+Source+

(with+capability,+
intent+and+
targe5ng)+

+
OR3

Non-­‐Adversarial	
  Threat	
  Sources	
  
Individual	
  And	
  Organiza<onal	
  Sources	
  

Interna>onal	
  governance/regulatory	
  bodies	
  
Na>on	
  states	
  
Privileged	
  users	
  
Key	
  providers	
  

Root-­‐Related	
  Sources	
  
Alternate	
  DNS	
  roots	
  
Root	
  scaling	
  (SAC	
  46)	
  
Inten>onal	
  or	
  accidental	
  results	
  of	
  DNS	
  blocking	
  (SAC	
  50)	
  

Infrastructure-­‐Related	
  Sources	
  
Widespread	
  infrastructure	
  failure	
  
Key	
  hardware	
  failure	
  
Earthquakes	
  
Hurricanes	
  
Tsunami	
  
Blackout/Energy	
  Failure	
  
Snowstorm/blizzard/ice-­‐storm	
  	
  

Range	
  of	
  effect	
  (to	
  DNS	
  providers)	
  (Non-­‐adversarial	
  threat	
  
sources)	
  
10	
  -­‐-­‐	
  sweeping,	
  involving	
  almost	
  all	
  DNS	
  providers	
  	
  
8	
  -­‐-­‐	
  extensive,	
  involving	
  most	
  DNS	
  providers	
  (80%?)	
  
5	
  -­‐-­‐wide-­‐ranging,	
  involving	
  a	
  significant	
  por>on	
  of	
  DNS	
  
providers	
  (30%?)	
  
3	
  -­‐-­‐limited,	
  involving	
  some	
  DNS	
  providers	
  
1	
  -­‐-­‐	
  minimal,	
  involving	
  few	
  if	
  any	
  DNS	
  providers	
  



Pervasiveness	
  Of	
  Predisposing	
  Condi;ons	
  That	
  Nega;vely	
  
Impact	
  Risk	
  

10	
  -­‐-­‐	
  Very	
  High	
  -­‐-­‐	
  Applies	
  to	
  all	
  organiza>onal	
  missions/business	
  
func>ons	
  	
  

8	
  -­‐-­‐	
  High	
  -­‐-­‐	
  Applies	
  to	
  most	
  organiza>onal	
  missions/business	
  
func>ons	
  	
  

5	
  -­‐-­‐	
  Moderate	
  -­‐-­‐	
  Applies	
  to	
  many	
  organiza>onal	
  missions/
business	
  func>ons	
  	
  

3	
  -­‐-­‐	
  Low	
  	
  -­‐-­‐	
  Applies	
  to	
  some	
  organiza>onal	
  missions/business	
  
func>ons	
  	
  

1	
  -­‐-­‐	
  Very	
  Low	
  -­‐-­‐	
  Applies	
  to	
  few	
  organiza>onal	
  missions/business	
  
func>ons	
  

Predisposing	
  Condi;ons	
  
	
  	
  

Managerial	
  
Legal	
  standing	
  (and	
  rela>ve	
  youth)	
  of	
  ICANN	
  
Mul>-­‐stakeholder,	
  consensus-­‐based	
  decision-­‐making	
  model	
  
Managerial	
  vs.	
  opera>onal	
  vs.	
  technical	
  security	
  skills/focus/
resources	
  

Defini>ons	
  of	
  responsibility,	
  accountability,	
  authority	
  between	
  DNS	
  
providers	
  

Security	
  project	
  and	
  program	
  management	
  skills/capacity	
  
Common	
  ("inheritable")	
  vs.	
  hybrid	
  vs.	
  organiza>on/system-­‐specific	
  
controls	
  

Mechanisms	
  for	
  providing	
  (and	
  receiving)	
  risk	
  assurances,	
  and	
  
establishing	
  trust-­‐rela>onships,	
  with	
  external	
  en>>es	
  

Contractual	
  rela>onships	
  between	
  en>>es	
  
Opera<onal	
  

Diverse,	
  distributed	
  system	
  architecture	
  and	
  deployment	
  
Emphasis	
  on	
  resiliency	
  and	
  redundancy	
  
Culture	
  of	
  collabora>on	
  built	
  on	
  personal	
  trust	
  rela>onships	
  
Diverse	
  opera>onal	
  environments	
  and	
  approaches	
  

Technical	
  
Requirement	
  for	
  public	
  access	
  to	
  DNS	
  informa>on	
  
Requirements	
  for	
  scaling	
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(with+varying++
pervasiveness)+

(planned+and+
implemented)+

(ranging+in+
severity)+

Could+
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(with+varying++
likelihood3of3
ini5a5on)+

A+Threat+
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Which+
could+

result+in+

(with+varying++
likelihood3of33

impact)+

Adverse+
Impacts+

Crea-ng+RISK+to+users+and+providers+of+the+DNS+–+a+
combina-on+of+the+nature+of+the+impact+and+the+likelihood+

that+its+effects+will+be+felt+

(with+varying++
severity3and3

range)+

An+Adversarial+
Threat+Source+

(with+capability,+
intent+and+
targe5ng)+

+
OR3

Pervasiveness	
  Of	
  Predisposing	
  Condi;ons	
  That	
  Posi;vely	
  
Impact	
  Risk	
  

.1	
  -­‐-­‐	
  Very	
  High	
  -­‐-­‐	
  Applies	
  to	
  all	
  organiza>onal	
  missions/business	
  
func>ons	
  	
  

.3	
  -­‐-­‐	
  High	
  -­‐-­‐	
  Applies	
  to	
  most	
  organiza>onal	
  missions/business	
  
func>ons	
  	
  

.5	
  -­‐-­‐	
  Moderate	
  -­‐-­‐	
  Applies	
  to	
  many	
  organiza>onal	
  missions/
business	
  func>ons	
  	
  

.8	
  -­‐-­‐	
  Low	
  -­‐-­‐	
  Applies	
  to	
  some	
  organiza>onal	
  missions/business	
  
func>ons	
  	
  

1	
  -­‐-­‐	
  Very	
  Low	
  -­‐-­‐	
  Applies	
  to	
  few	
  organiza>onal	
  missions/business	
  
func>ons	
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Pervasiveness	
  Of	
  Controls	
  
10	
  -­‐-­‐	
  Controls	
  are	
  missing	
  	
  
8	
  -­‐-­‐	
  Controls	
  are	
  acknowledged	
  as	
  needed	
  	
  
5	
  -­‐-­‐	
  Controls	
  are	
  planned	
  or	
  being	
  implemented	
  	
  
2	
  -­‐-­‐	
  Controls	
  are	
  implemented	
  	
  
1	
  -­‐-­‐	
  Controls	
  are	
  effec>ve	
  

Controls	
  
	
  	
  

Management	
  Controls 	
  	
  
Security	
  Assessment	
  and	
  Authoriza>on	
  	
  
Planning	
  	
  
Risk	
  Assessment	
  	
  
System	
  and	
  Services	
  Acquisi>on	
  	
  
Program	
  Management	
  	
  

Opera<onal	
  Controls	
  
Awareness	
  and	
  Training	
  	
  
Configura>on	
  Management	
  	
  
Con>ngency	
  Planning	
  
Incident	
  Response	
  
Maintenance	
  
Media	
  Protec>on	
  
Physical	
  and	
  Environmental	
  Protec>on	
  
Personnel	
  Security	
  
System	
  and	
  Informa>on	
  Integrity	
  

Technical	
  Controls	
  
Access	
  Control	
  
Audit	
  and	
  Accountability	
  
Iden>fica>on	
  and	
  Authen>ca>on	
  
System	
  and	
  Communica>ons	
  Protec>on	
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Vulnerabili;es	
  
	
  	
  

Managerial	
  	
  
Interven>ons	
  from	
  outside	
  the	
  process	
  
Poor	
  inter-­‐organiza>onal	
  communica>ons	
  
External	
  rela>onships/dependencies	
  
Inconsistent	
  	
  or	
  incorrect	
  decisions	
  about	
  rela>ve	
  priori>es	
  of	
  core	
  
missions	
  and	
  business	
  func>ons	
  

Lack	
  of	
  effec>ve	
  risk-­‐management	
  ac>vi>es	
  
Vulnerabili>es	
  arising	
  from	
  missing	
  or	
  ineffec>ve	
  security	
  controls	
  	
  
Mission/business	
  processes	
  (e.g.,	
  poorly	
  defined	
  processes,	
  or	
  
processes	
  that	
  are	
  not	
  risk-­‐aware)	
  

Security	
  architectures	
  (e.g.,	
  poor	
  architectural	
  decisions	
  resul>ng	
  in	
  
lack	
  of	
  diversity	
  or	
  resiliency	
  in	
  organiza>onal	
  informa>on	
  systems)	
  

Opera<onal	
  
Infrastructure	
  vulnerabili>es	
  
Business	
  con>nuity	
  vulnerabili>es	
  
Malicious	
  or	
  uninten>onal	
  (erroneous)	
  altera>on	
  of	
  root	
  or	
  TLD	
  DNS	
  
configura>on	
  informa>on	
  
Inadequate	
  training/awareness	
  
Inadequate	
  incident-­‐response	
  

Technical	
  (Under	
  Discussion)	
  
IDN	
  a_acks	
  (lookalike	
  characters	
  etc.	
  for	
  standard	
  exploita>on	
  
techniques)	
  

Technical	
  (System	
  And	
  Network)	
  
Recursive	
  vs.	
  authorita>ve	
  nameserver	
  a_acks	
  
DDOS	
  
Email/spam	
  

Technical	
  (Iden<fica<on	
  And	
  Authen<ca<on)	
  	
  
Data	
  poisoning	
  (MITM,	
  Cache)	
  
Name	
  Chaining	
  	
  (RFC	
  3833)	
  
Betrayal	
  by	
  Trusted	
  Server	
  	
  (RFC	
  3833)	
  
Authority	
  or	
  authen>ca>on	
  compromise	
  
Packet	
  Intercep>on	
  
Man	
  in	
  the	
  middle	
  
Eavesdropping	
  combined	
  with	
  spoofed	
  responses	
  

Vulnerability	
  Severity	
  
10	
  -­‐-­‐	
  Very	
  High	
  -­‐-­‐	
  Relevant	
  security	
  control	
  or	
  other	
  remedia>on	
  
is	
  not	
  implemented	
  and	
  not	
  planned;	
  or	
  no	
  security	
  measure	
  
can	
  be	
  iden>fied	
  to	
  remediate	
  the	
  vulnerability.	
  

8	
  -­‐-­‐	
  High	
  -­‐-­‐	
  Relevant	
  security	
  control	
  or	
  other	
  remedia>on	
  is	
  
planned	
  but	
  not	
  implemented.	
  

5	
  -­‐-­‐	
  Moderate	
  -­‐-­‐	
  Relevant	
  security	
  control	
  or	
  other	
  remedia>on	
  
is	
  par>ally	
  implemented	
  and	
  somewhat	
  effec>ve.	
  

2	
  -­‐-­‐	
  Low	
  -­‐-­‐	
  Relevant	
  security	
  control	
  or	
  other	
  remedia>on	
  is	
  fully	
  
implemented	
  and	
  somewhat	
  effec>ve.	
  

1	
  -­‐-­‐	
  Very	
  Low	
  -­‐-­‐	
  Relevant	
  security	
  control	
  or	
  other	
  remedia>on	
  is	
  
fully	
  implemented,	
  assessed,	
  and	
  effec>ve.	
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(with+varying++
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An+Adversarial+
Threat+Source+

(with+capability,+
intent+and+
targe5ng)+

+
OR3

Threat	
  Events	
  
	
  	
  
Zone	
  does	
  not	
  resolve	
  or	
  is	
  not	
  available	
  
Zone	
  is	
  not	
  correct	
  or	
  does	
  not	
  have	
  integrity	
  
	
  

Likelihood	
  of	
  ini;a;on	
  (by	
  adversarial	
  threat	
  sources)	
  
10	
  -­‐-­‐	
  Very	
  High	
  -­‐-­‐	
  Adversary	
  is	
  almost	
  certain	
  to	
  ini>ate	
  the	
  
threat-­‐event	
  

	
  8	
  -­‐-­‐	
  High	
  -­‐-­‐	
  Adversary	
  is	
  highly	
  likely	
  to	
  ini>ate	
  the	
  threat	
  event	
  
	
  5	
  -­‐-­‐	
  Moderate	
  -­‐-­‐	
  Adversary	
  is	
  somewhat	
  likely	
  to	
  ini>ate	
  the	
  
threat	
  event	
  

	
  2	
  -­‐-­‐	
  Low	
  -­‐-­‐	
  Adversary	
  is	
  unlikely	
  to	
  ini>ate	
  the	
  threat	
  event	
  
	
  0	
  -­‐-­‐	
  Very	
  Low	
  -­‐-­‐	
  Adversary	
  is	
  highly	
  unlikely	
  to	
  ini>ate	
  the	
  threat	
  
event	
  	
  

Likelihood	
  of	
  ini;a;on	
  (by	
  non-­‐adversarial	
  threat	
  sources)	
  
10	
  -­‐-­‐	
  Very	
  high	
  -­‐-­‐	
  Error,	
  accident,	
  or	
  act	
  of	
  nature	
  is	
  almost	
  
certain	
  to	
  occur;	
  or	
  occurs	
  more	
  than	
  100	
  >mes	
  a	
  year.	
  	
  

8	
  -­‐-­‐	
  High	
  -­‐-­‐	
  Error,	
  accident,	
  or	
  act	
  of	
  nature	
  is	
  highly	
  likely	
  to	
  
occur;	
  or	
  occurs	
  between	
  10-­‐100	
  >mes	
  a	
  year.	
  	
  

5	
  -­‐-­‐	
  Moderate	
  -­‐-­‐	
  Error,	
  accident,	
  or	
  act	
  of	
  nature	
  is	
  somewhat	
  
likely	
  to	
  occur;	
  or	
  occurs	
  between	
  1-­‐10	
  >mes	
  a	
  year.	
  

2	
  -­‐-­‐	
  Low	
  -­‐-­‐	
  Error,	
  accident,	
  or	
  act	
  of	
  nature	
  is	
  unlikely	
  to	
  occur;	
  
or	
  occurs	
  less	
  than	
  once	
  a	
  year,	
  but	
  more	
  than	
  once	
  every	
  10	
  
years.	
  	
  

0	
  -­‐-­‐	
  Very	
  Low	
  -­‐-­‐	
  Error,	
  accident,	
  or	
  act	
  of	
  nature	
  is	
  highly	
  unlikely	
  
to	
  occur;	
  or	
  occurs	
  less	
  than	
  once	
  every	
  10	
  years.	
  	
  

Likelihood	
  of	
  impact	
  	
  
10	
  -­‐-­‐	
  Very	
  High	
  -­‐-­‐	
  	
  If	
  the	
  threat	
  event	
  is	
  ini>ated	
  or	
  occurs,	
  it	
  is	
  almost	
  certain	
  
to	
  have	
  adverse	
  impacts.	
  	
  	
  

8	
  -­‐-­‐	
  High	
  -­‐-­‐	
  If	
  the	
  threat	
  event	
  is	
  ini>ated	
  or	
  occurs,	
  it	
  is	
  highly	
  likely	
  to	
  have	
  
adverse	
  impacts.	
  

	
  5	
  -­‐-­‐	
  Moderate	
  -­‐-­‐	
  If	
  the	
  threat	
  event	
  is	
  ini>ated	
  or	
  occurs,	
  it	
  is	
  somewhat	
  likely	
  
to	
  have	
  adverse	
  impacts.	
  	
  

2	
  -­‐-­‐	
  Low	
  -­‐-­‐	
  If	
  the	
  threat	
  event	
  is	
  ini>ated	
  or	
  occurs,	
  it	
  is	
  unlikely	
  to	
  have	
  
adverse	
  impacts.	
  

	
  0	
  -­‐-­‐	
  Very	
  Low	
  -­‐-­‐	
  If	
  the	
  threat	
  event	
  is	
  ini>ated	
  or	
  occurs,	
  it	
  is	
  highly	
  unlikely	
  to	
  
have	
  adverse	
  impacts.	
  	
  

DSSA default value 
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Crea-ng+RISK+to+users+and+providers+of+the+DNS+–+a+
combina-on+of+the+nature+of+the+impact+and+the+likelihood+

that+its+effects+will+be+felt+

(with+varying++
severity3and3

range)+

An+Adversarial+
Threat+Source+

(with+capability,+
intent+and+
targe5ng)+

+
OR3

Adverse	
  Impacts	
  
Harm	
  To	
  Na)ons	
  And	
  The	
  World;	
  E.G.	
  
	
  	
  

Damage	
  to	
  a	
  cri>cal	
  infrastructure	
  sector	
  
Loss	
  of	
  government	
  con>nuity	
  of	
  opera>ons.	
  
Rela>onal	
  harms.	
  
Damage	
  to	
  trust	
  rela>onships	
  with	
  other	
  governments	
  or	
  with	
  nongovernmental	
  en>>es.	
  
Damage	
  to	
  na>onal	
  reputa>on	
  (and	
  hence	
  future	
  or	
  poten>al	
  trust	
  rela>onships).	
  
Damage	
  to	
  current	
  or	
  future	
  ability	
  to	
  achieve	
  na>onal	
  objec>ves.	
  

	
  	
  
Harm	
  To	
  Individuals;	
  E.G.	
  

	
  	
  
Iden>ty	
  theb	
  (only	
  applies	
  to	
  "loss	
  of	
  integrity"	
  threat-­‐event)	
  
Loss	
  of	
  Personally	
  Iden>fiable	
  Informa>on	
  (only	
  applies	
  to	
  "loss	
  of	
  integrity"	
  threat-­‐event)	
  
Injury	
  or	
  loss	
  of	
  life	
  
Damage	
  to	
  image	
  or	
  reputa>on.	
  

	
  	
  
Harm	
  To	
  Assets;	
  E.G.	
  
	
  	
  

Damage	
  to	
  or	
  of	
  loss	
  of	
  informa>on	
  assets.	
  
Loss	
  of	
  intellectual	
  property	
  	
  (only	
  applies	
  to	
  "loss	
  of	
  integrity"	
  threat-­‐event)	
  
Damage	
  to	
  or	
  loss	
  of	
  physical	
  facili>es.	
  
Damage	
  to	
  or	
  loss	
  of	
  informa>on	
  systems	
  or	
  networks.	
  
Damage	
  to	
  or	
  loss	
  of	
  informa>on	
  technology	
  or	
  equipment.	
  
Damage	
  to	
  or	
  loss	
  of	
  component	
  parts	
  or	
  supplies.	
  

	
  
Harm	
  To	
  Opera)ons/Organiza)ons;	
  E.G.	
  
	
  	
  

Inability	
  to	
  perform	
  current	
  missions/business	
  func>ons.	
  
-­‐	
  In	
  a	
  sufficiently	
  >mely	
  manner.	
  
-­‐	
  With	
  sufficient	
  confidence	
  and/or	
  correctness.	
  
-­‐	
  Within	
  planned	
  resource	
  constraints.	
  

Inability,	
  or	
  limited	
  ability,	
  to	
  perform	
  missions/business	
  func>ons	
  in	
  the	
  future.	
  
-­‐	
  Inability	
  to	
  restore	
  missions/business	
  func>ons.	
  
-­‐	
  In	
  a	
  sufficiently	
  >mely	
  manner.	
  
-­‐	
  With	
  sufficient	
  confidence	
  and/or	
  correctness.	
  
-­‐	
  Within	
  planned	
  resource	
  constraints.	
  

Harms	
  (e.g.,	
  financial	
  costs,	
  sanc>ons)	
  due	
  to	
  noncompliance.	
  
-­‐	
  With	
  applicable	
  laws	
  or	
  regula>ons.	
  
-­‐	
  With	
  contractual	
  requirements	
  or	
  other	
  requirements	
  in	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
other	
  binding	
  agreements.	
  

Direct	
  financial	
  costs.	
  
Damage	
  to	
  trust	
  rela>onships	
  or	
  reputa>on	
  

-­‐	
  Damage	
  to	
  trust	
  rela>onships.	
  
-­‐	
  Damage	
  to	
  image	
  or	
  reputa>on	
  (and	
  hence	
  future	
  or	
  poten>al	
  trust	
  
rela>onships).	
  
Rela>onal	
  harms	
  

Range	
  of	
  Impact	
  
10	
  -­‐-­‐	
  Very	
  Broad	
  -­‐-­‐	
  The	
  effects	
  of	
  the	
  threat	
  event	
  are	
  sweeping,	
  involving	
  
almost	
  all	
  consumers	
  of	
  the	
  DNS	
  	
  

8	
  -­‐-­‐	
  Broad	
  -­‐-­‐	
  The	
  effects	
  of	
  the	
  threat	
  event	
  are	
  extensive,	
  involving	
  most	
  of	
  
the	
  consumers	
  of	
  the	
  DNS	
  

	
  5	
  -­‐-­‐	
  Moderate	
  -­‐-­‐	
  The	
  effects	
  of	
  the	
  threat	
  event	
  are	
  substan>al,	
  involving	
  a	
  
significant	
  por>on	
  of	
  the	
  consumers	
  of	
  the	
  DNS	
  	
  

2	
  -­‐-­‐	
  Low	
  -­‐-­‐	
  The	
  effects	
  of	
  the	
  threat	
  event	
  are	
  limited,	
  involving	
  some	
  
consumers	
  of	
  the	
  DNS	
  but	
  involving	
  no	
  cri>cal	
  resources.	
  

	
  0	
  -­‐-­‐	
  The	
  effects	
  of	
  the	
  threat	
  event	
  are	
  minimal	
  or	
  negligible,	
  involving	
  few	
  if	
  
any	
  consumers	
  of	
  the	
  DNS	
  and	
  involving	
  no	
  cri>cal	
  resources.	
  .	
  	
  

Severity	
  
10	
  -­‐-­‐	
  Very	
  Severe	
  -­‐-­‐	
  The	
  threat	
  event	
  could	
  be	
  expected	
  to	
  have	
  mul>ple	
  
severe	
  or	
  catastrophic	
  adverse	
  effects	
  on	
  organiza>onal	
  opera>ons,	
  
organiza>onal	
  assets,	
  individuals,	
  other	
  organiza>ons,	
  or	
  the	
  world.	
  	
  And	
  in	
  
all	
  cases	
  there	
  would	
  be	
  significant	
  problems	
  for	
  registrants	
  and	
  users	
  in	
  the	
  
zone.	
  

	
  8	
  -­‐-­‐	
  High	
  -­‐-­‐	
  The	
  threat	
  event	
  could	
  be	
  expected	
  to	
  have	
  a	
  severe	
  or	
  
catastrophic	
  adverse	
  effect	
  on	
  organiza>onal	
  opera>ons,	
  organiza>onal	
  
assets,	
  individuals,	
  other	
  organiza>ons,	
  or	
  the	
  world.	
  	
  

5	
  -­‐-­‐	
  Moderate	
  -­‐-­‐	
  The	
  threat	
  event	
  could	
  be	
  expected	
  to	
  have	
  a	
  serious	
  adverse	
  
effect	
  on	
  organiza>onal	
  opera>ons,	
  organiza>onal	
  assets,	
  individuals	
  other	
  
organiza>ons,	
  or	
  the	
  world.	
  	
  

2	
  -­‐-­‐	
  Low	
  -­‐-­‐	
  The	
  threat	
  event	
  could	
  be	
  expected	
  to	
  have	
  a	
  limited	
  adverse	
  effect	
  
on	
  organiza>onal	
  opera>ons,	
  organiza>onal	
  assets,	
  individuals	
  other	
  
organiza>ons,	
  or	
  the	
  world.	
  

	
  0	
  -­‐-­‐	
  Very	
  Low	
  -­‐-­‐	
  The	
  threat	
  event	
  could	
  be	
  expected	
  to	
  have	
  a	
  negligible	
  
adverse	
  effect	
  on	
  organiza>onal	
  opera>ons,	
  organiza>onal	
  assets,	
  
individuals	
  other	
  organiza>ons,	
  or	
  the	
  world.	
  	
  

DSSA 
default 
value 



STRATEGIC)
Cross-community)collabora8on)

Gaps%in%policy,%management,%%or%
leadership%splits%the%root%

“Reduc8ve”)forces)(security,)
risk-mi8ga8on,)control)

through)rules,)etc.))splits)the)
root)

Ecosystem-wide)

“Regional”)or)“segment”)focus)

Provider)or)organiza8on-focused)risk)

CORE)
)

GLUE)

EDGE)

LONG-TERM) IMMEDIATE)

Need:)
coordina8on,)fast)

response)

Need:)
models,)tools,)

support,)direc8on)

TACTICAL)
DNS)providers)are)at)the)forefront)

Risk%Scenario%
Topic%List%

AQacks)exploi8ng)technical)
vulnerabili8es)of)the)DNS)
bring)down)the)root)or)a)

major)TLD)
Inadvertent)technical)mishap)
brings)down)the)root)or)a)

major)TLD)

Widespread)natural)disaster)
brings)down)the)root)or)a)

major)TLD)

Threat	
  Sources	
  
Na;on	
  states	
  
Geo-­‐poli;cal	
  groups	
  
Interna;onal	
  governance/regulatory	
  bodies	
  

Vulnerabili;es	
  
Managerial	
  	
  

Interven;ons	
  from	
  outside	
  the	
  process	
  
Poor	
  inter-­‐organiza;onal	
  communica;ons	
  
External	
  rela;onships/dependencies	
  
Inconsistent	
  	
  or	
  incorrect	
  decisions	
  about	
  rela;ve	
  priori;es	
  
of	
  core	
  missions	
  and	
  business	
  func;ons	
  

Lack	
  of	
  effec;ve	
  risk-­‐management	
  ac;vi;es	
  
Mission/business	
  processes	
  (e.g.,	
  poorly	
  defined	
  processes,	
  
or	
  processes	
  that	
  are	
  not	
  risk-­‐aware)	
  

Predisposing	
  Condi;ons	
  that	
  increase	
  risk	
  
Managerial	
  

Legal	
  standing	
  (and	
  rela;ve	
  youth)	
  of	
  ICANN	
  
Defini;ons	
  of	
  responsibility,	
  accountability,	
  authority	
  
between	
  DNS	
  providers	
  

Opera<onal	
  
Diverse	
  opera;onal	
  environments	
  and	
  approaches	
  

Predisposing	
  Condi;ons	
  The	
  Reduce	
  Risk	
  
Managerial	
  

Mechanisms	
  for	
  providing	
  (and	
  receiving)	
  risk	
  assurances,	
  
and	
  establishing	
  trust-­‐rela;onships,	
  with	
  external	
  en;;es	
  

Contractual	
  rela;onships	
  between	
  en;;es	
  
Opera<onal	
  

Diverse,	
  distributed	
  system	
  architecture	
  and	
  deployment	
  
Culture	
  of	
  collabora;on	
  built	
  on	
  personal	
  trust	
  rela;onships	
  
Diverse	
  opera;onal	
  environments	
  and	
  approaches	
  

Missing	
  or	
  Insufficient	
  Security	
  Controls	
  
Management	
  Controls 	
  	
  

Planning	
  	
  
Risk	
  Assessment	
  	
  
Program	
  Management	
  	
  

Opera<onal	
  Controls	
  
Awareness	
  and	
  Training	
  	
  
Incident	
  Response	
  

Threat	
  Events	
  	
  
Zone	
  does	
  not	
  resolve	
  or	
  is	
  not	
  available	
  
Zone	
  is	
  incorrect	
  or	
  does	
  not	
  have	
  integrity	
  	
  
Adverse	
  Impacts	
  
In	
  the	
  worst	
  case	
  there	
  would	
  be	
  broad	
  harm/consequence/impact	
  to	
  
opera>ons,	
  assets,	
  individuals,	
  other	
  organiza>ons	
  and	
  the	
  world	
  if	
  
any	
  of	
  these	
  threat-­‐events	
  occur.	
  	
  And	
  in	
  all	
  cases	
  there	
  would	
  be	
  
significant	
  problems	
  for	
  registrants	
  and	
  users	
  in	
  the	
  zone.	
  



STRATEGIC)
Cross-community)collabora8on)

“Reduc've”*forces*(security,*risk5
mi'ga'on,*control*through*rules,*

etc.)*splits*the*root*

Ecosystem-wide)

“Regional”)or)“segment”)focus)

Provider)or)organiza8on-focused)risk)

CORE)
)

GLUE)

EDGE)

LONG-TERM)

Need:)
coordina8on,)fast)

response)

Need:)
models,)tools,)

support,)direc8on)

TACTICAL)
DNS)providers)are)at)the)forefront)

Risk*Scenario*
Topic*List*

Gaps)in)policy,)management,))
or)leadership)splits)the)root)

ANacks)exploi8ng)technical)
vulnerabili8es)of)the)DNS)
bring)down)the)root)or)a)

major)TLD)

Inadvertent)technical)mishap)
brings)down)the)root)or)a)

major)TLD)

Widespread)natural)disaster)
brings)down)the)root)or)a)

major)TLD)

Threat	
  Sources	
  
External	
  par>es	
  and	
  contractors	
  -­‐-­‐	
  large	
  content	
  and	
  network	
  
providers	
  

Interna>onal	
  governance/regulatory	
  bodies	
  	
  

Vulnerabili;es	
  
Managerial	
  	
  

Interven;ons	
  from	
  outside	
  the	
  process	
  
Poor	
  inter-­‐organiza;onal	
  communica;ons	
  
External	
  rela;onships/dependencies	
  
Inconsistent	
  	
  or	
  incorrect	
  decisions	
  about	
  rela;ve	
  priori;es	
  
of	
  core	
  missions	
  and	
  business	
  func;ons	
  

Lack	
  of	
  effec;ve	
  risk-­‐management	
  ac;vi;es	
  
Mission/business	
  processes	
  (e.g.,	
  poorly	
  defined	
  processes,	
  
or	
  processes	
  that	
  are	
  not	
  risk-­‐aware)	
  

Missing	
  or	
  Insufficient	
  Security	
  Controls	
  
Management	
  Controls 	
  	
  

Planning	
  	
  
Risk	
  Assessment	
  	
  
Program	
  Management	
  	
  

Opera<onal	
  Controls	
  
Awareness	
  and	
  Training	
  	
  

Predisposing	
  Condi;ons	
  That	
  Reduce	
  Risk	
  
Managerial	
  

Mul;-­‐stakeholder,	
  consensus-­‐based	
  decision-­‐making	
  model	
  
Opera<onal	
  

Diverse,	
  distributed	
  system	
  architecture	
  and	
  deployment	
  
Emphasis	
  on	
  resiliency	
  and	
  redundancy	
  
Culture	
  of	
  collabora;on	
  built	
  on	
  personal	
  trust	
  rela;onships	
  
Diverse	
  opera;onal	
  environments	
  and	
  approaches	
  

Predisposing	
  Condi;ons	
  That	
  Increase	
  Risk	
  
Managerial	
  

Legal	
  standing	
  (and	
  rela;ve	
  youth)	
  of	
  ICANN	
  
Managerial	
  vs.	
  opera;onal	
  vs.	
  technical	
  security	
  skills/focus/
resources	
  

Defini;ons	
  of	
  responsibility,	
  accountability,	
  authority	
  
between	
  DNS	
  providers	
  

Threat	
  Events	
  	
  
Zone	
  does	
  not	
  resolve	
  or	
  is	
  not	
  available	
  
Zone	
  is	
  incorrect	
  or	
  does	
  not	
  have	
  integrity	
  	
  
Adverse	
  Impacts	
  
In	
  the	
  worst	
  case	
  there	
  would	
  be	
  broad	
  harm/consequence/impact	
  to	
  
opera>ons,	
  assets,	
  individuals,	
  other	
  organiza>ons	
  and	
  the	
  world	
  if	
  
any	
  of	
  these	
  threat-­‐events	
  occur.	
  	
  And	
  in	
  all	
  cases	
  there	
  would	
  be	
  
significant	
  problems	
  for	
  registrants	
  and	
  users	
  in	
  the	
  zone.	
  



STRATEGIC)

Cross-community)collabora8on)

Ecosystem-wide)

“Regional”)or)“segment”)focus)

Provider)or)organiza8on-focused)risk)

CORE)

)

GLUE)

EDGE)

LONG-TERM)

Need:)

coordina8on,)fast)

response)

Need:)

models,)tools,)

support,)direc8on)

TACTICAL)

DNS)providers)are)at)the)forefront)

Widespread)natural)disaster)brings)
down)the)root)or)a)major)TLD)

Risk)Scenario)
Topic)List)

Gaps)in)policy,)management,))

or)leadership)splits)the)root)

“Reduc8ve”)forces)(security,)

risk-mi8ga8on,)control)

through)rules,)etc.))splits)the)

root)

AQacks)exploi8ng)technical)

vulnerabili8es)of)the)DNS)

bring)down)the)root)or)a)

major)TLD)

Inadvertent)technical)mishap)

brings)down)the)root)or)a)

major)TLD)

Threat	
  Sources	
  
Blackout/Energy	
  Failure	
  
	
  

Predisposing	
  Condi;ons	
  That	
  Increase	
  Risk	
  
Managerial	
  

Contractual	
  Rela;onships	
  Between	
  En;;es	
  
Opera<onal	
  

Diverse	
  opera;onal	
  environments	
  and	
  approaches	
  
	
  

Vulnerabili;es	
  
Managerial	
  	
  

Poor	
  inter-­‐organiza;onal	
  communica;ons	
  
Lack	
  of	
  effec;ve	
  risk-­‐management	
  ac;vi;es	
  

Opera<onal	
  
Infrastructure	
  vulnerabili;es	
  
Business	
  con;nuity	
  vulnerabili;es	
  

Non-­‐Adversarial	
  Threat	
  Sources	
  
Infrastructure-­‐Related	
  Sources	
  

Widespread	
  infrastructure	
  failure	
  
Earthquakes	
  
Hurricanes	
  
Tsunami	
  
Blackout/Energy	
  Failure	
  
Snowstorm/blizzard/ice-­‐storm	
  	
  

Predisposing	
  Condi;ons	
  The	
  Reduce	
  Risk	
  
Opera<onal	
  

Diverse,	
  distributed	
  system	
  architecture	
  and	
  deployment	
  
Emphasis	
  on	
  resiliency	
  and	
  redundancy	
  
Culture	
  of	
  collabora;on	
  built	
  on	
  personal	
  trust	
  rela;onships	
  
Diverse	
  opera;onal	
  environments	
  and	
  approaches	
  

	
  

Missing	
  or	
  Insufficient	
  Security	
  Controls	
  
Management	
  Controls 	
  	
  

Risk	
  Assessment	
  	
  
Opera<onal	
  Controls	
  

Awareness	
  and	
  Training	
  	
  
Configura;on	
  Management	
  	
  
Con;ngency	
  Planning	
  
Incident	
  Response	
  
Physical	
  and	
  Environmental	
  Protec;on	
  

Threat	
  Events	
  	
  
Zone	
  does	
  not	
  resolve	
  or	
  is	
  not	
  available	
  
Zone	
  is	
  incorrect	
  or	
  does	
  not	
  have	
  integrity	
  	
  
Adverse	
  Impacts	
  
In	
  the	
  worst	
  case	
  there	
  would	
  be	
  broad	
  harm/consequence/impact	
  to	
  
opera>ons,	
  assets,	
  individuals,	
  other	
  organiza>ons	
  and	
  the	
  world	
  if	
  
any	
  of	
  these	
  threat-­‐events	
  occur.	
  	
  And	
  in	
  all	
  cases	
  there	
  would	
  be	
  
significant	
  problems	
  for	
  registrants	
  and	
  users	
  in	
  the	
  zone.	
  



STRATEGIC)
Cross-community)collabora8on)

Gaps)in)policy,)management,))
or)leadership)splits)the)root)

“Reduc8ve”)forces)(security,)
risk-mi8ga8on,)control)

through)rules,)etc.))splits)the)
root)

Ecosystem-wide)

“Regional”)or)“segment”)focus)

Provider)or)organiza8on-focused)risk)

CORE)
)

GLUE)

EDGE)

LONG-TERM) IMMEDIATE)

Need:)
coordina8on,)fast)

response)

Need:)
models,)tools,)

support,)direc8on)

TACTICAL)
DNS)providers)are)at)the)forefront)

Risk%Scenario%
Topic%List%

A2acks%exploi5ng%technical%
vulnerabili5es%of%the%DNS%bring%
down%the%root%or%a%major%TLD%

Inadvertent)technical)mishap)
brings)down)the)root)or)a)

major)TLD)

Widespread)natural)disaster)
brings)down)the)root)or)a)

major)TLD)

Adversarial	
  Threat	
  Sources	
  
Rogue	
  elements	
  
Insiders	
  

Vulnerabili;es	
  
Managerial	
  	
  

Security	
  architectures	
  (e.g.,	
  poor	
  architectural	
  decisions	
  
resul;ng	
  in	
  lack	
  of	
  diversity	
  or	
  resiliency	
  in	
  organiza;onal	
  
informa;on	
  systems)	
  

Opera<onal	
  
Infrastructure	
  vulnerabili;es	
  
Inadequate	
  training/awareness	
  

Technical	
  Vulnerabili<es	
  

Missing	
  or	
  Insufficient	
  Security	
  Controls	
  
Management	
  Controls 	
  	
  

Security	
  Assessment	
  and	
  Authoriza;on	
  	
  
Opera<onal	
  Controls	
  

Configura;on	
  Management	
  	
  
Incident	
  Response	
  

Technical	
  Controls	
  
Iden;fica;on	
  and	
  Authen;ca;on	
  
System	
  and	
  Communica;ons	
  Protec;on	
  

Predisposing	
  Condi;ons	
  That	
  Increase	
  Risk	
  
Managerial	
  

Mechanisms	
  for	
  providing	
  (and	
  receiving)	
  risk	
  assurances,	
  
and	
  establishing	
  trust-­‐rela;onships,	
  with	
  external	
  en;;es	
  

Contractual	
  rela>onships	
  between	
  en>>es	
  
Opera<onal	
  

Culture	
  of	
  collabora;on	
  built	
  on	
  personal	
  trust	
  rela;onships	
  
Diverse	
  opera;onal	
  environments	
  and	
  approaches	
  

Predisposing	
  Condi;ons	
  That	
  Reduce	
  Risk	
  
Managerial	
  

Managerial	
  vs.	
  opera;onal	
  vs.	
  technical	
  security	
  skills/focus/
resources	
  

Contractual	
  rela;onships	
  between	
  en;;es	
  
Opera<onal	
  

Diverse,	
  distributed	
  system	
  architecture	
  and	
  deployment	
  
Emphasis	
  on	
  resiliency	
  and	
  redundancy	
  

Threat	
  Events	
  	
  
Zone	
  does	
  not	
  resolve	
  or	
  is	
  not	
  available	
  
Zone	
  is	
  incorrect	
  or	
  does	
  not	
  have	
  integrity	
  	
  
Adverse	
  Impacts	
  
In	
  the	
  worst	
  case	
  there	
  would	
  be	
  broad	
  harm/consequence/impact	
  to	
  
opera>ons,	
  assets,	
  individuals,	
  other	
  organiza>ons	
  and	
  the	
  world	
  if	
  
any	
  of	
  these	
  threat-­‐events	
  occur.	
  	
  And	
  in	
  all	
  cases	
  there	
  would	
  be	
  
significant	
  problems	
  for	
  registrants	
  and	
  users	
  in	
  the	
  zone.	
  



STRATEGIC)
Cross-community)collabora8on)

Gaps)in)policy,)management,))
or)leadership)splits)the)root)

“Reduc8ve”)forces)(security,)
risk-mi8ga8on,)control)

through)rules,)etc.))splits)the)
root)

Ecosystem-wide)

“Regional”)or)“segment”)focus)

Provider)or)organiza8on-focused)risk)

CORE)
)

GLUE)

EDGE)

LONG-TERM) IMMEDIATE)

Need:)
coordina8on,)fast)

response)

Need:)
models,)tools,)

support,)direc8on)

TACTICAL)
DNS)providers)are)at)the)forefront)

Inadvertent)technical)
mishap)brings)down)
the)root)or)a)major)

TLD)

Risk)Scenario)
Topic)List)

AQacks)exploi8ng)technical)
vulnerabili8es)of)the)DNS)
bring)down)the)root)or)a)

major)TLD)

Widespread)natural)disaster)
brings)down)the)root)or)a)

major)TLD)

Non-­‐Adversarial	
  Threat	
  Sources	
  
Infrastructure-­‐Related	
  Sources	
  

Key	
  hardware,	
  soYware	
  or	
  process	
  failure	
  

Vulnerabili;es	
  
Managerial	
  	
  

Vulnerabili;es	
  arising	
  from	
  missing	
  or	
  ineffec;ve	
  security	
  
controls	
  	
  

Opera<onal	
  
Malicious	
  or	
  uninten;onal	
  (erroneous)	
  altera;on	
  of	
  root	
  or	
  
TLD	
  DNS	
  configura;on	
  informa;on	
  

Missing	
  or	
  Insufficient	
  Security	
  Controls	
  
	
  	
  

Opera<onal	
  Controls	
  
Awareness	
  and	
  Training	
  	
  
Incident	
  Response	
  
System	
  and	
  Informa;on	
  Integrity	
  

Predisposing	
  Condi;ons	
  That	
  Reduce	
  Risk	
  
Managerial	
  

Managerial	
  vs.	
  opera;onal	
  vs.	
  technical	
  security	
  skills/focus/
resources	
  

Security	
  project	
  and	
  program	
  management	
  skills/capacity	
  
Opera<onal	
  

Emphasis	
  on	
  resiliency	
  and	
  redundancy	
  
Diverse	
  opera;onal	
  environments	
  and	
  approaches	
  

Predisposing	
  Condi;ons	
  That	
  Increase	
  Risk	
  
Opera<onal	
  

Chain	
  of	
  trust	
  single	
  point	
  of	
  failure	
  
Technical	
  

Reliance	
  on	
  immature	
  or	
  custom	
  built	
  DNSSEC	
  technologies	
  

Threat	
  Events	
  	
  
Zone	
  does	
  not	
  resolve	
  or	
  is	
  not	
  available	
  
Zone	
  is	
  incorrect	
  or	
  does	
  not	
  have	
  integrity	
  	
  
Adverse	
  Impacts	
  
In	
  the	
  worst	
  case	
  there	
  would	
  be	
  broad	
  harm/consequence/impact	
  to	
  
opera>ons,	
  assets,	
  individuals,	
  other	
  organiza>ons	
  and	
  the	
  world	
  if	
  
any	
  of	
  these	
  threat-­‐events	
  occur.	
  	
  And	
  in	
  all	
  cases	
  there	
  would	
  be	
  
significant	
  problems	
  for	
  registrants	
  and	
  users	
  in	
  the	
  zone.	
  


