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ools Are Not Enough

s know that today a layered approach is mandatory...yet even that does not guarani

anti-malware applications are no longer sufficient

stems are mostly based on known behavior

> dynamic / polymorphic

xploits (announced vulnerabilities that have not yet been patched) continue

bits are outside of your network and control
vhat you do, the numbers say that at some stage you will be compromised
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threats is emerging that requires only one
network to cause extreme damage
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tis to your DATA.

 the value of Malware designed for a single purpose: the exfiltration and theft of your da

y accounted for 38% as a type of breach (vs. misuse, error, etc.) but accou
d data’
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1eck: there is no such thing as perfect security.

Irity world, failure is not only an option,
it is practically guaranteed.

~




.ayer in Security - Failure Sensors

 inevitable, you DARE NOT ignore it...
t head on, plan on it, and prepare for it by...

| @ new layer in the security model that is
rom your norms:

tem of sensors that tell you that your
ses have failed by watching for the
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Science "

. Reflective Science is the technique used t«
- identify the potential or actual occurrence «
o information security event based not on the
= observation of the event itself but on the
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~



Science™ and You

implements all of the best practices for security; however if you are compromised )

Reflective Science™ will:

(1) prepare you for the worst;
(2) act as a last line of defense;
(3) give you warnings as the compromise is in progress; and

(4) allow you to mitigate the effects of the attack, hopefully in
time




) you use Reflective Science™ for your Regi

operates on the assumption that the patient has died, and asks “What weni

Gary Klein, Chief Scientist - ARA Klel
Why PreMortem?:

1) abandon the “we are invincible” defensive mentality
2) Work back from the end assumption that you failed;

3) Identify all possible methods of failure from that position;

5) Correct your processes so that these failures cannot occt

)
)
4) Analyze all vulnerabilities that could have caused the failt
)
)

6) Rinse, repeat
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arnal Markers of Breeches

€ Precursors:
<Ea
?‘.}‘ ¢ Cache poisoning of recursive DNS servers
=a¥P
4 ¢ Hijacking of Network Route Announcements
¢ ‘},A
& Artifacts:

¢ Contact by your systems with DarkNets or Honey
behavior that indicates a keystroke logger, or dat:
malware

¢ Appearance of your credentials or intellectual prc
“Underground Economy”
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