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DNSSEC-Tools:

Tools to Help People "Do DNSSEC”

« Zone Administration Tools

» Authoritative Domain Name Server Tools
* Recursive Domain Name Server Tools

* Application/Script Writers

 End Users (DNSSEC Native Applications)
 DNS Error Checking Tools

« DNSSEC Management Tools



DNSSEC-Tools:
Tools to Help People "Do DN

The Dnssec-Tools Project
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About DNSSEC-Tools

The goal of the DNSSEC-Tools project is to create a set of software tools, patches, applications, wrappers,
extensions, and plugins that will help ease the deployment of DNSSEC related technologies.

e Read the Tutorials
e Explore the wiki

o See the Tool Descriptions and ScreenShots
e Download and Install

To contact the project developers, please write the users AT dnssec-tools.org mailing list or submit bugs to
the bug database.

Help Us Measure The World! :
DNSSEC-Check

The DNSSEC-Tools project is undertaking a study to
determine how ready the world's is for deploying DNSSEC
all the way to user applications. You can help!

1. Download DNSSEC-Check, Run it on every network
you can and submit Your results

2. Visit our DNSSEC-Check Wiki Page for more
information about DNSSEC-Check and how it works

3. View the results page to see information about the data collected to date.

Tool Descriptions
And Screen-Shots

Download

© Everything

© Libval

© GUI Apps
= DNSSEC-Check
= Lookup
= DNSSEC-Nodes

Additional Documentation

Test Zone

https://'www.dnssec-tools.org/
tonnz Sponsored by: DHS S&T
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Automating & Visualizing

DNSSEC

 Tools for end-users including several
mobile platforms

— DNSSEC is available on Android & some
other small platforms (e.g. cell phones)

 Tools for network and name server
providers & operators

— Automated key management & monitoring



Help Us Measure the World!

Available for Windows, Linux, OS X and Android

Q0 DNSSEC-Check - O] %

DNSSEC-Check

Is your world ready? Wi el

Host AD RRSIG EDNSO NSEC NSEC3 DNSKEY DS

IGERLVPEC . 1 1 1 1 1 1 1 1 1
168.150.253.2 o Jl 1l 1 1 1 1 1 1 1
168.150.253.1 - 1 1 1l 1l 1l 1 1 1 1

Click to add a nhew resolver address

Status: idle
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Valid Web Site Content

eno DNSSEC Deployment Initiative

‘@' @ @ ( ) [ http://www.dnssec-deployment.org/ B 1y mo¥ssea v ) (*F:( Google Q)

Most Visited ~ Getting Started Latest Headlines » The Dnssec-Tools P... Hard-DNSSEC Deplo...
[[]  DNSSEC Deployment Initiative

0

-l DNSSECPulse Resources Roadmap  Working Group  Presentations, Events, & Newsletters ~ About
Search

PAGES

About

.org shares Comcast DNSSEC advice for ISPs

Posted by Graveline in Uncategorized on June 29, 2010 About the DNSSEC
Deployment Initiative

DNSSEC Pulse

In DNSSEC Deployment Among ISPs: The Why, How and What, Lauren Price of .org interviews “the DNS gurus at Comcast to see what they've
A Handy Table Showi

learned and what advice they would give other ISPs considering DNSSEC deployment.” The post answers such questions as “What is the benefit to

an end user when an ISP supports DNSSEC?" and “What advice would you give other ISPs?" Specific lessons from Comcast's testing of DNSSEC the Status of TLD
I DNSSEC Deploymen
are included.
DNSSEC — Why?
-/No Comments (Threats)

DNSSEC Deploymen
Threats — What's Rea

What's FUD
Rome DNSSEC awareness and planning workshop this week Giobal DNSSEC
Adoption Projected to
Posted by Graveline in Uncategorized on June 28, 2010 Take Off
nternet2 v
«€ B >
Done DNSSEC Untrusted: 0 4

https://www.dnssec-tools.org/
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INVALID Web Site Content

From DNS Based Attack

®no DNSSEC Deployment Initiative

== 1 @ w © http://www.dnssec-deployment.org/ B B Q- Google

[ ]Camino Info [ |News 4” Google @ Amazon.com 47 Translate this Page

20l DNSSECPulse Resources Roadmap Working Group — Presentations, Events, & Newsletters ~ About

Steve crocker admits DNSSEC won't solve world hunger.

Posted by Graveline in Uncategorized on April 1, 2011

Steve Crocker has admitted publically that although DNSSEC solves many world-wide problems, it fails to solve them
all. Specifically, it will not put an end to many world crises such as world hunger. In a statement released today he adds:

.org shares Comcast DNSSEC advice for ISPs

Posted by Graveline in Uncategorized on June 29, 2010

In DNSSEC Deployment Among ISPs: The Why, How and What, Lauren Price of .org interviews “the DNS gurus at Comcast to see what they've
learned and what advice they would give other ISPs considering DNSSEC deployment.” The post answers such questions as “What is the benefit to

Search

(Threats)

DNSSEC D¢
Threats — W
What's FUD

Adoption Pr:
Take Off

Newsletters| y

>
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dnssec-nodes Q @ @

The Dnssec-Tools Project - Mozilla Firefox
File Edit View History Bookmarks Tools Help

Options

&> v G @ o [\http://www.dnssec-tools.org/ w V] ['3"|(30096 @&]

Release Notes [@)Dnssec-Tools Project DNSSEC Deployme...

The Dnssec-Tools Project | +

<

DNSSEC-Tools —

About DNSSEC-Tools

The goal of the DNSSEC-Tools project s to create a set of L:

software tools, patches, applications, wrappers, extensions, —

and plugins that will help ease the deployment of DNSSEC Your

related technologies. = ||
NN .. )L« JC -]
Done ! =
| @ The Dnssec-Tools Proj... || [tools] || 5, dnssec-nodes ]

https://www.dnssec-tools.org/
tonnz Sponsored by: DHS S&T J
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DNSSEC Nodes - Graph

. B dnssec-nodes <2>

File Options Help
Graph @
Perform a Lookup: \www.dnssec-tools.org || _send |ForType: | Av |Zoom Layout: | + || - |

https://www.dnssec-tools.org/
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DNSSEC Nodes — Node Detalls

%.[0] dnssec-nodes <2» =63
File Options Help
Graph € www.dnssec-tools.org. Data € dnssec-tools.org. Data @
Record Type Status 3
DNSKEY Validated Validate
DS Trusted, Validated, Does Not Exist Validate
MX Validated Validate
A Validated Validate
AAAA Validated, Does Not Exist Validate
SOA Validated Validate
10/17/12 https://www.dnssec-tools.org/
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DNSSEC Nodes — Validate Map

10/17/12

.2 dnssec-nodes <2>
File Options Help

Graph €3 good-atest.dnssec-tools.org./A Q

DNSKEY (SIGNING_KEY) DNSKEY (VERIFIED_UINK)

DNSKEY
%?K. id: 59157, proto: 1, alg: 0 g&. id: 35198, proto: 1, alg: 0

DNSKEY
& id: 21366, proto: 1, RSA/MDS ;& id: 9795, proto: 1,

DS
dnssec-tools.
id: 34816, Rsﬁéﬂ-l. SHA-256 |

DNSKEY DNSKEY NERE;)_L.K)
dnssec-tooks.org
KSK, id: 34816, proto: 1, RSA/MDS

DNSKEY (DS_NOMATCH)

dnssec-tools.org

ZSK, id: 3147, proto: 1, alg: 0
T

dnssec-tools.org
ZSK, id: 19221, proto: 1, alg: 0

nm. SHA-256 |

DS DS DS DS

mmmucm.ug test.dnssec-tools.ol test.dnssec-tools. test.dnssec

id: 28827, RSA/SHA-1, SHA-1 Id: 28827, RSA/SHA-1, SHA-256 id: 55926, RSA/SHA-1, SHA-1 id: 55926,
1

DNSKEY (VERFEED LINK)

DNSKEY (DS_NOMATCH) DNSKEY DNSKEY
test.dnssec-tools.org test.dnssec-tooks.ory test.dnssec-tools.org test.dnssec-tools.org
ZSK, id: 19442, proto: 1, alg: 0 ZSK, Id: 62984, proto: 1, alg: 0 KSK, id: 28827, proto: 1, RSA/MDS | | KSK, id: 55926, proto: 1, RSA/MDS

A
xood-amwnsmook.om |

Zoom Layout: il

) >

<>

https://www.dnssec-tools.org/
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DNSSEC-Tools:

Tools for Using DNSSEC

 Zone Administration Tools

» Authoritative Domain Name Server Tools
* Recursive Domain Name Server Tools

* Application/Script Writers

 End Users (DNSSEC Native Applications)
 DNS Error Checking Tools

 DNSSEC Management Tools
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DNSSEC-Tools: >

Webmin Integration

DNSSEC status displayed in the zone
listing

Manage Rollover operations using rollerd
Migration to DNSSEC-Tools

Configuring Global DNSSEC-Tools related
options

Currently shipping in Webmin for CENTOS
6.X
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DNSSEC-Tools:

Webmin Integration

A r A Qg focaihest 22102/ € | Q" Coogle
oo [0 BH Newse SPARTAT OMSSICT NSTICT Techs Misce Personals  vnin
~
Modube Corfig Swan BIND
BIND DNS Server Seasch Docs
BIND version 9.7.3, under chvoct /var/nased/chroot
Global Server Options

A View Modde's Logs
N System vhormation
3 Relresh Modses
@ Logou

Webmin 1.580 on localhost. localdomain (CemOS Linux 6.2)

2 A & w

Omher DNS Servers Logyng and Evons Access Contsol Fies ard Drectores me Addresses ad
Lists Topology
xK L) -3 i\,} i &
w &:‘u Interface ONS Koys Dal- Slave Setp FNDC
ONSSEC ONSSEC-Tools D'&SFCMN Chack BIND Contg Bt Confg File
Verfication Automation
Existing DNS Zones

Select ab. | Invert selection. | Create master 20ne. | Croate slave 20ne. | Create stub 20ne. | Cate forwand 20ne. | Create defegation
2one. | Croate wot 2one. | Create zones from batoh Sle

Tooe Type Status
[ example.com Masteor s Z8K Rt _ Sigred axargle Ve Sgred
L sxcample.ret Mastor In KSK Pt _ wrmigred example Vanser Uraigred
[ ewample. org Master Walting lor DS

Select ai. | Invert selection. | Creste master 2one. | Croste slave 2one. | Create st zore. | Create forward 2one. | Creste delegation
2orw. | Croate moct z0me. | Creste 20nes from Betch Sle

. Defete Selected | | Update Records in Selected | | ASd Record to Selected | | Delene Records in Selected

Existing Client Views

Thave are 1o cliant views definad on This server

Croato chert view.

wreih logged mee Sebewa 1500 on locahout localdomain (CeneOS Linux 6.0

6/27/12

https://www.dnssec-tools.org/
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DNSSEC-Tools
DNSSEC

® 0o

DNSSEC-Tool%

Management Tools

DNSSEC-Tools Components - DNSSEC-Tools

/w.dnssec-tools.org/wiki/index.php/DNSSEC-Tools_Components -

) [(=[+](n]

c l (-"' Go

Latest Headlines v £} DNSSEC Deploy...  : DNSSEC-Tools { : Archive in Yojim...
| DNSSEC-Tools Components - D... *

=

*J Google >» [E3 Bookmarks ~

HTTTOT

= | A logwatch plugin for DNSSEC parsing of the BIND & server's system logging messages.

DNSSEC Management Tools

Display information on the current state of the zones rollerd is managing. Some aspects of rollerd
execution and zone control may be performed with blinkenlights.

Simple display of the rollover status of zones managed by rollerd. Each managed zone is shown in a
color-coded button in a window of buttons. This is a display-only tool; actual control is not allowed.

Very simple overview of the rollover status of zones managed by rollerd. A stoplight-style display shows

those zones in normal operation, those zones in rollover, and those zones in need of manual intervention. File Help ‘
This is a display-only tool; actual control is not allowed. -l—j
270 J
-
‘4

Manual &
blinkenlights Example &

CLI Help &

|

bubbles AR

CLI Help &
ot Manual &
'ghts CLI Help &
grandvizier

Display information on the current state of the realms dtrealms is managing. Some aspects of dtrealms
execution and realm control may be performed with grandvizier.

Nagios Plugin and
Modifications

A plugin and modifications to the Nagios computer and network monitoring system. The dt_zonestat
plugin retrieves zone rollover status from a rollrec file. The modifications provide nicer Nagios output for
the result of the dt_zonestat plugin.

These modifications have been made to Nagios version 3.2.3.

Zabbix Plugins

Modifications to the Zabbix monitoring system.
These monitor plugins have been developed under Zabbix version 1.8.8.
This is currently under development and has not been released yet.

Thin mama sunn lnnt madifind an 20 A DONG At 1509

https:/ /www.dnssec-tools.org/wiki/index.php/File:Lights.png

This page has been accessed 10,401 times. Privacy policy About DNSSEC-Tools Disclaimers 885 Moaiawiki

{i2e

1P DNSSEC Untrusted: 0

6/27/12
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Blinkenlights

Visualizing Key Rollover

8 O O X blinkenlights

File Options General Control ZSK Control KSK Control  Display Help
demo.rollrec 6 Rolling Zones 1 Skipped Zone Query Interval: 15 seconds Displaying 7 of 7 zones

Rollrec Name Zone Name Status 25K Type 25K Name KSK Type KSK Name

KSK phase 6
wait for parent to publish DS

25K phase 1
first cache-expire wait
2 minutes
Z2SK phase 1

first cache-expire wait

2 minutes

https://www.dnssec-tools.org/

10/17/12 Sponsored by: DHS S&T
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Blinkenlights

Visualizing Key Rollover

X\ blinkenlights

File Options General Control ZSK Control KSK Control

Display Help

Rollerd

demo.rollrec 6 Rolling Zones 1 Skipped Zone

Status
KSK phase 1

first cache-expire wait

Zone Name

Rollrec Name

30 seconds

KSK phase 6
wait for parent to publish DS

Z5K phase 1

first cache-expire wait
2 minutes
Z5K phase 1

first cache-expire wait

2 minutes

https://www.dnssec-tools.org/
Sponsored by: DHS S&T
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DNSSEC-Tools
Plug-In for Nagios

File:Nagios.png - DNSSEC-Tools

https://www

@

dnssec-tools.org/wiki/index.php/File:Nagios.png =

(3, (- [+] (] (@) (2]

@ Most Visited v ’ Getting Started [, Latest Headlines ~ £ DNSSEC Deploy...

dnssec-tools

= Main web page
= Main Wiki Page
= download

= Sign Your Zone
= Tutorials

= Components

getting started
= Authoritative Zone
Administrator

Authoritative Server

Recursive Server

Applications

Application
Development

project

= Mailing Lists

= Bug Database
= SVN Repository
wiki

= Recent changes
= Random page
= Help

search

-

: DNSSEC-Tools

» [EJ Bookmarks v
File:Nagios.png - DNSSEC-Tools

file discussion view source history A
File:Nagios.png

File File history File usage

Nagios Core
| » || 4+ N http://localhost/nagios/ ¢ | (Qr Google

<
O ## Apple Yahoo! Google Maps YouTube Wikipedia News (202)y Populary

Current Network Sf Host Status Totals Service Status Totals

LU T 01301151201 pefooliomrtesTeman st
[General Nmm"‘us-mm = J
Logged in as towok

DNSSEC-Tool%

-—

= All Problem:
Home e AlLProblen
® Documentation Vow Noitors For AHosts | .
|View Host Status Detail For Al Hosts e ———
Current Status
® Tactical Overview Service Status Details For All
® Map Hosts
® Hosts
* Services
® Host Groups mnm_"'—:m::—
* Summary 03-10-2011 18:00:23 0d Oh 6m 8s ZSK Rollover Phase 3
* Grid =
® Service Groups irace zone rolover  NORMAL 03-10-2011 18:00:35 0d Oh 5m 565 1/3 Normal Operation
* Summary
e Grid ATTENTION 00, KSK Rollover Phase 6:
D Bl fostlest com zone rolover  ReQUIRED 03:10:201116:00:47 0d Oh 5 d4a - 3, ATTENTION NEEDED
At Bl ot sorvert exampie com Host Check O 03-10-2011 18:00:58 04 OhSm 328 113 oK
¢ Hosts (Unhandled)
« Network Outages SN Host Chock  [SRITIGAEMNNNNN 03-10-2011 18:01:11 06 0hOm 205 113 CRITICAL

Quick Search:

Size of this preview: 800 x 416 pixels.

Full resolution (944 x 491 pixels, file size: 409 KB, MIME type: image/png)

S Matching Service Entries Displayed

Screen grab of the updated Nagios interface for zone rollover.

File history

v

| x

1P DNSSEC Untrusted: 0 /|
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Sponsored by: DHS S&T

Zonesigner b
——

19



o

Zonesigner
—

SPARTA, Inc. DNSSEC-Tool5}

DNSSEC-Tools:

Plug-In for ZABBIX

File:Dt-zabbix01.png - DNSSEC-Tools

file | [ discussion | [ viewsource || history | &
M
File:Dt-zabbix01.png
DNSSEC —a
’ File File history File usage Metadata
LAB B | x Help | Get support | Print | Profile | Logout |
dnssec-tools Monitoring t. DNSSEC-Tools
= Main web page Dashboard Overview Web Latest data Triggers Events Graphs Screens
= Main Wiki Page Ilissvices .
= download History: Status of triggers » Dashboard » Status of triggers » Dashboard » Custom screens
- Sign Your Zone
= Tutorials UEM-East DNS Response Times Screens | UEM-East DNS Response Times  ~|
= Components
getting started Zoom: 1h 2h 3h 6h 12h 1d 1w 2w 1Im 3m 6m 1v All 10.02.2012 13:21 - 10.02.2012 14:21
= Authoritative Zone ajie
Administrator < 1y 6m 1m 1w 1d 12h 1h | 1h 12h 1d 1w 1m 6m 1y »» e ) U
= Authoritative Server
= Recursive Server UEM East: UEM-East: DNS Response Times from A-Root (1h)
= Applications
= Application
Development
project
= Mailing Lists
= Bug Database ﬁ32222:.‘9.332122831&38833822:22:
= SVN Repository e I N e B N e I et et 1 [ R S e et M T o e et e o e e et e e e
o~ ~
wiki ) =
e 2
= Recent changes last min avg max
= Random page Il DNS Response for A-Root to TISLABS.COM [avg] 001 001 003 0.06
= Help [ DNS Response for A-Root to NICMIL [avg] 004 001 003 0.05
[l DNS Response for A-Root to . [avg] 001 001 003 011
search
Size of this preview: 800 x 506 pixels.
Full resolution (933 x 590 pixels, file size: 160 KB, MIME type: image/png) IS
3 an NNSSFEC lintructad: 0 >
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DNSSEC-Tools:
Plug-In for ZABBIX

®0 o DNSSEC-Tools: Latest data [refreshed every 30 sec]

@ piper.netsec.tislabs.com/zabbix/latest.php?open=1&applicationid=0&¢ - c l (-" Google Q) [ —_ | -+ ] @ n
Most Visited ~ i d Latest Headlines » £} DNSSEC Deploy... DNSSEC-Tools [ : Archive in Yojim... Google » [EJ Bookmarks ~
DNSSEC-Tools: Latest data [refr...

ZABB IX Help | Get support | Print | Profile | Logout

Show Items with description like [ |

Show Items without data ™
Fllter | Reset
-/| Host Description 1+ Last check Last value Change History
= | DNS Management - other - (6 Items)
Zonefile Status - Example.com 19 Jun 2012 15:04:05 zone file valid - History
Zonefile Status - Fail.com 19 Jun 2012 15:04:06 dns_master_load: /ue ... - History
Zonefile Status - Ideal.com 19 Jun 2012 15:04:07 zone file valid > History
Zonefile Status - Instance.com 19 Jun 2012 15:04:09 zone file valid - History
Zonefile Status - Model.com 19 Jun 2012 15:03:09 zone file valid - History
Zonefile Status - Paradigm.com 19 Jun 2012 15:03:10 zone file valid - History
=/ | DNSSEC Rollover - other - (10 Items)
Numeric Rollover Status of example.com 19 Jun 2012 15:03:54 3 - Graph
Numeric Rollover Status of ideal.com 19 Jun 2012 15:03:58 =7 =3 Graph
Numeric Rollover Status of instance.com 19 Jun 2012 15:04:05 3 = Graph
Numeric Rollover Status of model.com 19 Jun 2012 15:03:39 =1 - Graph
Numeric Rollover Status of paradigm.com 19 Jun 2012 15:03:40 =1 = Graph
Rollover Status of example.com 19 Jun 2012 15:04:09 ZSK phase 4 - History
Rollover Status of ideal.com 19 Jun 2012 15:03:51 KSK phase 7 = History
Rollover Status of instance.com 19 Jun 2012 15:04:02 ZSK phase 3 - History
Rollover Status of model.com 19 Jun 2012 15:04:02 KSK phase 1 - History v
- an NNSSFEC lintructad: 0 -

https://www.dnssec-tools.org/

6/27/12 Sponsored by: DHS S&T
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DNSSEC-Tools:
New Release

Available NOW

at:
https://www.dnssec-tools.org/



Most Important Question:

What will help YOU implement
DNSSEC??

Please Tell Us:
users@dnssec-tools.org
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