Automating maintenance
of delegation information
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What'’s the problem?!

® Rolling DNSSEC keys is hard.
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Solution.

® Simply publish your new DNSSEC delegation
trust info in your current zone, with a‘c’ in
front of it...

So, if your new DS is:
example.com. IN DS 23206 5 1 AOD8F46F62F9CF052A488869FFEB/BID21E3F1C2

it becomes:
examplg.com, IN CDS'23206.5‘1 AOD8E46F62F9QE052A488869FEEB7B;D21E3F1C2 ,
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Publishing...

® Your “parental agent” polls and publishes
the CDS / CDNSKEY ....err, who!?
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Publishing...

® |f Parent = Parental Agent (e.g Enterprises,
Educational, some ccTLDs)
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Publishing...

® |f Operator = Parental Agent (e.g: Registrar
runs DNS) can use this if they want.
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Additional details

® Polling?!
® Fully expect additional triggers.
e CSYNC
_ ® |ike CDS / CDNSKEY but for NS / glue.







Another proposal...

draft-andrews-dnsop-update-parent-zones-04

Update pushed to NAMESERVERS

Renumbper Daemon



New rules.

® Child MAY publish both.
® Parent SHOULD choose one or the other.
® Parent SHOULD NOT perform
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More info

® Automating DNSSEC delegation trust maintenance
(draft-kumari-ogud-dnsop-cds-05)
https://datatracker.ietf.org/doc/draft-kumari-ogud-dnsop-cds/

° Chlld To Parent Synchronlzatlon in DNS
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https://datatracker.ietf.org/doc/draft-kumari-ogud-dnsop-cds/
https://datatracker.ietf.org/doc/draft-kumari-ogud-dnsop-cds/
https://datatracker.ietf.org/doc/draft-hardaker-dnsop-csync/
https://datatracker.ietf.org/doc/draft-hardaker-dnsop-csync/
https://datatracker.ietf.org/doc/draft-andrews-dnsop-update-parent-zones/
https://datatracker.ietf.org/doc/draft-andrews-dnsop-update-parent-zones/

POC Implementation

def CDS (name) :

// d lookup () enforces DNSSEC validation of lookup

// common () finds a key that is in both sets and signs second set
// verify () performs DNSSEC verification of set using specified key
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