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TLD-­‐OPS	
  Mailing	
  List	
  

•  Contact	
  Repository	
  for	
  ccTLDs,	
  enabling	
  ccTLDs	
  to	
  easily	
  and	
  
quickly	
  look	
  up	
  each	
  others	
  contact	
  information	
  

•  Subscribers	
  are	
  people	
  who	
  are	
  responsible	
  for	
  the	
  overall	
  security	
  
and	
  stability	
  of	
  a	
  ccTLD	
  

•  Explicitly	
  open	
  to	
  all	
  ccTLDs,	
  including	
  non-­‐ccNSO	
  members	
  

•  Uses	
  a	
  model	
  of	
  personal	
  trust	
  and	
  makes	
  contact	
  information	
  
available	
  in	
  offline	
  situations	
  

•  Targeted	
  impact:	
  improved	
  handling	
  of	
  incidents	
  that	
  require	
  a	
  
coordinated	
  response	
  of	
  ccTLDs	
  at	
  the	
  global	
  level	
  

•  Set	
  up	
  by	
  the	
  SECIR	
  WG	
  (July	
  2014-­‐now)	
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TLD-­‐OPS	
  Subscribers	
  

IDN	
  ccTLDs	
   Subscribed	
   Non-­‐subscribed	
   Total	
  

Total	
   20	
   44%	
   25	
   56%	
   45	
  

Africa	
   2	
   40%	
   3	
   60%	
   5	
  

Asia-­‐Pacific	
   14	
   45%	
   17	
   55%	
   31	
  

Europe	
   4	
   44%	
   5	
   56%	
   9	
  

North	
  America	
   0	
   0	
   0	
   0	
   0	
  

La@n	
  America	
  and	
  Caribbean	
   0	
   0	
   0	
   0	
   0	
  

ASCII	
  ccTLDs	
   Subscribed	
   Non-­‐subscribed	
   Total	
  

Total	
   134	
   54%	
   112	
   46%	
   246	
  

Africa	
   21	
   41%	
   30	
   59%	
   51	
  

Asia-­‐Pacific	
   43	
   49%	
   44	
   51%	
   87	
  

Europe	
   47	
   87%	
   7	
   13%	
   54	
  

North	
  America	
   4	
   67%	
   2	
   33%	
   6	
  

La@n	
  America	
  and	
  Caribbean	
   19	
   40%	
   29	
   60%	
   48	
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TLD-­‐OPS	
  Key	
  Services	
  

•  SSC	
  Subscription	
  
–  IANA	
  Admin	
  Contact	
  sends	
  SSC’s	
  contact	
  info	
  to	
  ccNSO	
  Secretariat	
  
–  Secretariat	
  subscribes	
  SSCs	
  to	
  the	
  TLD-­‐OPS	
  mailing	
  list	
  
–  If	
  you	
  can’t	
  send	
  from	
  IANA	
  Admin	
  email	
  address,	
  then	
  you	
  must	
  CC	
  it	
  
–  SSCs	
  on	
  the	
  list	
  with	
  personal	
  information,	
  no	
  role	
  based	
  info	
  

•  SSC	
  Notification	
  
–  Regular	
  automated	
  emails	
  on	
  the	
  list	
  
–  Full	
  list	
  of	
  subscribers	
  and	
  their	
  contact	
  information	
  (ccTLD,	
  first	
  name,	
  

last	
  name,	
  phone	
  number,	
  and	
  email	
  address)	
  
–  Enabling	
  SSCs	
  to	
  also	
  lookup	
  contact	
  information	
  in	
  offline	
  situations	
  via	
  

their	
  inbox	
  

•  SSC	
  Query	
  
–  Send	
  message	
  on	
  the	
  list	
  (“Please	
  send	
  me	
  the	
  contact	
  info	
  of	
  ccTLD	
  X”)	
  
–  Send	
  Mailman	
  ‘who’	
  email	
  to	
  list	
  server	
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TLD-­‐OPS	
  Cards	
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TLD-­‐OPS	
  Leaflet	
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SECIR	
  Conclusions	
  

•  Relatively	
  successful	
  approach:	
  134	
  (54%)	
  ASCII	
  ccTLDs	
  and	
  20	
  (44%)	
  
IDNs	
  on	
  the	
  list	
  within	
  four	
  months,	
  including	
  non-­‐ccNSO	
  members	
  

•  Indication	
  that	
  ccTLD	
  community	
  continues	
  to	
  consider	
  a	
  Contact	
  
Repository	
  to	
  be	
  useful	
  incident	
  response	
  facility	
  

•  Main	
  challenge	
  was	
  devising	
  a	
  simple	
  approach	
  that	
  works	
  for	
  
every	
  ccTLD	
  on	
  the	
  planet	
  in	
  terms	
  of	
  technology	
  and	
  procedures	
  

•  Outreach	
  crucial	
  to	
  get	
  folks	
  on	
  the	
  TLD-­‐OPS	
  list	
  and	
  for	
  continued	
  
support	
  of	
  the	
  ccTLD	
  community	
  
–  TLD-­‐OPS	
  flyer,	
  TLD-­‐OPS	
  homepage	
  
–  Conference	
  call	
  summaries,	
  status	
  updates	
  at	
  ccNSO	
  meetings	
  
–  Explain	
  the	
  key	
  design	
  decisions	
  we	
  made	
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SECIR	
  Recommendations	
  

•  Set	
  up	
  a	
  TLD-­‐OPS	
  Standing	
  Committee	
  that	
  governs	
  the	
  daily	
  
operations	
  and	
  further	
  development	
  of	
  the	
  TLD-­‐OPS	
  ecosystem	
  

•  Focus	
  on	
  growing	
  the	
  number	
  of	
  TLD-­‐OPS	
  subscribers	
  and	
  the	
  
actual	
  use	
  of	
  the	
  list	
  until	
  ICANN56	
  (June	
  2016)	
  

•  Add	
  SSC	
  contact	
  information	
  to	
  IANA	
  database,	
  also	
  because	
  IANA	
  
is	
  currently	
  exploring	
  a	
  new	
  contact	
  info	
  model	
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SECIR	
  Next	
  Steps	
  

•  Request	
  Council	
  to	
  set	
  up	
  TLD-­‐Standing	
  Committee	
  
–  Right	
  after	
  ICANN53	
  to	
  ensure	
  continuity	
  in	
  community	
  oversight	
  

•  Submit	
  Final	
  Report	
  to	
  ccNSO	
  Council	
  mid	
  Aug	
  
–  Closing	
  of	
  the	
  WG	
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Q&A	
  

SECIR	
  Home	
  
http://ccnso.icann.org/workinggroups/

secir.htm	
  
	
  

TLD-­‐OPS	
  Home	
  
http://ccnso.icann.org/resources/tld-­‐

ops-­‐secure-­‐communication.htm	
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