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Disclaimer

Original work by sys4.de

All errors are mine
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DNSSEC & Dane

DNSSEC is not an application

Authenticated data enables other use

Dane (DNSSEC Authenticated Name
Entities)

Secure and Verify
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Encryption models

Opportunistic Mandatory

® Expect anything ® Expect encryption

e Downgrade of not ® |dentify other side

offered ® Force
® Silent on failure ® Alarm on failure

(What is the priority: message security?)
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Opportunistic TLS
ISSUES

e CA model
® Downgrade Attack

® M|TM attack

® |ncomplete automation for certification
rollover

NLnet
bpifwwerinetiabs i | abs


http://www.nlnetlabs.nl

BrOken CA Model?

® Any CA can issue certificates for any
domain

® CAs have been compromised in the past

® CAs have issued wrong or unauthorized
certificates

® Declining Trust in CA root-certificates
since Snowden
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DigiNotar | helse online - Google Chrome

(® DigiNotar | heiseon x

S

c o www.heise.de

haise oning » DigiNotar

DigiNotar “
Fatale Panne bei Zertifikatsherausgeber Tlrktrust

"ws

Zwel Nir Kunden susgestaiile SSL-Zertifikale signelen sich dazu,
Zertificate fr Deladige Domains auszustelian. ME ainem der Delden
wurde ein Wikicard-Zertifikat fUr Google com erzeugt. Mehr

29C3: "Das SSL-System ist grundlegend defekt - und jemand muss es
reparieren”

162
B =y Nach den Vorfdliien um den Zert@kats-Anbieter Diginotar plant die EU-
LA Kommission durch eine Reguilerung das Verraven in die
[* o Verschilsselung wieder harzustellen. Doch die Regelung greife viel
Ry 2u kurz, meint der Forscher Axel Ambak auf dem 28C3. Mehr...
'y

Protokoll eines Verbrechens: DigiNotar-Einbruch weitgehend
aufgeklirt
) Auf rund 100 Seiten hat das mit der Untersuchung des SSL-GAUs
%" beauftragie Unternehmen Fox-IT seine Ergebnisse
\ 2usammengetragen. Eine spannende Lekilre ~ nicht nur fur Admins
Meahr

EU-Behorde flr IT-Sicherhelt kritisiert Zertifizierungsstellen
1 22  heise Secunty

P I Mk ckh clbab b S Paben Bl ek abak scckee ale S b

Top-News
Geseclschaft fUr indormatic BSI soll LOcken verOffentichen

Intermetkonzeme wolen NSA.-Befugnisse beschneiden
RDssen

IEEE-Tagung: WLAN soll bis 2u 176 GB's schaffen
Mcrosofts SChaned-Fix wird zum Probleen-Paich
E3 I8t ain Androide: Nokia kindigt Tabiet N1 an

neue Videos
1.2 3 4|5

nachgehakt: Online-Banking
Woeaul man beim Oniine-Banking
achten solite, um nicht Ober den
Tisch gezogen zu werden, eriiutert
Axal Kossed

helse open

“Borderlands: The Pre-Sequel”
fiir Linux

ML “Bordertands: The Pre-Sequel® ist
oin Top-Spied bereits zum Starttermin
auch f0r Unux verfOgbar. Wir haben uns
das Sphed unter Linux angesehsn

Telopolis
Folgen des “grofiten
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MITM Attack

® Attacker can intercept TLS secured

communication with a matching certificate
(Common Name)

® Easily done since everyone accepts self
signed certificates...

http://www.nlnetlabs.nl/
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- Session downgrade

ISPs Removing Thelr Customers' Emall Encryption | Electronic Frontler Foundation - Google Chrome

&® 1SPs Removing The: x

$ ¢ © 8 https://www.efforg/deeplink 14/11 W ¢ \ e,

ELECTRONIC FRONTIER FOUNDATION

DEFENDING YOUR RIGHTS IN THE DIGITAL WORLD

m ABOUT OURWORK | DEEPLINKS BLOG | PRESS ROOM TAKE ACTION m

ISPs Removmg Thelr Customers Email Encryption

Recendy, Verizon was caughl mmwng with &s customer’s web requests 10 inject a tracking super- Stay in Touch

STARTTLS flag is an essential secu'ﬂy and pnvacy pmledon used by an email server 10 request
encryption when taliking to another server or chent.

cD
By stripping out this flag, these ISPs prevent the emall servers from successfully encrypting their

conversation, and by default the servers will proceed 1o send email unencrypted. Some firewalls,

ncuding Cisco's PRUASA firewall do this in order 1o monitor foe spam onginaling from within their NSA SFYiIQ
network and prevent it from being sent. Unfortunately, this causes collateral damage: the sending server

will proceed to transmit plaintext email over the public Internet, where 2 is subject 1o eavesdropping and —

interception { ’ off org/nsa-spying

This type of STARTTLS stnpping attack has mostly gone unnoticed because it 1ends to be apphed to EFF Is leading the fight against the NSA's

residensial networks, where it is uncommon to run an emad server?, STARTTLS was also refatively ogal mass survellance program. Leam .
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Session downgrade

® TLS comes without
policy channel 220 mail.example.com ESMTP
EHLO client.example.com

, : 250-mail.example.com
® Client can't know server 5t pPIPELINING

supports STARTTLS 250-SIZE 40960000

before SMTP Session 250-ETRN
250-SFARTHHS

starts
250-ENHANCEDSTATUSCODES
250-8BITMIME

o MITM-Attacker may 250 DSN
downgrade session to
,Non-TLS"
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Automation? NOT!

® Certification Authority is warrantor
® Manual verification

® Verification requires knowledge

® Verification requires presence

® Need to monitor certificate change
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Trust but Verify!
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The Plan

® Add a policy channel
® Add a trust layer
® |ndicate encryption

® |ndicate identity
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DANE

"DNS-based Authentication of Named Entities" (RFC 6698)

® DANE uses/requires DNSSEC

® DNS becomes policy channel

® DNSSEC adds trust layer

® New Resource Records

® Presence indicates service availability

® Record carries service specific data
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Current Use Cases

HTTPS
Connect service/server to a certificate

SMTP
Connect service/server to a certificate

OpenPGP
Associate Public Keys to email address

S/MIME
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HTTPS
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TLSA Resource
Record

_443. tcp.www.sys4.de. IN TLSA 3 0 1 9273B4E9040C1B..

Port-- | |
Protocol-- |

Resource type--—-———————-———————
Certificate Usage —————————————oeoeo
SelectOor —————
Matching Type —————————mmm
Certificate Association Data --————————————
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Mo... ¥ [EJ CirclolD: News B... ~ cjumq P
s ttpsc//sysd.
Certificate corresponds to TLSA

The remote server certificate for this domain name was verified by Deutsch About us
DANE protocol, The certificate comesponds to TLSA record which
s secured by DNSSEC technology.

The authenticity of TLS/SSL remote server certificate for this
domain name was verified by DANE protocol. Certificate is
cormesponding with the EE certificate in the TLSA record (type 3)
TLSA record is secured by DNSSEC technology.

M%saging Automation S¢ Gowp PG homepage for asdtionsl nformation fy Management

experts. || Jl )
e excel at building interdisciplinary systems.
ou get custom-fit solutions.’
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Version: 2.20
DNSSEC/TLSA Validator is a wob browser add-on which allows you %0
check the axistence and valdty of DNS Security Extensions (DNSSEC) New Featuros:
records and Transport Layer Security Association (TLSA) records related % * New js-ctypes-based it
domain nares. Resuls of these checks are dsplinyed by using icons snd Firndax.
Information texts in the page's address-bar or browser tool-bar, Cumently, o Now vabcator imgieme
Internet Explorer (IE), Mozills Firefox (MF), Google Chrome/Chromium ChromiumyCrrome/Op
(GC), Opera (OF), Apple Safari (AS) are supported. Masiagng.

* Added new state notifs
DNSSEC/TLSA Validator allows you t0 check the existence and vakidity of ¢ Polsh kcalsation.
DNSSEC signed DNS records. DNSSEC Vidlidator shows whather the Bugles:
domain name is DNSSEC-signed. It also checks whether the browser is
Conmecting to the comect IP address assigred for this doman name. ¥ 8 © Updated prefises for D
valid DNSSEC chain related to the domain is found the plug-in will also iS-Ctypes extension.
check for the existence of TLSA reconds. TLSA records store hashes of * Fied bug in type 2 TU
remote server TLS/SSL cortifcates. The authenticity of a TLS/SSL ¢ Fioed some wamnings ¢
cortifcate for & domain name is veefied by DANE protocol (RFC 6696). ¢ Buld mechaniam fixes.
NNSSER and T1 SA validatine madie am denivuse b ann esveeal innne * Added name-spaces
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TLSA Resource
Record

_25. tcp.open.nlnetlabs.nl. IN TLSA 3 1 1 544F284D6..

Port-- | |
Protocol-- |

Resource type--—-——————————————
Certificate Usage-————————— oo
SelectOr —————
Matching Type ———————— e
Certificate Association Data - —-———————————————_
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SMTP Security via DANE TLS

® |nitial RFC draft published 2013 Wes
Hardaker, Viktor Dukhovni

® Currently for IESG DANE

® First implementations

® Postfix
® OpenSMTPd

® Exim
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(@] Most Visited ~ [ Stanford SIDMo... ~ [£ CircleiD: News B... ~ [5] Latest Headlines ~ [ Webwereld ~ [£J PAROOL: Home ~ [ MacWorld ~

[*] DANE SMTP Validator

Validate a domain, join the mailing list or read about
common DANE implementation mistakes before you
create your own TLSA resource record.
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The domain lists the following MX entries:

50 open.ninetlabs.nl el B2 S show Details

IP Addresses
185.49.140.10

2a04:b900:0:0:1:0:0:10

Usable TLSA Records

3, 1, 1 544f284d66af2ded(...]ab2b55ab7ac269be

3, 1, 1 f7db964ed80ed@77(...]37ad0ccfbfe2359f - certificate not trusted: [27) - certificate not trusted: (27)

90 mcvax.nlnet.nl EEX) ESX) show Details

http://www.nlnetlabs.nl/
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OpenPGP & S/MIME
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OpenPGP & S/MIME

® | ocal email parts are aI¥i&ss
® “Local Part”@email.example.org
® Non RFC-compliant behaviour
® Non standard Variations
® Foo.Bar synonym for foobar?

® Deja vu all over again...

http://www.nlnetlabs.nl/
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Some Lessons

® DNS is infrastructure to build upon
® DNSSEC is an security enabling technology

® DANE verifies “trustworthiness’’ level
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What people tell

® DNS provider with incomplete or non-existent DNSSEC-support
® With DNSSEC issues become mission critical

® Missing DNSSEC/DANE monitoring and alarming

® Missing know-how for automated certificate-management and DNSSEC
signing

® Missing toolchain for automated management
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“Takeaways”

® DNSSEC as a ,,one-time-cost’
infrastructure

® Open standard

® DANE allows scalable and secure trust-
management

® Reduces management costs

® Automates rollover
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