ETF DPRIVE WG:
Encrypting DNS



http://sinodun.com




Pros and Cons

e Port 53 * Port 53 - middleboxes?
« Existing TCP implementations

 Known technique
 Downgrade attack on negotlatlon
. Incrementatlon deployment
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Early port allocation

» 8th October 2015 - IANA assigned port 853:




DNS-over-TLS needs TCP |

 DNS-over-TCP... historically used only as a fallback transport
(TC=1 ® ‘one-shot’ TCP, Zone transfer)

e 2010: REC5966 - TCP a requirement for DNS implementations
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https://tools.ietf.org/html/rfc5966
http://www.isi.edu/publications/trpublic/files/tr-693.pdf
https://datatracker.ietf.org/doc/draft-ietf-dnsop-5966bis/
https://datatracker.ietf.org/doc/draft-ietf-dnsop-edns-tcp-keepalive/

TCP/TLS Performance



https://tools.ietf.org/html/rfc7413
https://tools.ietf.org/html/rfc5077

Performance (5966bis)

Client - Query pipelining

connection re-use pipelining

q2 delayed
waiting for ql
(+1 RTT)

0 extra
RTT




Performance (5966bis)

Server - concurrent processing of requests
sending of out of order responses

in-order concurrent, OOOR
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DNS-over-TLS
implementations

 Unbound 1.4.14 (2011) - DNSTrigger

v I . v - -
S "y ;__ o _;'J.-" # T ' S IWK” A v_“l .'.Aa_"- : sk ) ;,.,: b ,';. e ' ._. - l AL ) N -_:"'.I\- = - ) 1‘ nl s ;,-‘ ‘. P :-*_'-'--“ & :': ‘.'.’,' " A \. I';l - ‘. T ey }‘ (:. ) ¥ e n. ;a-l.; e L . 8 §
¥ E A " ".. ':‘.A."'“-f- ‘( Al v ) " e, ‘. s ."‘. G ‘..4 ..f’.\', .'.. Pyl ". -.‘:'--.y ML ) =g B 1 = -;.; -.-247‘.-'.3'" Y=t . ' PR i ¥ ALk '-. -“ v = Y ) . .



http://unbound.net/
https://portal.sinodun.com/wiki/display/TDNS/DNS-over-TLS+Project+Homepage

» Modern async DNSSEC enabled API
» https://getdnsapi.net
e Stub mode has TLS with flexible privacy policy and fallback:

% Strict (Authenticated) TLS only
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Current status

Software digit LDNS getdns Unbound NSD BIND

client server/

mode client (dill) stub recursive* server client server

client




TLS BCP

 UTA (Using TLS in Applications) WG produced
REC 7525 this year - "BCP for TLS and DTLS” Jreen-field

* Key recommendations - Protocol versions:
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https://tools.ietf.org/html/rfc7525

TLS BCP - Authentication

e Secure discovery of certificate/hostname/etc.

e For DNS-over-TLS?
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summary

* Active work on encrypting DNS in DPRIV

e For DNS-over-TLS performance is key
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Thank you!

Any Questions”



mailto:sara@sinodun.com

AppendiX




Examples

Ungeund

g Unbound security

STUB MODE TLS ENABLED

Next release:

Hostname verification .05



Scenario 1:

» Configuration:

 Hostname verification required (Default)

s Correct hostname for Unbound resolver
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Scenario 2:

» Configuration:

 Hostname verification required (Default)
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Scenario 3:
Opportunistic TLS

* Configuration:
 Hostname verification optional
e Valid, none or incorrect hostname

 TLS as only transport

e RESULT:
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Scenario 4:
Opportunistic TLS

» Configuration:
 Hostname verification required (default)

e Valid, none or incorrect hosthame
e TLS with fallback to TCP

{ L}
T g T Sl il i ¢ At Ml LL8 BPT niey's A A S







Scenario 3:

Jpportunistic |

» Configuration:
* Hostname verification required (default)

* Valid, none or incorrect hostname 4
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