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SIDN

* SIDN = registry for the Netherlands (.nl)

e SIDN Labs = R&D team SIDN

* 5.5M domain names, 1.500 registrars

e Largest DNSSEC zone in the world (2.4M signed)

* RSP for .amsterdam (capital) and .aw (Aruba)

* Main DNSSEC challenge: validation
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#1: DNSSEC Resolver Service

* DNSSEC validation by .nl registry

Queries by Node
Fron Sep 22, 2015, 13:84:42 To Sep 29, 2815, 13:84:42 CEST

* ISPs don’t, so we decided to do it ourselves - arnz-raas
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* Also get more experience in operating resolvers
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e Two resolver machines running UNBOUND
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* Pilot with a high school (1.000 students) R
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* Opted for a white-listed service (unlike Google, Verisign)
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#2: DNSSEC Validation Device (“ValiBox”)
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#3: DNSSEC Validation Monitor “XXL”
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#4: Registrar Score Card

SI D N News and notices -nl domain names My account Knowledge and overviews

Stichting Internet Domeinregistratie Nederland terms and conditions

Low churn score Active use score Reward forecast

65,91%

€1095

21 9 0 21 9 87 indicated value,

domain na glations domain names with content

PNNSEC domain names

25% performe worse

ﬁ 75% performe better

68,966 30

dnssec configuration errors
domain names

amounts exceeding €10 are payable.

Correctness data Coming soon Ranking Coming soon
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Registries Take the Lead!

* |[SPs won’t, at least in the Netherlands

* Take a multi-track approach
Offer validation functionality
Help further reducing validation errors

Go horizontal (thru ISPs) as well as vertical (industry-specific)

* Help others
Sponsor software development (such as UNBOUND, PowerDNS)
Sponsor large-scale validation pilots, for instance at universities
Enable policy development, for instance at government agencies

Promote use (internet.nl, stats.sidnlabs.nl, dnssec.nl)
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Questions and Feedback

www.sidnlabs.nl

Cristian Hesselman
Manager SIDN Labs
cristian.hesselman@sidn.nl
+316 2507 87 33

@hesselma
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Insight into the use of .nl

Home Registration DNSSEC Network

Unique domain names

How many unique domain names are queried each day? This chart shows how many unique existing domain names are queried each day (response code "Ok"). Also displayed is
the number of non existing unique domain names (response code "NXDomain®). The queries for non existing domain names show a much more unpredictable pattern.
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Query type

Each DNS query contains information about the type of response required from the server, this is called the query type. If we look at a query for a version 4 IP address, the query
type will be "A" and for locating the mail server for a domain name the query type "MX" is used. This chart show how often the most common query types are requested. More
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