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Status Quo of Chinese Phishing Websites
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Status Quo of Chinese Phishing Websites
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Status Quo of Chinese Phishing Websites
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Founded on July 18, 2008

A nonprofit industry organization

CNNIC assumes the duties of secretariat

Official Website : www.apac.cn

Reporting Email*  (uhao@apac.cn



http://www.apac.cn/
mailto:jubao@apac.cn
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APAC is mainly comprised of registries and
registrars, financial agencies, &ommerce
5 f TARTHERRLT enterprises and cybersecurity companies. /“ \=155)]
o Up to the end of 2016, the number of APAC ‘)
members increased t23.
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APAC Duties

Anti-Phishing Alliance of China
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Organize members in finding out, governing
and preventing from phishing sites, share
relevant information and promote construction

Of Comprehensive governance System Perform |nternat|0nal eXChange and

cooperation concerning legislation research,
technical application and standard formulation

Organize and carry out investigation and research
on anti-phishing, provide relevant business and
policy consultation services for members as well as

offer decision support for government



"’
APAC Architecture
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Responsible for carrying out

guidance on operation of APAC

Responsible for daily work of
APAC,

prepar at i
Conference and treatment of
unexpected events

Member s6 Conf e
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Articles and make decisions on
Important matters

Responsible for preservation a
technical recognition for
phishing webpages; and propos
advices on technical recognitio
for phishing websites



- APAC Treatment Categories

APAC reqistries/registrars

A ETR0EIS 15 UOlE I e will suspend the resolution service

For Domain Names registered in China

APAC registries/registrars
will inform registrant to delete the phishing webpages

If the website is partly fake
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CNNI C0s Co n-{Proactivel Rhishing [3etection System ®

Since 2009, CNNIC has been focusing on the jgim8hing
t echni cal Rroacive Rhishing Detdctior System

IS an important achievement.

The core of the system is based on the Big Data analysis for the

machine learning of domain name utilization.

The phishing websites can be monitored and tracked from the
registration phase, and can be discovered and disposed(fav\/hen

they online.
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CNNI C0O0s Co n-tProactivel Rhishing [Betection System
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Query time: 30 msec

SERVER: 1.2.4_.8#53(1.2.4.8)
WHEN: Fri Nov 4 14:17:44 2016
MSG SIZE rcwvd: 260
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Domain Name
Resolution

waw. baidu.com

id: 49288

AUTHORITY: 5, ADDITIONAL

waw. a.shifen.com.

220.181.111.188
220.181.112.244

ns3.a.shifen.
ns5.a.shifen.
nsd.a.shifen.
ns2.a.shifen.
nsl.a.shifen.
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61.135.165.224
180.149.133.241
61.135.162.215
115.239.210.176
119.75.222.17
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K In 2016, the system identified and processed more than 40,000 phishing
websites of 80 brands

1 The life duration of pishing website detected by the systed.&34 days,
much shorter than the average number
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1L CNNIC has published more than 10 academic papers and holds more than 10
antiphishing patents

unTechni cal Specifications of Dat a
At t ac ks o, -phidghiegindusttiaystaadardt in China




