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Project Turris

● Started in 2013 – project of shared cyber 
defence

● Security research, improve the situation of 
SOHO routers

● First two generations – Turris 1.0 and Turris 1.1 
– (2x1000) mainly in Czech Republic

● Later crowdfunding campaign – Turris Omnia
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Turris Omnia

● Open source SW & HW, powerful HW

● Turris OS - (based on OpenWRT) – automated 
updates and security fixes

● Secure configuration – crypto chip

● Many security features – honeypots, flow 
analysis, adaptive firewall, VPNs, …

● Many other features – IPv6, LXC, ... 

● DNSSEC validating resolver by default



  

Experience with DNSSEC validation

● At the beginning, things broke

● Turris users & ISPs lacking DNSSEC support
● Ability to get debug information is essential

● Main problem categories are

● broken ISP infrastructure
– broken DNS recursors at ISP
– broken middleboxes modifying DNS traffic
– hidden redirects port 53 to recursor

● bugs in resolver software
● broken authoritative servers (EDNS)



  

Dealing with problems



  

Summary

● Mostly upgrade/configuration problems at ISP

● Usually "fix & forget" problems

● Configuration interface with built-in tests helps

● Power users often can solve problem immediately
● ISP could detect & report problems automatically

● Broken authoritative servers will get in trouble

● Sunset of workarounds in resolvers during 2019
● Test yourself! http://ednscomp.isc.org/



  

... and BTW
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  http://www.turris.cz/en/

THANK
YOU!
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