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Outline

¤ Overview of the Domain Name System

¤ Root Server System Today and Its Features

¤ Explanation of Anycast

¤ RSSAC and Recent RSSAC Activities
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Why DNS?

Original Problem

• IP addresses are hard 
to remember.

• IP addresses often 
change.

Modern Problem
• IP addresses may also 

be shared.

• Multiple IP addresses 
may serve as entry 
points to a single
service. Which IP 
address to use?
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Domain Name Resolution Process

• Root Servers are at the entry point to the system.
• Caching is used throughout to avoid repetitive queries.
• The DNS resolution precedes the actual transaction the users want to do (web, mail, voip call, etc.).
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Root Zone vs. Root Servers 

Root Zone

• The starting point: the list of 
TLDs and nameservers

• Managed by ICANN, per 
community policy 

• Compiled & distributed by the 
Root Zone Maintainer to all 
root server operators

• The database content in the 
root servers

Root Servers

• Respond with data from the
root zone

• Currently distributed from 13 
identities from over 1000 
instances at physical locations
worldwide
[a-m].root-servers.net

• Purely technical role = serve 
the root zone 

• Responsibility of the root 
server operators
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Root Servers Today - 2018

Over 1000 instances around the world – http://root-servers.org/
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Myths Corrected

Myth Reality
Root servers control where Internet 
traffic goes.

Routers control where Internet traffic 
goes.

Most DNS queries ARE handled
by a root server.

Most DNS queries are NOT handled 
by a root server.

Administration of the root zone and 
service provision are the same thing.

Administration of the root zone is 
separate from service provision.

The root server identities have 
special meaning.

None of the root server identities are 
special.

There are only 13 root servers. There are more then 1000 servers 
globally, but only 13 technical 
identities.

The root server operators conduct 
operations independently.

The collective root server operators 
coordinate root service operation as a 
whole.

The root server operators only 
receive the TLD portion of a query

The root server operators receive the 
entire query (www.example.com)*
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Unicast vs. Anycast

Anycast
• Multiple instances serve the 

same data to all sources

• Sources use destination based 
on intermediate routing policies

• Sources get the data faster

• DDoS attack traffic is sent to 
the closest instance

Unicast

• Packets from sources all go to 
the same destination

• A single instance serves all 
sources

• DDoS attack traffic all goes to 
single instance
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Unicast 

Traffic takes shortest route to single destination.
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Anycast

• Traffic takes shortest route to closest destination.
• Intermediate routing policies determine the destination for a 

source.
• Path is shortened and data is delivered more quickly.
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Anycast Under DDoS Attacks 

• DDoS attack traffic also takes shortest route to closest 
destination, thus gets distributed across all destinations.
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The Root Server System and Your Networks

• Want 3-4 nearby instances
• Increasing peering connections
• Host a root server instance

• Deploy RFC7706 technology or configuration
• Increases caching

• Turn on DNSSEC validation in resolvers
• Ensures you are getting unmodified IANA data

• Participate in and contribute to RSSAC Caucus
• Where technical advice is created
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What is RSSAC?

• The role of the Root Server System Advisory 
Committee (“RSSAC”) is to advise the ICANN 
community and Board on matters relating to 
the operation, administration, security, and 
integrity of the Internet's Root Server System.

• (This is a very narrow scope!)
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What RSSAC Does and Does Not Do?

• RSSAC is a committee that produces advice –
primarily to the Board but also to other ICANN 
bodies and other organizations involved in the 
overall DNS business.

• Root Server Operators are represented inside 
RSSAC, but RSSAC does not involve itself in 
operational matters. 
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RSSAC Organization

• RSSAC is composed of
– Appointed representatives of the root 

server operators
– Alternates to these
– Liaisons

• RSSAC Caucus
– Body of volunteer subject matter experts
– Members confirmed by RSSAC based on 

statement of interest
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RSSAC Co-Chairs

Brad Verd
Verisign
A/J-root

Tripti Sinha
University of Maryland
D-root
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RSSAC Liaisons

• IANA Functions Operator (PTI)*

• Root Zone Maintainer (Verisign)*

• Internet Architecture Board*

• Security and Stability Advisory Committee*

• ICANN Board**

• ICANN Nominating Committee**

• Customer Standing Committee**

• Root Zone Evolution Review Committee**

* Inward Facing Liaison

**Outward Facing Liaison

https://www.icann.org/groups/rssac
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RSSAC Caucus

• Members
– 100 Technical Experts as of October, 2018
– Public statements of interest
– Public credit for individual work

• Purpose
– DNS experts who bring diverse expertise to 

publications
– Transparency of who does the work
– Framework for getting work done

• To apply, email rssac-membership@icann.org. 



| 38

RSSAC Recent Publications

• RSSAC039 – RSSAC Statement Regarding 
ICANN's Updated KSK Rollover Plan

• RSSAC040 – Recommendations on 
Anonymization Processes for Source IP 
Addresses Submitted for Future Analysis

• RSSAC041 – RSSAC Advisory on 
Organizational Reviews 

• Please attend the RSSAC Information 
Session to hear additional details



| 39

RSSAC Current Work Parties

• Service Coverage of the Root Server 
System

• Studying Modern Resolver Behaviors
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Transparency
RSSAC

• Caucus
• Publishing minutes & 

workshop reports
• Public RSSAC & Caucus 

Calendar
• RSSAC Public Meetings
• Meetings with other 

ICANN community groups
• Tutorials
• Liaison relationships
• Operational procedures: 

RSSAC000

RSOs
• Root-Ops Agendas
• RSSAC002 statistics
• Participating in RSSAC 
• Public web page

– www.root-servers.org
• Individual web pages
• Collaborative reports on 

major events 
• RSSAC can respond to 

technical RSS questions
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Questions?

• For more information on the RSSAC
• Main webpage:

https://www.icann.org/groups/rssac
• For general questions:

ask-rssac@icann.org

• For more information on the RSSAC Caucus
• Caucus webpage:

https://www.icann.org/groups/rssac-caucus
• To join send email to:

rssac-membership@icann.org


