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DNSSEC Implementers Gathering 
Sponsors¤ Afilias

¤ .AU
¤ .BR.               
¤ CIRA                   
¤ Cloudflare        
¤ CORE
¤ Donuts   
¤ GoDaddy
¤ Google
¤ PIR      
¤ SIDN
¤ Verisign



Support
The DNSSEC Workshop and associated 
activities at ICANN are an organized activity 
of the:

• ICANN Security and Stability 
Advisory Committee (SSAC)

with additional assistance from the:
• Internet Society 
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DNSSEC Validation

Now at 19%

http://stats.labs.apnic.net/dnssec/XA?c=XA&x=1&g=0&r=0&w=7&r=1



https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=1&hg=0&hr=1&w=30&g=1

Low % of Google 
PDNS usage means 
more DNSSEC 
support by local ISPs.

High % of Google 
PDNS usage means 
ISPs are using Google 
for DNS versus 
operating their own 
DNS servers.



Observed DS Record Count Growth

stats.dnssec-tools.org



Domains with signed MX and DANE records

stats.dnssec-tools.org



RPKI Global IPv4 Prefixes

https://rpki-monitor.antd.nist.gov/



RPKI Covered IPv4 Prefixes by RIR

https://certification-stats.ripe.net/
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ccTLD DNSSEC Deployment Status



Stages of Deployment

Experimental – Internal experiments
Announced – Public commitment to deploy
Partial – Zone is signed but not in operation
DS in Root – DS record in root zone
Operational – Accepting signed delegations



New DNSSEC Deployments

Experimental
Anguilla, .AI, March 2019

Operational
Algeria, .DZ, Apr 2019
Kuwait, .KW, Mar 2019
Moldova, .MD, Mar 2019
Monaco, .MC, Jun 2019
Slovakia, .SK, Apr 2019



ccTLD DNSSEC Status 2019-06-23

2 Africa

Europe4

North America

Latin America/
Caribbean islands

Asia/Australia/ 
Pacific

Experimental (8)
Announced (4)
Partial (1)
DS in Root (53) 
Operational (80)



Questions & Answers

DNSSEC Resources
www.internetsociety.org/deploy360/
www.dnssec-tools.org
www.dnssec-deployment.org
stats.labs.apnic.net/dnssec

RPKI Resources
rpki-monitor.antd.nist.gov
certification-stats.ripe.net
www.securerouting.net



Thank You


