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● Government Advisory Committee (GAC) Beijing Advice (11 April 2013)
○ 3. Security checks— While respecting privacy and confidentiality, Registry operators will 

periodically conduct a technical analysis to assess whether domains in its gTLD are being used to 
perpetrate security threats, such as pharming, phishing, malware, and botnets. If Registry operator 
identifies security risks that pose an actual risk of harm, Registry operator will notify the relevant 
registrar and, if the registrar does not take immediate action, suspend the domain name until the 
matter is resolved.

● Specification 11 3b (Per NGPC Proposal for Implementation of 25 June 2013)
○ Registry Operator will periodically conduct a technical analysis to assess whether domains in the TLD 

are being used to perpetrate security threats, such as pharming, phishing, malware, and botnets. 
Registry Operator will maintain statistical reports on the number of security threats identified and the 
actions taken as a result of the periodic security checks. [...]

● ICANN’s Domain Abuse Activity Reporting (DAAR)

○ DAAR identifies and tracks reported domain names associated with four kinds of security threats: 
Phishing, Malware, Botnet command-and-control, Spam

● Competition, Consumer Trust and Consumer Choice (CCT) Review Definitions (8 September 2018)
○ DNS Abuse as “intentionally deceptive, conniving, or unsolicited activities that actively make use of 

the DNS and/or the procedures used to register domain names.”
○ DNS Security Abuse to refer to more technical forms of malicious activity, such as malware, phishing, 

and botnets, as well as spam when used as a delivery method for these forms of abuse.

What is DNS Abuse?

https://www.icann.org/en/system/files/files/resolutions-new-gtld-annex-i-agenda-2b-25jun13-en.pdf
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Example 1: Business Email Compromise

From: CEO’s True Name
[mailto:redacted@flyietedge.com] 
Sent: Wednesday, August 19, 2015 12:13 PM
To: CFO’s True Name 
<redacted@flyjetedge.com>
Subject: Fwd: Payment

Please find the attached invoice to be settled 
today, confirm receipt of mail

CEO’s True Name

Sent from my iPhone
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2.  Botnets run by “Domain Generation Algorithms”

Source = CyberReason
(http://www.cybereason.com/the-fbi-vs-gameover-zeus-why-the-dga-based-botnet-wins/)
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3.  Spam as malware delivery


