ICANN

ANNUAL GENERAL
MONTREAL

IANA. 2-7 November 2019
3 Years since the
Transition

Kim Davies
VP, IANA Services; President, PTI

Naela Sarras
Director, IANA Operations

Marilia Hirano
Sr. Manager, IANA Strategic Programs

-
NS A g |
1’!‘.‘ 3 |.:‘ ‘ l, ‘i

» . . T LT TT
i == |
| ';L" o LR PR SR

toyl

.
z l‘lli R A e
T retin | '."!. _“.“![!]Hlillld A g0 S0 |

t.. ; ‘: - ) = -y LT Ni" i || . x_Jr: -
PTI|An ICANN Affiliate  (EESSSEE EEE il
. _“/ . ‘“' | '~5: X by T




Three years ago

*  From 2000 until 2016, ICANN performed the IANA functions under a contract
with the US Government

* Prior to ICANN, IANA functions were activities under other US Government
Drograms

 The IANA stewardship transition ended that contractual oversight role and
replaced it with a model where the ICANN community oversees the functions

* The formal model the community designed creates a new non-profit that
operates the IANA functions called Public Technical Identifiers (PTI), a
backronym for post-transition IANA.

12am 1 October 2016
The IANA contract ends
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It is a good time to recap

* What has changed?

* What stays the same?

* This is a review of the IANA functions, how they work and the ultimate
impact of the transition
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What are the IANA functions?

* The record keeper for the uniqgue names and numbers used by Internet
technologies to interoperate

* The IANA functions pre-date ICANN. In 1998, ICANN was established to
be the home of the IANA functions

* The unique identifiers include protocol parameters, Internet numbers
and domain names

* The IANA team maintains these records according to policies adopted
by Internet names, numbers and protocol standards communities

Jon Postel (L) started the IANA; with
Steve Crocker and Vint Cerf (R)
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Why do the IANA functions exist?

Coordinating the Internet unique identifier systems is needed to ensure the
Internet interoperates globally

If Internet-connected devices do not use the same system of identifiers and
numbers to talk to one another, the system will not interoperate (i.e. speak a

common language)

The authoritative registries are used by vendors, service providers, businesses,
application developers and others to innovate and expand the use of the Internet

32 bits

1

e

Version (1 byte)

My Autonomous System (2 bytes)

Hold Time

(2 bytes)

BGP Identifier (4 bytes)

Opt Param Len
1 byte) .
( 0pt'°n Parts of an SRV record

service proto

name

] Answers

w

“W. qoogle. com: Type A
Name: wyy, google. com

™

class IN, addr 74_1>

T

TYPE

class

priority weight port target

. - + R 4
_s;p,_tls examplelyourdomln.cﬁ 600. IN SE\I1 ;0 575060 sipserver.yourdomain.com

DATA

<RDF:Description RDF:about="urn:mimetype:image/pcl"

NC:valugs"image /pcl"

cEditahle="trne!

e

| NC:fileExtens ions="pd_11" |
(e

</RDF:Description>

rdescription="Adobe

t Document">

-%hm

<NC:handlerProp RDF:resource="urn:mimetype:handler®

age/pcl" />

<RDF:Description RDF:sbhout="urn:mimetype:application/pdf"

NC:value="application/pdf">

</RDF:Description>

<NC:handlerProp RDF:resource="urn:mimetype:handler:application/pdf"/>

NC:value="application/fatomsvc+xml"

Root
J EE—
[7 iso (1) )

T

<RDF:Description RDF:about="urn:mimetype:application/atomsvc+xml"

3XX Redirectional

Multiple Choices

Moved Permanently
Founc

See Other

Not Modified

Use Proxy
Temporary Redirect
Permanen

4XX Client Error

300
[ org(3) 301
Py r——— -
o 5.131. 147 ( (i 3
Jype: 5 (ost acdress) | — [ dod (6) 36
I_":;s(-' 1;‘1 (oxo0o01) " 304
— o Tives )
0aTa Tengeh: 4 TUTES ( Internet (1) 305
- Addr: 74 135 131 . -
d = rs S W c2€9-431.147 (74,125 . — 307
wawv. google. com. 5.131.147 — s ~
I ] D_ - ' = < w -§:o31§,§3;"; {;g: : c.}a“ N, adcf)fd.us.ul 10 I Y[ ) exp\érimental\" A ) 308
- - o v google con: type A" 135 N ader 14135 1o 103 | directory (1) | | mgmt(2) | 3 ‘ ‘ private (4)
I - -90091e. Com: type 4| claes 1n. S9O7 74-125.131 10 A — ] .
* www. goog] s 2 ' S IN, addr 7. . .
— 920g7e.com: type A, class N ader (:;fjﬁ;i& I =
25131, 105 . )

ib-2 (1 rpri 1
| |- i- ] _F _l"] | mib-2 (1) \ enterprise (1) 7
L | | J: L \ P . \\\ > Al \\\ 402

. " . microsoft ) niperMIB
! [ system (1) ‘ interfaces (2) | ip (4) cisco (9) | (%1013? Ju(z%e&.)) 403
OID Tree Example
—
( ]

PTI|An ICANN Affiliate

Bad Request
Unautherized
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The core IANA functions areas

Number
Resources
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Number Domain
Resources Names
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* Protocol Parameters are used everywhere and are
directly issued by IANA. Rules differ for the

Number Domain qualifying criteria for each type. Applications are

Resources  Names evaluated by IANA according to the set criteria.

* Most protocol parameters’ visibility is limited to
software implementors (i.e. inside software code).

Unique Identifiers

— (lnternet Protocol r'I'elephone Routing over IP
— GP Header Flags ) ( Address Families )
= (Port Numbers ) W}
———— (Type—of—Service Values ) (Attributes )
—_— \ : ( capabilities )
= 'MIME and Media Types (IP Telephony Administrative )
— (Access Types ) L Domain Numbers
— (Event Codes ) "Transmission Control Protocol
- (Media Types ) (Header Flags )
———— |(Structu red Syntax Suffixes ) (Cryptographic Algorithms )
= (Sub-Parameter Registries ) |( MPTCP Handshake Algorithms )
\. ; (Option Kind Numbers )
\ :
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« The Internet Engineering Task Force (IETF) develops
the Internet standards that define protocol parameter
systems. These documents include guidance on

Number  Domain unique identifiers that IANA most implement, referred

Resources  Names to as “IANA Considerations”:

« Instructions on the creation of a unique registry for
protocol parameters

« Registration policy

 Initial registrations and reserved values
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Domain
Names

Number
Resources

There are thousands of protocol parameter registries
spanning many different technologies

.5

larna

Internet Assigned Numbers Authority

Protocol Registries

Protocol Registries
Time Zone Database
IANA's Performance
|IETF Draft Status

DOMAINS NUMBERS PROT!

Protocol Registries

IANA is responsible for maintaining many of the codes and numbers contained in a variety of Internet
protocols, enumerated below. We provide this service in coordination with the Internet Engineering Task
Force (IETF).

For more information on how to create registries, please see RFC 5226, Section 4. This document also
covers the requirements for IANA Considerations in RFCs.

To view the various protocol registries, just click on their titles. To apply to modify a registry, use the
relevant form. The qualifications for changing a protocol vary depending on the governing standards
documents.

ABCDEFGHIJKLMNOPQRSTUVWXY
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Protocol/Registry Defining Document/Comments
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Standards Action
ANCP Command Codes RFC 6320

Standards Action
ANCP Message Types RFC 6320
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0x0-OxFFF: IETF Review. 0x1000-0xFFFFFF: Specification

Required.
ANCP Technology Types RFC 6320
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Number Domain
Resources Names

« |ANA role includes:

Maintaining and publishing registry data

Receiving and evaluating requests to create new
registries and to add new values to registries

Providing advice on upcoming standards efforts on
how it would be implemented as part of the IANA
functions
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Number
Resources

Number Resources are specialized forms of protocol

parameters:
* |P Addresses: unique identifiers for devices on

the Internet

* Autonomous System (AS) numbers: unique
identifiers that group networks on the Internet

Unique Identifiers
Internet Protocol

IPv4 Addresses

IPv6 Addresses

IP Header Flags

Border Gateway Protocol

AS Numbers

Path Attributes
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Protocol

Number
Resources

umber Resources are predominantly hierarchically

delegated through five Regional Internet Registries

e N
Parameters
[ ]
Domain
Names
[ ]
[ ]

Internet Assigned Numbers Authority

Number Resources

Overview
RIR Allocation Data
Overview
IPV6 (AFRINIC)
IPv6 (APNIC)
IPVE (ARIN)
IPV6 (LACNIC)
IPV6 (RIPE NCC)
ASN (AFRINIC)
ASN (APNIC)
ASN (ARIN)
ASN (LACNIC)
ASN (RIPE NCC)
Abuse Issues
Overview

Questions and Answers

RIRs in turn delegate them to ISPs and network
operators in their region

Some specialized allocations are made directly
by IANA (e.g. multicast)

Deterministic decision making is used. Recently we

launched an RIR Dashboard to show calculations
against eligibility requirements

DOMAINS NUMBERS

Number Resource Allocation Data

Our primary role in managing Internet number resources is to provide po

and AS numbers to Regional Internet Registries (RIRs) according to their n
Global Addressing Policies.

These policies contain allocation algorithms that are based on the level of
allocations. We track allocation rates here and provide analysis of eligibilit

IP Address Allocations

The chart below summarizes allocations of IPv6 addresses RIRs have mad

not represented as IANA's supply has been exhausted and our allocation
space does not factor in utilization.

Detailed information is available for each RIR by clicking the chart.
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Protocol
Parameters

Number
Resources

* Most notable IANA function is managing the DNS
root zone, which defines top-level domains

* Like number resources, the domain name space is
hierarchically delegated, with IANA responsible for
the upper-most level of allocations

Unique Identifiers

Domain Name System

Domain Name Space

Domain Resource Record Types

DNS Security Algorithm Types

DNS Header Flags

Unique Identifiers

Domain Name System

Domain Name Space

wikipedia.org

.org

.us

.6en

AN

AN

AN

icann.org

someco.us

NameHa.ben
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Domain
Names

The IANA tasks include;

Receiving and evaluating root zone changes
requests against policies and operational
requirements:

* Assignment and transfer of TLDs

* Routine maintenance of name servers and
other technical elements

* Points of Contact

Transmitting vetted changes for implementation
in the root zone and root servers

Operating the .INT domain for
intergovernmental treaty organizations

IDN table/LGR repository maintenance
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Protocol
Parameters

Managing the trust anchor for the DNS (the “Root

o . Zone Key Signing Key")
mber omain . :
Resources Names Using the key happens in public “key signing

ceremonies”, involving trusted community
representatives and other oversight

!ncludfes managing the lifecycle of the key
including when it is replaced (a ”roIIover”),

o ~ Root KSK Ceremony 34

15 August 2018, 2000 UTC

Location Root Zone Key Management Facility West
El Segundo, California, USA

,‘r" Internet Assigned Numbers Authority Materials
t

R hupide Ceremony Start 2018-08-15 20:00:00 uTC

org/ksk-caremeny/

Wednesday 15 August 2018, 1 p.m. (local time at facility)

Root 3K Cered Objectives Sign the ZSK for 2018Q4

Observing the ceremony

The key signing ceremony is a public event, and you are welcome to observe. Due to space
only a small number of persons are able to participate as observers at a ceremony in perso
broadcast ceremonies as they happen, and will provide recordings after the ceremony is €G
Prior to observing a ceremony, we recommend you review the ceremony materials (i.e. the

in advance.

L eamyer in Derson, this must be arranged in adva

. A .



Number
Resources

Together, protocol parameters,
number resources and domain
names comprise the IANA
functions

These divisions also represent the
three different accountability
mechanisms for these functions
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Public Technical Identifiers

- Performs the IANA functions
« Hires the IANA staff

- |s a non-profit organization
created in 2016

- [CANN is its sole member (i.e.
affiliate of ICANN)

Number
Resources
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IANA Staff

\
>

Alan Akahoshi Shaunte Anderson Amanda Baber Michelle Cotton Kim Davies
PRODUCT MGMT AUDIT REQUEST SPECIALIST IETF RELATIONS PRESIDENT

Aaron Foley Selina Harrington Marilia Hirano Jennifer Johnson Ali Mohammadi
CRYPTOGRAPHY REQUEST SPECIALIST EXCELLENCE & AUDIT ~ EXECUTIVE ASSISTANT SOFTWARE
Q @

Sabrina Tanamal
REQUEST SPECIALIST

Andres Pavez Seman Said George Sarkisyan Naela Sarras
CRYPTOGRAPHY SOFTWARE REQUEST SPECIALIST SERVICE DELIVERY
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Public Technical Identifiers

- Five-member board of
directors including 2 Nomcom
appointees

Number
Resources
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PTI Board

Lise Fuhr
CHAIR
NOMCOM APPTEE

Kim Davies
PTI PRESIDENT

Wei Wang
NOMCOM APPTEE

- -~

David Conrad
ICANN CTO
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ICANN

- Responsible for the IANA
functions

- Contracts PTI to perform the
IANA functions

. Oversees PTl's performance

- Provides shared and dedicated
resources (Legal, IT, HR, Finance
and many others)

Number
Resources - Provides all funding to PTI

+ Operates additional
accountability mechanisms
such as Customer Standing
Committee, IANA Naming
Function Reviews

PTI|An ICANN Affiliate



Accountability and Performance

Naela Sarras
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Accountability

Protocol Parameter oversight
through Memorandum of Understanding
between IETF and ICANN,
subcontracted from ICANN to PTI

Number
Resources

Number resource oversight
by Regional Internet Registries, governed by
governed by Service Level Agreement Naming Contract between ICANN and PTI;

between ICANN and RIRs, performance oversight by
subcontracted from ICANN to PTI ICANN Customer Standing Committee

Domain Name oversight by ICANN;
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Performance Reporting

TANA Protocol Parameter Service
Monthly Report
October 15, 2019

For the Reporting Period of
September 1, 2019 — September 30, 2019

Prepared by: Amanda Baber
amanda.baber ana.org

Exccutive Summary .,
Statistics ... .
TESG approved docu
Reference Updares (b)
Last Calls (¢)
Evaluations (d) .
Madia (MIME) 1¥pe requests (e, f)
New Part number requests (g)
Madification to and/or deleticas of Parnt wumber requests (h). .
New Private Enterprise Number (PEN) requests (1)..
Mocificatiors o and/or deletions of PEN requests (j).
New TRIP ITAD Numbers (ky SS—
Requests relating to ceher IETF-creared regist
than five per month (1)
Deliverables - -
Provide public; aecessible, clear and accurate Penodic statistics
Track and publicly repoet on  monthly 5 (monthly report).
Conclussons, ...~ e ————— s e,

Ll T A R

for which the reques

Executive Summary

¥his meathly report provides statistical informstion of the IANA Services aperatians ns
they relate ta the IETF. Also inclded are the deliverables for this reporting pericd i
sccardance with the Supplemental Agreement (SLA) betwoen ICANN and the IACK-
with the effective date 31 July 2019,

For this reporting period. we completed 9 of ap requests within the IANA Services
Processing goal tmes (100%).

1 ——

onthly reporting for each of the three areas

Number Resource Performance
June 2019

Performance Summary

These performance targets are derived from section 4.3 of the Service Level Agreement for the JANA
Numbering Services for the allocation of unicast [P addresses and AS numbers to the five Regional
Internet Registries.

Requests acknowledged on time (100%)
Responded on time (100%)
Implemented on time (100%)
Implemented accurately (100%)

Individual Requests to Regional Internet Registries

Date Req Req Pr g Details
Type
2019- 1Pv6 “Responded on time (0.3 days) [ More o

05-13 Unicast “Implemented on time (0.2 days)
“Clarification asked on time (2.1 days)

Accurately implemented

2019- AS 2019-06-11 01:42:36 Request received from APNIC | Less ato
06-11 Number Woss R

2019-06-11 15:12:3 Request acknowledged
< Acknowledged on time
(within 2 business days)
i i
“1218:03:29 Implemented using
resource(s)
Implemented on time
_“ithin 4 business days)
‘*mented accurately

T
Number -

Resources

Summary of Performance

Metric Category

Submission
Acceptance Recognition Houlme(!e(hmcuj
Acceptance Recognition Rounne(Nmrechmcal)
Acceptance Recognition g7 Creation/Transfer
Acceptance Recognition <CTLD Creation/Transfer
Acceptance Recognition Other Changes
Mancal Lodgment Time Rounneﬂ'e(hnxd)
Mancal Lodgment Time Routine (Non~re:hm<al)

Manual Lodgment Time 8TLD Creation/Transfer

Manual Lodgment Time CCTLD Creation/Transfer
Manual Lodgment Time Other Changes
Technical Checks

Technical Check (First) Roulme(YethmcaJ
Technical Check (First) ETLD Creation/Transfer
Technical Check (First) <CTLD Creation/Transfer
Technical Check (First) Other Changes
Technical Check (Retest) Routine (Technican)
Technical Check (Retest) £TLD Creation/Transfer
Technical Check (Retest) <cTLD Creation/Transfer

Technical Check (Retest) Other Changes
Technical Check (Supplementaly Rounneﬂ'e(hnxd)
Technical Check (S«pplemenul) ETLD Creation/Transfer
Technical Check (Supplemental) €CTLD Creation/Transfer
Technical Check (Supplemental) Other Changes

Contact Confirmations
Email Dispatch Rouune(‘rechnu)
Email Dispatch Routine (Non. Technical)
Email Dispatch ETLD Creation/Transfer
Email Dispatch <CTLD Creation/Transfer
Email Dispatch Other Changes
Recognition of Confirmation Routine (Technican)
Recognition of Confirmation anne(um-rezhn»cal)
Recognition of Confirmation 8TLD Creation/Transfor
Recognition of Confirmation <CTLD Creation/Transfer
Recognition of Confirmation Other Changes

Mhutulr‘
Validation and Reviews Routine (Technical)
Validation and Reviews Routine (Non-Tech-
Validation ang Reviews ETLD Creatior”
Validation and Reviews <«cTLDCr
Validation and Reviews O
Third Party Approval

Implementation
Root Zone Pubkcation

Root Zone Pubkcation
Root Zone Publication
Root Zone Publication
Notification of Compla

I

Expected

<60s (95.0%)
s60s (95.0%)
s60s (95.0%)
<60s (95.0%)
<605 (95.0%)
53d (95.0%)
23d (95.0%)
%30 (95.0%)
<30 (95.0%)
<3d (95.0%)

SS0m (95.0%)
<50m (95.0%)
<50m (95.0%)
<50m (95.0%)
S10m (95.0%)
510m (95.0%)
<10m (95.0%)
<10m (95.0%)
S10m (95.0%)
510m (95.0%)
<10m (95.0%)
<10m (95.0%)

60000ms (95.0%)
<60000ms (95.0%)
S60000ms (95.0%)
<60000ms (95.0%)
<60000ms (95.0%)
SB0000ms (95.09)
S60000ms (95.0%)
<60000ms (95.0%)
<6000 4 '95.0%)

\0%)

e

p13

P15

p17
p17
P17

p1g
p19

p20
P20
P20
p21
p21
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Performance Reporting

PTI produces monthly reports on its
performance for its three functional
areas.

lana.org/performance

Dashboard providing real-time reporting
of performance metrics defined by the
naming community for root zone
management performance.

sle-dashboard.iana.org

PTI|An ICANN Affiliate
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Acceptance Recognit

Manual _odgment Time

Technical Checks

Contact Confirmations

Staff Processing

mplementation

System Availability

Accuracy
Enquiry Processing
Generation Rulesets

Dawnload Raws Log

Monthly Performance Report from
Public Technical Identifie
Customer Standing Comn

February 2017

Summary of Perfarmarcs ..
Exceptions and Narrathve.
Detatled Performanc
Defaitons...

Manual Lodgment Time

Exceptions and Narrative for Reporting Period

Metric

Manual Lodgment Time
Primary cause:
Anabsis/Comments:

Metric
Submission
Acceptance Recognion
Accoprance Recogrition
Acceptance Aecognition
Acceptance Recognition
Acceptance Recognition
Manual Lodgment Time
Manual Lodgment Time
Manual Lodgment Time
Manual Lodgment Time
Mariual Lodgment Time
Technical Checks
Tocnnical Chack (Firsy
Technlal Check (FIrst)
Technical Check (¢irst)
Technical Check (Firsy
Technical Chack (Retest)
Technical Chack (Retest)
Technical Check (detest)
Technical Chack (Retest)
Techical Check (Supplemental)
Technical Chack (Supplemmental)
Technical Check (Supplemental)
Technical Check (Supplemental)
Contact Confirmations.
Emad Dispach
Emal Dispatch
£mail Dispatch
£mad Dispstch
Email Dispach
Recagnition of Confirmation
Recognition of Conirmation
Recogniten of Carfirmaticn
Recopnition of Corfirmaticn
Recognition of Confirmation
Staff Processing
Valldation anc Revieas
Validat on anc Reviews
Vahidaton anc Reviews
validation anc Reviews
Validation anc Reviews
Third Party Approal
Implementation
Root Zone Publicaticn
Root Zone Pubiication
Root Zone Publication
Root Zone Publicaticn
Notification of Completion

Summary of Performance

Categery

Routine (Technial)
Routine (Noa-Tachnical)
LD Creaton/Transfer
<CILD Creation/Transfer
Otner Charges

Routine (Techikal
Routing (Non-Technical)
LD Creaton/Transfer
CCTLD Creation/Trarsfer
Other Charges

Routine (Technical)
£7LD Creaton/Trarsfer
<cILD Creation/Transfer
Otner Charges

Routine (Technical)
£TLD Creaton/Transter
<cTLD Creation/Transfer
Otner Charges

Routine (Techical
£TLD Creaton/Transfer
<CTLD Creation/Trarsfer
Other Charges

Routine (Technial)
Rauting (Non-Tachnical)
£TLD Creaton/Transfer
<CILD Creation/Transfer
Otner Charges

Routine (Technical)
Routine (Non-Technkcal)
gILD Creaton/Transfer
CCTLD Creation/Transfer
Other Charges

Rautine (Technical)
Routine (Non Technkal)
§1LD Creston/Trarsfer
€€TLD Creation/Transter
Othor Charges

<CTLD Creation/Transfer

Routine (Technical
£TLD CreationTransfer
€CTLD CreationTrarsfer
Otner Charges

Routine (Technical

Actual

v 1728

v 2345

<1445

<072

¥ 1.958
3095.0%) v 0920
534 (95.0%) *a07¢
£34(95.0%) V-
34 (95.0%) % 338¢
=34 (95.0M) V-
£50m (95.0%) < 6.89m
=50m (35.0%) “aim

O 195.04) v 26m
£50m (95.0) V-
<3m (95.0%) v21m
£3m(55.0%) v—
£3m (55,04 -
<3m (55.0) V-
<1m (95.0%) v 0.61m
™ (55,00 ¥ 0.28m

£5m (55.0%) < 0.25m
<5m (65.04) V-
£54(90.0%) v 3430
<54 (90.0%) ~ 402¢
£10d (90.0%) ¥ 1.03¢
$50d (100,08} * 93326
<od v 6.8¢
<504 v 14290
S72h(99.0%) ¥ 33,088
ST2N99.0W) v 1831h
S72n(55.08) v 17.07h
<72h(55.0%) -
<60 (95.0M) ¥ 0.36s

Time for lodgment of change request into RZMS by ICANN staff on behalf of request sent by email.

il Manual Lodgment Time 27-0ct-2018 80:00:00 UTC to 23-0cr-2019 13.30:05 UTC

236

220

200

1.80

1.60

1.40

1.20

Lodgment Time ( Days )

0.40

020

0.00

* Partial Period

|
g =3
& a
- Q
Oct 2018 Nov 2018

Dec 2018

‘fv"\q .,,e'\(
& o«
Jan 2019 Feb

2078

P8

Actual
4074 0

Category Expected
Routine (Non-Techrical) 3

Clartfication needed from requestor
Recuest started with #n inGuiry on how 1o make changes in the ANA roct 20ne

wer, no change request was Induded In the inklal
Bons with the "eGuestor. |t was Cariliec that the

o e changed. Seaff explained the procedure ta lodge &

SC has previous’y recommended ot induding
A This request is on the list of items to address in the
revise the cakulation of manual kdgment time to
me

WTranster £ 33840
requestor

8 the template form and required staff o locgs itin
I, @ clarifcation was nesded first from the requestor.
tation rght ey but the wait time te receive the
woekanc. The CSC has previously reccmmended not
+in this SLA. This raquest is on the list of kems to
Hlection toal tc revise the calaulation of marwal

for clarfication time

WTransfer €cd a3zzd U

lefegation roquest ladgna In April 2016, A ceTID

£ extensive amount of communications with the

1 roquest s nat fully decumented s first
thet contributed to increased staff processing time
e IANA Stewardshin transition impacted the ccTLD
55, specificaly the role of the ICANN Scerd geing

tiNon-Technical) 201609 201610
ance Time 198 23

y Threshold 605 605

old Percentlie 95.0% 95.0%
ance Count 24 16
‘ime 1325 1,665

® Routine (Techrical)

7 < s
o o «
Completion Date
Mar 2019 Apr 2019 May 2013

® Rouline {(Nen-Technical)

mmittee (€50

g Period

prof change req

@:0crarvIran

201612
1.565
605
95.0%
154
0.78s
0.49s
1975

0.32s

200611 201612
1658 243
s 605
95.0% 95.0%
n 16
127 1.61s

Jun 2019

17

95.
37

08
05
19
07
03

L3

9 gTLD Creation

Ju



Service Level Agreements

* Each three functions has service level expectations defined and
reported against

* Reports against KPIs to the IETF for protocol parameters

* Around 70 measurement categories to the Customer Standing
Committee for naming functions

* Performance reporting to the numbering community for IP address
and AS number allocations

* These figures are reviewed through various processes

*  Monthly Customer Standing Committee meetings, plus IANA Naming
~unction Reviews

* Regular meetings and dialogue with IETF leadership
* Reports to RIRs and an annual IANA Review Committee process
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« SLAs are defined through an annual amendment to an
MOU between ICANN and the IETF

Number Domain
Resources Names

Number
of requests
Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep
KPIs Met  pILEZS 100% [l 100% [l 100% [l 100% [l 100% 100% [l 100%

Satisfactory ¢ Vv 4 v 4 v v v 4 v 4 v 4 v v v 4

KPIs Met refers to the percentage of KPIs that met their performance target for the period.
Satisfactory means the KPIs were met to the level required by the IETF MOU
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Protocol
Parameters

* SLAs are amended and overseen by the Customer
Standing Committee

Number
Resources

37
2 -H!!!!

Number 3¢
of requests =N

Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep

Satisfactory W 4 W 4 W 4 v v 4 v 4 v v v Y 4 4

SLAs Met

SLAs Met refers to the percentage of SLA categories that met their performance target for the period.
Satisfactory means the CSC rated performance Satisfactory or higher for the period.
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Protocol

Parameters * SLAs are defined by the contract between ICANN

and the five RIRs

Number Domain
Resources Names

Number
of requests
Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep
WX YT 100% [l 100% [l 100% [l 100% [l 100% [l 100% [l 100% [l 100% 1100% 1 100% [l 100% [ 100%

Satisfactory ¢ W 4 v v 4 v WV 4 v 4 v 4 2 4 v Y 4 Y 4

SLAs Met refers to the percentage of SLA categories that met their performance target for the period.
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Continuous Improvement

Marilia Hirano
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Beyond service level reporting

Audit processes

Monitoring customer satisfaction

Business Excellence

Strategic and Operational planning
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Information Security Audit Programs

* The system controls used for delivering the IANA functions are
independently audited, with controls a big part of the team’s culture.

* These audits help us constantly monitor and improve our systems.

tv
Root Zone KSK Registry assignment & maintenance systems
sl 20710, |s§ued W'thou_t SO Since 2013. Covers the systems we use to process
annually. Audits the securlty cqntrols that change requests, covering all three areas.
govern the Root Zone Key Singing Key. Provides detailed assessment provided to our

community partners.

https://iana.org/audits
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https://iana.org/audits

Measuring customer satisfaction

Annual Survey
* Administered by a third party vendor since 2013

* Refined approach in 2019 to focus on engagement

* Response Rate: 3%
* Qverall Satisfaction: 3.6 (1-5 scale)
* Detailed report to be published in December

omer

IANA Services Cust
Feedback Survey

ednO
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https://iana.org/audits

Measuring customer satisfaction

“How did we do?”

* Launched this year

* Survey sent to customer after request is resolved

* Feedback addressed or escalated within days

* Average monthly satisfaction rate: 86%

* Average monthly response rate: 36%

* Improvements:
* Distinguish dissatisfaction with policy versus service
* Tools still being enhanced

How was your recent IANA service experience regarding .fk?

IANA Services <noreply-45900088aa66416ba9fa085fh6874313@iana.org>
e Seman Said;

Monday, October 15, 2018 at 3:39 PM

Show Details

Thank you!
Dear Colleague, y

. Your quick feedback will help us identify areas for improvement. If \
We'd like to hear about how your recent request was handled by the | comment and ask us to contact you, we'll be in touch soon to learn

team. Please take a single question survey to provide us your valuable your issue an d try to make things right.

On 5 October 2018, you submitted a change request for the .fk top-le)

i ?
How do you rate your experiences Provide any additional comment (optional)

L4 1 had a good experience I had problems

PTI|An ICANN Affiliate

Please contact me to discuss my experience further


https://iana.org/audits

Customer Satisfaction in recent months

@Al  @Domain @Protocol (O Question  Numbers

100.0%
L)
£
.
% 50.0%
®
w
0.0%
N
60
(\9»9’
— <—
2019-Jul 2019-Aug 2019-Sep
<+ Satisfaction Rate (all) 83.3% 78.4% 87.0%
<+ Satisfaction Rate (domain) 100.0% 85.7% 94.7%
<+ Satisfaction Rate (protocol) 70.6% 76.5% 81.8%
+ Satisfaction Rate (number) 0% 0% 0%
L ————— B ————

PTI|An ICANN Affiliate


https://iana.org/audits

Constant Improvement

* We are constantly working on ways to improve our service
*  We have had SLAs with the community since 2007.

* We've been implementing business excellence and quality management

since 2009, achieving certification in 2013 in the EFQM model.
https://www.iana.org/about/excellence

« We've conducted annual customer surveys since 2012 .
Y/ EFQM =

*  We develop systems and tools to support our work: Committed to excellence

* ticketing systems
* Root Zone Management System
* automation

e anew Protocol Parameter D
Management System lara

Root Zone Management

Your last login was 06-21 -2018 from 10.96.20.104 iana@iana.org =

My domains

Jomain

PTI|An ICANN Affiliate

ains ge.
‘0mains you manage. To revi he current details or to ake changes to a domain click the "Review domain* butt
8
e(s

Administrative Contact, Technical Contact

..........................



Prioritization and Planning

Kim Davies
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Strategic Plan

* PTI's Bylaws call for PTI to have its own strategic plan

* For its first three years, the transition proposal has served as the
interim strategy

* The PTI Board is now leading an effort to develop a PTI strategy

* Key objective areas identified

Continued focus on customer needs

Maintaining culture of operational excellence

Maintain trust and demonstrate value and usability

Ongoing focus on meeting evolving security requirements
Take steps to align with ICANN processes and annual budget
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Strategic Plan

* Also identified need for a clarified vision statement
* Key milestones

* Publish draft for public comment: March 2020

* Aiming to be effective July 2020
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!3udget Development

« A PTIBud
get and IANA Budget are developed prior to the ICANN Budget each

year

 PTlb
udget represents the costs of delivering the IANA functions

 |JANA budget |
(such as o%xet - tEose costs, plus the costs of enabling the IANA functio
rsight, contract management, community reviews, etc.) h

. Drafti .
raft is due 9 months prior to the start of the fiscal year

 The
PTI and IANA budgets are currently in public comment

of the year

: This year we are proposing a budget that
is roughly consistent with the previous year

* PTI Board will be asked to approve budget
at end of the year, and it will be rolled up

into ICANN budget process

PTI|An ICANN Affiliate

PTI Funding/ICANN Funding
FY21 Funding of PTlis $10.0M provi
the FY21 Expenses
PTI baseline cash expenses
FY21 Expenses of $10.0M (including $0.

Forecast driven by inflationary Personnel increases O
decreases in administrative activities of $0.2M

ded solely from ICANN and is driven by

5M contingency) increased versus FY20
f $0.3M, partially offset by

Contingency of $0.5M remains flatin FY21 compared to FY20 Forecast.
Contingency is about 10% of the Direct Dedicated costs and represents an
amount of budgeted expense unallocated to specific activities or departments

Capital Budget
Capital for FY21 is for a Hardware Security Module (HSM) Replacements
and Key Management Facility (KMF) improvements

PTI Services PTI Services Under/(Over) P ervices Under/(!
FY21 Budget FY20 Forecast Total % 9 A 3 Total
$9.8 (50.1) -1.2% $7.6 ($2.3)
$0.0 0.0% $0.3 $0.2
($0.1) -1.2% $7.9 ($2.1)




Development Projects
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Development activity

* Technical projects
* Tools and System Enhancements by internal DevOps team
* Shared projects with ICANN E&IT

* Continuous improvement of key management facilities and key
ceremonies by Cryptographic Business Operations

* Operational projects

* Review and refinement of core business processes such as request
processing

* Implementing outcomes of audits and other reviews

* Strategic projects

PTI|An ICANN Affiliate



A taste of current Projects

« INR Dashboard (recently launched)
* Future KSK Rollover planning

« KMF smart card and safe
Improvements

* Next-gen Root Zone Management
System

* New KSK key management tools

* Design a new authorization model
for root zone changes

* RDAP Server for IANA resources

* Improve initial release of HDWD
 TCR Replacements

* .INT Zone Inventory

* Platform upgrades for Reverse DNS

Registry Workflow System

Staff tools improvements

Replan CA configuration

Website evolution

KMF monitoring/dashboard

Improve ccTLD transfer process
Strategic Plan Development

Next-gen protocol parameter reporting
Enhance internal QA review process
Root Zone download service

Improve Root Server Operator request
process
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Future KSK Rollovers

* The first KSK rollover project concluded in August
2019 with the final destruction of the original KSK

* The cut-over to the new KSK happened 11
October 2018

*  Widely considered successful

Year Year Year Year Year Year
Y+0 Y+1 Y+2 Y+3 Y+4 Y+5
Q1Q2Q3Q4 | Q1Q2Q3Q4 [ Q1Q2Q3Q4 Q1

*  We are now proposing a future
normalized method of doings
these rollovers

H. Final Deletion

* Regular cadence

—

* |Increased use as a standby key

* Tweaks to the process but generally
the same approach

* Put for public comment, will implement outcome
starting next year

Year
Y+6

Q2Q3Q4|Q1Q2Q3Q4|Q1Q2Q3Q4 Q1Q2Q3Q4
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Root Zone Management System

*  We continue to make minor updates to our current platform
* Latest release: RDAP service improvements in July 2019

* Fundamental rewrite of the system ongoing

* Key new features
* New user model, including 2FA and other improvements
* Separate the technical check component
* Better support for bulk updates through API functionality
* Refreshed Ul with better mobile support

e o
New authorization New technical check New customer
model implementation API

9

New security options
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Authorization Model

* Design a modern, flexible mechanism for approving root zone changes

* Allow for custom configurations that meets most needs expressed by

current customers

* Change consent mechanism for “shared glue”

* No longer require each impacted

party to explicitly consent

* Require normal consent, provide

a brief opt-out period before
proceeding

Administrative Contact

Listed in public WHOIS
Approves change requests

Must be in country (ccTLDs)

Technical Contact

Listed in public WHOIS
Approves change requests

/

Administrative Contact

Listed in public WHOIS

Public information only,
not used for authorisation

Must be in country (ccTLDs)

Technical Contact

Listed in public WHOIS
Public information only,
not used for authorisation

New Flexible Model

Authorising Contacts

Not published (managed via
RZMS)

Approves change requests

. One or more (no fixed number)

@ Must be persons (no role
accounts)

@ stronger identity controls

@ Flexible threshold approval
options

@ /n-country requirements?
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TCR Replacement

Trusted Community Representatives are an essential part of the Key
Signing Ceremonies
* Sometimes popularized as the “seven key-holders”

Most TCRs have served since 2010 and anticipated increasing need to
replace existing volunteers

New evergreen process was launched
* Over a 100 community members submitted an SOI

Selection criteria seeks diversity in geography, culture, skills, experience,
along with reputation and standing in the community

First selections under new process recently made

Active TCRs
selection Pool Backup TCRs
ele
interested _ _
Any inte o Approx1mately 14 crypto officers
paLty\‘/'\(I a 10 qualified 7 RKSHs
mits : hensive
bmi stsalfcement of Initial evaluation candidates Cor;:/g:zation
Submit cancies) .
an SOI interest (upon va (upon vacancies)
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Registry Workflow System

* Developing a comprehensive system that can support our ~3,000 protocol
parameter registries

* Take learnings from the IETF Datatracker and RZMS

* Early work has focussed on normalization

* No common standards for registries until now
* Massive data harmonization effort and inventory

* Now all registry data is normalized, building the Ul and workflow
components

* Aim: To launch Private Enterprise Numbers as the premier registry on this
platform next year

* Highest volume registry
* Low complexity
* (Canretire an ancient system
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Post-Transition
What has changed?

What stays the same?

PTI|An ICANN Affiliate



The changes

More direct accountability to the community

Streamlined processing of root zone change requests, that no longer require
additional authorization steps to be implemented

SLAs across all three areas of operation, mutually agreed with those communities

A separate legal entity, with separately defined budget, Board, and other governance
mechanisms

More public accounting for performance with transparent monthly, and in some
times real-time, reporting

IANA staff now employed by PTI rather than ICANN

PTI|An ICANN Affiliate



The same

The same staff team in the same office is still providing the same functions to the
same customers

Continue to work closely with colleagues in other ICANN departments (e.g. GSE)
No adverse changes to core request processing and customer experience
The scope of the IANA functions remains unchanged
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In practice

* The IANA functions continue to be provided dependably to the
community.

* The transition process has tailored many aspects of governance and
accountability to be a greater fit for the community

* |ANA rates high levels of satisfaction and high levels of adherence to the
SLAs defined by the community
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http://pti.icann.org

Thank you!

Website lana.org
Service level reporting lana.org/performance
Functional areas iana.org/protocols

lana.org/numbers
lana.org/domains

More background lana.org/about

PTI website pti.icann.org


http://iana.org
http://iana.org/performance
http://iana.org/protocols
http://iana.org/numbers
http://iana.org/domains
http://iana.org/about
http://pti.icann.org

