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|s the domain name maliciously registered?

Maliciously registered domain name abused to serve illegal/abusive content:
phishing of credentials and trademark infringement

What intermediary should mitigate abuse?
(from the technical perspective)

DNS service operator (registrar, registry)... and hosting provider!
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Contact Us Privacy Legal Worldwide

|s the domain name maliciously registered?

Legitimate domain name but compromised website abused to serve illegal/abusive
content: phishing of credentials and trademark infringement

What intermediary should mitigate abuse?
(from the technical perspective)

DNS-service-operator{registrar—registry) hosting provider and the owner/administrator!
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abused?

« Mainly at the website level (vulnerable software, e.g., content
management systems), sometimes at the DNS level (e.g.,
domain shadowing)
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Existing approaches to distinguish compromised (legitimate)
from maliciously registered domain names

 Based on heuristics (used in industry reports)

 Domain name age (time between registration and blacklisting)

* Registration in bulk

« Patterns in registered domain names (e.g., brand names or
misspelled version of the targeted service such as “paypal”)

 Machine-learning approaches

« COMAR (Classification of COmpromised versus Maliciously
Registered domains)*

« Based on 38 characteristics (features)

* Fully automated approach

* 97% accuracy

* Developed at Grenoble Alps University, co-funded by AFNIC and SIDN 9
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Relationship between the type of abuse
and compromised vs. malicious?

a) Phishing (b) Spam ) Botnet C&C ) Malware

Figure 6: Distribution of compromised (blue) and maliciously registered (red) domain
names per abuse type.

* Results from the 2nd quarter of 2021 based on the Technical Report of the EC DNS abuse study
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Relationship between the type of abuse
and compromised vs. malicious?

a) Phishing b) Spam ) Botnet C&C ) Malware

Figure 6: Distribution of compromised (blue) and maliciously registered (red) domain
names per abuse type.

« The vast majority of spam and botnet command-and-control domain names are
maliciously registered.

» About 25% of phishing domain names and 41% of malware distribution domain

names are presumably registered by legitimate users, but compromised at the
hosting level. 11
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Variation across different TLD types

) EU ccTLDs b) European ) other c¢TLDs (d) legacy gTLDs (e) new gTLDs
ccTLDs

Figure 7: Distribution of compromised (blue) and maliciously registered (red) domain
names per TLD type.

* Results from the 2nd quarter of 2021 based on the Technical Report of the EC DNS abuse study



Variation across different TLDs

# TLD TYPE # Malicious # Compromised # Total  Malicious %
1 com Legacy gTLD 3328 1588 4916 67.70
2 site New gTLD 389 0 389 100.00
3 Xyz New gTLD 332 0 332 100.00
4 net Legacy gTLD 225 76 301 74.75
5 ru ccTLD 235 31 266 88.35
6 cn ccTLD 239 3 242 98.76
7 org Legacy gTLD 143 55 198 72.22
8 top New gTLD 154 1 155 99.35
9 online New gTLD 132 9 141 93.62
10 tk ccTLD 135 1 136 99.26
11 shop New gTLD 127 4 131 96.95
12 info Legacy gTLD 107 7 14 93.86
13 co ccTLD 84 24 108 77.78
14 uk ccTLD 80 23 103 77.67
15 br ccTLD 33 62 95 34.74
16 ml ccTLD 95 0 95 100.00
17 in ccTLD 49 a1 20 54.44
18 club New gTLD 72 1 73 98.63
19 live New gTLD 70 3 73 95.89
20 de ccTLD 60 8 68 88.24

* Results from May 2021 based on the results from the COMAR project
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Thank you!

maciej.korczynski@univ-grenoble-alpes.fr
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Number and percentage of actionable report broken down per
TLD (source: eco Complaints Office)

TLD

1909
572
450
295
268

35%
11%
8%
5%
5%

_mn

.download

179
174
121
107
99
86
82
66
47
47
47
43
43
40
34
34
31
30
30
28

3%
3%
2%
2%
2%
2%
2%
1%
1%
1%
1%
1%
1%
1%
1%
1%
1%
1%
1%
1%

The Complaints Office of eco —
Association of the Internet
Industry is the German
hotline of INHOPE and
handles complaints related to

the illegal Internet content
(e.g., CSAM)
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