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Evolving and Enhancing the DNSSEC Deployment Maps

e Long valuable history

O

Originally developed by Shinkuro, Inc.

Previously maintained by Internet
Society (ISOC).

Now live at Center for Assurance
Research and Engineering (CARE) at
George Mason University.
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DNSSEC Deployment
Maps

The following maps provide a view into global DNSSEC deployment and
break the deployment status of top-level domains (TLDs) out into the
following six stages:

e Experimental - Internal experimentation announced or observed
o Announced - Public commitment to deploy

o Partial - Zone is signed but not in operation (no DS in root)

e DSinRoot - Zone is signed and its DS has been published

o Operational - Accepting signed delegations and DS in root

a NC Aikamatian - Aitamatinn Af iindatac Af DNICCET lave

GEORGE MASON UNIVERSITY2




Evolving and Enhancing the DNSSEC Deployment Maps

® Exploring historical dataset and evolving

the service
© Maps_umguely prOVIde nOV,EI Full DNSSEC Deployment Maps
visualization about DNSSEC’s coming soon..
h i St 0 rY' The following maps provide a view into global DNSSEC deployment and break the depleyment status of top-level domaing (TLDA) out into six stages:

o Their future will include new
datasets and extended analyses.

General Statistics

https://maps.dnssec.gmu.edu/
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Improvements

e Live maps made interactive: beginning from 2005 for all available regions.

e Can visualize how maps has changed over period of time with a click of a button.
e Provision to show if a ccTLD gets unsigned or goes back in stage.

e Enriched the data being displayed on the maps.

o Unverified predictions after the predicted date is passed are exempted from displaying on the

maps.

e Changed weekly email updates to monthly (1st of every month).
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Improvements

e Experimental - Internal experimentation announced or observed.

e Announced - Public commitment to deploy.

e Partial - The zone is partly in operation, usually with a signed apex, but without DS records in the root zone.

e DS in Root - The zone is sighed and has DS record(s) in the root zone.

e Operational - The zone is signed, has DS record(s) in the root zone, and accepts DS records for signed
delegations. Before 2010 (when the root zone enabled DNSSEC), this state indicated just that zones were
accepting DS records from delegated DNSSEC.

e DS Automation - Automation of updates of DNSSEC keys.
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Current Look

e Current DNSSEC Deployment maps can be found at https://maps.dnssec.gmu.edu/

Center for Assurance Research and Engineeri HOME STAGES STATISTICS CITATIONS CONTACT US

Select Region v 2005 2023
World I Animate

General Statistics
Total ccTLD's

158

@ Experimental 8 5%
Announced 6 4%
[ ] Partial 1 1%
DS in Root 65 41%
[ ] Operational 69 44%
[ ] DS Automation 7 4%
Ascension Isl ALAND ISLAN BOTSWANA COSTARICA FINLAND GIBRALTAR HAITI ITALY LEBANON MONACO MALAYSIA SAINT PIERRE SAUDI ARABIA SENEGAL TRINIDAD AN. VENEZUELA,
ANDORRA AZERBAIJAN BELARUS CHRISTMAS L FuI GREENLAND HUNGARY JERSEY SAINT LUCIA MOLDOVA, RE. NAMIBIA PUERTO RICO SOLOMON IS. SINT MAARTE... TUVALU VIET NAM
AFGHANISTAN BELGIUM BELIZE CYPRUS MICRONESIA, . GUINEA INDONESIA JAPAN LIECHTENST.. MONTENEGRO NEW CALEDO... PORTUGAL SEYCHELLES SYRIAN ARAB. TAIWAN, PRO... VANUATU
ANTIGUA AN. BULGARIA CANADA CZECH REPU. FAROE ISLAN. GREECE IRELAND KENYA SRI LANKA MADAGASCAR NORFOLK ISL. PALAU SUDAN FRENCH SOU. TANZANIA, U. WALLIS AND
ANGUILLA BAHRAIN COCOS (KEEL. GERMANY FRANCE SOUTH GEOR ISRAEL KYRGYZSTAN LIBERIA MYANMAR NETHERLANDS PARAGUAY SWEDEN THAILAND UKRAINE SAMOA
ARMENIA BERMUDA SWITZERLAND DENMARK GABON GUINEA-BISS... INDIA KIRIBATI LITHUANIA MONGOLIA NORWAY REUNION SINGAPORE TIMOR-LESTE UGANDA MAYOTTE
ARGENTINA BRUNEI DARU. COTE D'IVOIRE DOMINICA UNITED KING. GUYANA BRITISH INDL. KOREA, REPU. LUXEMBOURG MAURITANIA NIUE ROMANIA SAINT HELEN. TURKMENIST.. UNITED STAT. SOUTH AFRICA
AUSTRIA BRAZIL CHILE ALGERIA GRENADA HONG KONG IRAQ KUWAIT LATVIA MONTSERRAT NEW ZEALAND SERBIA SLOVENIA TUNISIA URUGUAY ZAMBIA
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https://maps.dnssec.gmu.edu/

Current Look

Center for Ass esearch and Engineering HOME DNSSEC STAGES DNSSEC STATISTICS CITATIONS CONTACT US

Select Region 2005 2023

Africa I Animate °

General Statistics
Total ccTLD's

@ Experimental 1 3%
Announced 2 7%
[ ] Partial 1 3%
DS in Root 14 48%
[ ] Operational 9 31%
[ ] DS Automation 0 0%
Ascension Isl... LIBERIA SUDAN
BOUVET ISLA. LIBYAN ARAB.. SAINT HELEN.
BOTSWANA MOROCCO SENEGAL
COTE D'IVOIRE MADAGASCAR TUNISIA
ALGERIA MAURITANIA TANZANIA, U.
GABON MAURITIUS UGANDA
GHANA NAMIBIA MAYOTTE
GUINEA REUNION SOUTH AFRICA
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Current Look

Center for Assurance Resear Engineerir HOME DNSSEC STAGES DNSSEC STATISTICS CITATIONS CONTACT US

Select Region 2005 2023
Asia Pacific 1 Animate o

General Statistics
Total ccTLD's

53

& Experimental 4 8%
Announced 2 4%
[ ] Partial 0 0% i
DS in Root 23 43%
© Operational 23 43%
@ DS Automation 1 2%
AFGHANISTAN CYPRUS JAPAN MALAYSIA FRENCH SOU.. VANUATU
ARMENIA FlII KYRGYZSTAN NEW CALEDO. THAILAND WALLIS AND ..
AUSTRALIA MICRONESIA,. KIRIBATI NORFOLK ISL. TIMOR-LESTE SAMOA
AZERBAIJAN HONG KONG KOREA, REPU. NIUE TURKMENIST.
BAHRAIN INDONESIA KUWAIT NEW ZEALAND TONGA
BRUNEI DARU. ISRAEL LAO PEOPLE" PALAU TURKEY
BHUTAN INDIA LEBANON SAUDI ARABIA TUVALU
COCOS (KEEL. BRITISH INDL SRI LANKA SOLOMON IS. TAIWAN, PRO.
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Current Look

Center for Assurance Resear nd Engineeri HOME DNSSEC STAGES DNSSEC STATISTICS CITATIONS CONTACT US

Select Region 2005 2023

Europe I Animate o

General Statistics
Total ccTLD's

44

® Experimental 0 0%
Announced 1 2%
[ ] Partial 0 0%
DS in Root 13 30%
[ ] Operational 25 57%
® DS Automation 5 1%
ANDORRA ESTONIA HUNGARY MOLDOVA, RE.. SLOVENIA
AUSTRIA SPAIN IRELAND MONTENEGRO SVALBARD A.
ALAND ISLAN. FINLAND ICELAND NETHERLANDS SLOVAKIA
BELGIUM FAROE ISLAN. ITALY NORWAY UKRAINE
BULGARIA FRANCE JERSEY POLAND
BELARUS UNITED KING.. LIECHTENST. PORTUGAL
SWITZERLAND GUERNSEY LITHUANIA ROMANIA
CZECH REPU... GIBRALTAR LUXEMBOURG SERBIA
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Current Look

Center for Assuranc rch and Engineering HOME DNSSEC STAGES DNSSEC STATISTICS CITATIONS CONTACT US

Select Region - 2005 2023
Latin America 1 Animate o

General Statistics
Total ccTLD's

® Experimental 3 11%
Announced 1 4%
[ ] Partial 0 0%
DS in Root 13 48%
[ ] Operational 9 33%
® DS Automation 1 4%
ANTIGUA AN. GRENADA PUERTO RICO
ANGUILLA SOUTH GEOR. PARAGUAY
ARGENTINA GUYANA SINT MAARTE.
ARUBA HONDURAS TRINIDAD AN.
BRAZIL HAITI URUGUAY
BELIZE CAYMAN ISL. SAINT VINCE...
CHILE SAINT LUCIA VENEZUELA,
COLOMBIA MONTSERRAT
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Current Look

Center for Assurance Research and Engineering HOME DNSSEC STAGES DNSSEC STATISTICS CITATIONS CONTACT US

Select Region

— 2005 2023
North America I Animate °

General Statistics
Total ccTLD's

5
® Experimental 0 0%
Announced 0 0%
° Partial 0 0%
DS in Root 2 40%
[ ] Operational 3 60%
] DS Automation 0 0%

BERMUDA
CANADA
‘GREENLAND
SAINT PIERRE.

UNITED STAT.
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Current Look

Center for Assurance Resear HOME DNSSEC STAGES DNSSEC STATISTICS CITATIONS CONTACT US

stages:

2005 2009 2017 2023

Select Region ° °
v
World . Animate Stop

2011

General Statistics *
Total ccTLD's

77
[ ] Experimental 11 14% . S \

Announced 12 16% " >
'
[ ] Partial 1 1% ‘
DS in Root 17 22% o ) !
® Operational 36 47%
® DS Automation 0 0%
v /*
Ascension Isl. SWITZERLAND FRANCE BRITISH INDL LUXEMBOURG NORWAY SWEDEN UGANDA
ANTIGUA AN, CHILE UNITED KING. IRAN, ISLAMI. LATVIA NIVE SAINT HELEN.. UNITED STAT.
ARMENIA CHINA GHANA JAPAN MONTENEGRO NEW ZEALAND SLOVENIA URUGUAY
AUSTRIA COLOMBIA GIBRALTAR KYRGYZSTAN MYANMAR POLAND SINT MAARTE. SAINT VINCE.
AUSTRALIA COSTARICA GREENLAND KOREA, REPU. MONGOLIA SAINT PIERRE. FRENCH SOU. VIET NAM
BELGIUM CZECH REPU. GREECE LAO PEOPLE'. MEXICO PUERTO RICO THAILAND WALLIS AND
BULGARIA GERMANY HONDURAS SAINT LUCIA MALAYSIA PORTUGAL TURKMENIST. MAYOTTE
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Current Look

Center for Ass HOME DNSSEC STAGES DNSSEC STATISTICS CITATIONS CONTACT US

2005 2009 2017 2023

Select Region o o
v

2013

“ . k4
General Statistics ‘n
Total ccTLD's

108

[ Experimental 12 11% 4

Announced 13 12%

ol

© Partial 3 3%

' *4 ‘
A
DS in Root 23 21% " ; s P

‘Y

[ J Operational 57 53%
|
@ DS Automation 0 0%
v /7

Ascension Isl... BELIZE GERMANY GHANA HAITI JAPAN LITHUANIA NAMIBIA PORTUGAL FRENCH SOU... UGANDA
AFGHANISTAN CANADA DENMARK GIBRALTAR HUNGARY KYRGYZSTAN LUXEMBOURG NEW CALEDO. PALAU THAILAND UNITED STAT.
ANTIGUA AN. COCOS (KEEL. ALGERIA GREENLAND IRELAND KIRIBATI LATVIA NORFOLK ISL. REUNION TIMOR-LESTE URUGUAY
ARMENIA SWITZERLAND ESTONIA GUINEA ISRAEL KOREA, REPU... MONTENEGRO NETHERLANDS RUSSIAN FED.. TURKMENIST... SAINT VINCE.
AUSTRIA CHILE SPAIN GREECE INDIA LAO PEOPLE’ MYANMAR NORWAY SOLOMON IS. TONGA VIET NAM
AUSTRALIA CHINA FINLAND SOUTH GEOR. BRITISH INDL. LEBANON MONGOLIA NIVE SEYCHELLES TRINIDAD AN. WALLIS AND
BELGIUM COLOMBIA FAROE ISLAN. GUYANA IRAQ SAINT LUCIA MONTSERRAT NEW ZEALAND SWEDEN TUVALU MAYOTTE
BULGARIA COSTARICA FRANCE HONG KONG IRAN, ISLAMI. LIECHTENST. MAURITIUS POLAND SAINT HELEN. TAIWAN, PRO... SOUTH AFRICA
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Current Look

Center for Assurance Research and Engineering HOME DNSSEC STAGES DNSSEC STATISTICS CITATIONS CONTACT US

2005 2009 2017 2023

Select Region ° °
o
World @ rnimate 0P

2016

General Statistics
Total ccTLD's

132

[ ] Experimental 10 8%
Announced 9 7%
[ ] Partial 2 2%
DS in Root 42 32%
[ ] Operational 69 52%
@ DS Automation 0 0% \,
v P4
Ascension Isl. BELGIUM CHINA FINLAND GREECE ISRAEL KIRIBATI LUXEMBOURG MALAYSIA SAINT PIERRE. SOLOMON IS. FRENCH SOU. TANZANIA, U. SOUTH AFRICA
ANDORRA BULGARIA COLOMBIA FAROE ISLAN... SOUTH GEOR. INDIA KOREA, REPU. LATVIA NAMIBIA PUERTO RICO SEYCHELLES THAILAND UKRAINE ZAMBIA
AFGHANISTAN BRAZIL COSTA RICA FRANCE GUYANA BRITISH INDL CAYMAN ISL. MOROCCO NEW CALEDO. PORTUGAL SWEDEN TIMOR-LESTE UGANDA
ANTIGUA AN, BOTSWANA CHRISTMAS | GABON HONG KONG IRAQ LAO PEOPLE'" MONTENEGRO NORFOLK ISL PALAU SINGAPORE TURKMENIST. UNITED STAT...
ARMENIA BELARUS CZECH REPU... UNITED KING. HONDURAS IRAN, ISLAMI. LEBANON MADAGASCAR NETHERLANDS PARAGUAY SAINT HELEN.. TUNISIA URUGUAY
ARGENTINA BELIZE GERMANY GRENADA CROATIA ICELAND SAINT LUCIA MYANMAR NORWAY REUNION SLOVENIA TONGA SAINT VINCE.
AUSTRIA CANADA DENMARK GHANA HAITI ITALY LIECHTENST. MONGOLIA NIVE ROMANIA SVALBARD A. TURKEY VIET NAM
AUSTRALIA COCOS (KEEL. ALGERIA GIBRALTAR HUNGARY JAPAN SRI LANKA MONTSERRAT NEW ZEALAND RUSSIAN FED. SENEGAL TRINIDAD AN. VANUATU
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Ongoing Improvements

e Reached out to all ccTLD administrators over email for latest updates.

o Actively updating database with latest information.

e Automate the detection of operational status using SecSpider.

e Fill the gaps in the database (if any) using the SecSpider data.

e Display more information and statistics for each ccTLD.

e Improving monthly emails to include brief explanation on what has changed from the
previous roll out of email.

e Augmenting with resolver-side visualization from DNSSEC Views.

e Revamping dnssecviews web service to provide better functionality.
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THANK YOU!

REACH OUT TO ME FOR QUESTIONS
OR FOR FOLLOW UP!
KSURABHA@GMU.EDU
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