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OUR GOAL

For CIRA to understand the utility of digital credentials

• Have a sandbox that others at CIRA can use to 

understand Digital Identity & its applications

• What Digital Wallets are

• How they could be used at CIRA for a Business Process

• Are there other areas within CIRA that would benefit from 

this type of solution?

• Share these insights internally at CIRA & the community
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OUR USE CASE

Canadian Presence Requirements (CPR)

Business Process to keep .CA domain Canadian

• To register a .CA domain name and brand your 

website as proudly Canadian, you need to fulfill the 

Canadian Presence Requirements (CPR)

• This means you must demonstrate a connection to 

Canada by selecting a CPR category, such as 

being a Canadian citizen, permanent resident, or 

corporation registered in Canada.

• 18 Canadian Presence Requirements (CPR)

• CIRA Policies, Rules & Procedures Version 1.3

https://www.cira.ca/legal-policy-and-compliance/canadian-presence-requirements
https://www.cira.ca/policy/rules-and-procedures/canadian-presence-requirements-registrants
https://static.cira.ca/policy/canadian-presence-requirements-for-registrants.pdf?VersionId=N5DKCs4uzkTlAamNs35Rn6fMBHOP0MTl
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• Canadian citizen

• Permanent resident

• Indigenous peoples

CANADIAN PRESENCE REQUIREMENT

• Corporation

• Trademark registered in Canada

• Association

Individuals Non-individuals

Keeping .CA Canadian
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IN REAL LIFE – PAPER / FAX / (NOT EMAIL ;) /  SECURE CHANNEL

Canadian Govt. Issuer

Ontario Drivers License

Physical Wallet

Verifier

Registrant

CIRA CANADIAN PRESENCE 

REQUIREMENT

Canadian Govt. Issuer

Passport

Canadian Govt. Issuer

British Columbia Drivers License

Issuance of 

credentials

(i.e. Paper/Plastic) 

We ensure:

Nationality = Canadian

Or

Residence = Canada

Proof request to 

Registrant

Registrant presents 

proof of CPR

Business License VC 

Indian Status Card VC 

Birth Certificate VC 

Passport VC 

Trademark VC 

MANUAL PROCESS
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A registrant can prove they are Canadian via digital 
credentials

The issuer can be verified in a Trust Registry 
via the DNS

Proof of Concept

- Success -
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CANADIAN-BASED TECHNOLOGY PROVIDER SPECIALIZING IN DIGITAL TRUST SOLUTIONS USING 
OPEN STANDARDS, OPEN-SOURCE CODE, AND SELF-SOVEREIGN IDENTITY (SSI) PRINCIPLES

Trusted by:

message

Layer 1: Trust Support

pass confid custody discover features

Layer 3: Trust Tasks

manage co-tasks ask trust registry

issue cred present proof

negotiate

pay bind biometric consent vote

ack

introduce

Layer 4: Trust Applications and Ecosystems

Layer 2: Trust Spanning 
Protocol

Supporting 
Systems

verifiable data 
registry

trust registry

Orbit Enterprise Orbit Edge

7

Interop 
Profiles mDL

4VC

VCs
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VALIDATING CANADIAN PRESENCE REQUIREMENT

Verifiable Data Registry 

(decentralized PKI system)

Write Read

Issuance of 

Canadian Presence

Digital Credential 
Proof request to Registrant

Registrant presents proof of 

Canadian Presence to CIRA

Orbit Edge Wallet

VerifierIssuer
(based on Government ID 

Verification)

REGISTRANT

Orbit Edge Wallet



9

CLASSIFICATION:PUBLIC

Copyright © 2022 Canadian Internet Registration Authority (“CIRA”). All rights reserved. This material is proprietary to CIRA, and may not be reproduced in 

whole or in part, in either electronic or printed formats, without the prior written authorization of CIRA.

Using Digital Credentials to Validate Canadian Presence

DEMO

Video Link

https://www.youtube.com/watch?v=W0aFV10iU4w
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ISSUING A VERIFIED .CA DOMAIN DIGITAL CREDENTIAL

Issuance of 

Verifiable Credentials 

Orbit Edge Wallet

Verifier

REGISTRANT

Orbit Edge Wallet

Issuer Verifier

Verifiable Data Registry 

(decentralized PKI system)

Write Read Write

Offers 

Verified .CA Domain

Digital Credential

to Registrant
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1

ISSUING A VERIFIED .CA DOMAIN DIGITAL CREDENTIAL

Defining the value proposition of Verified .CA Domain Digital Credentials…

What is the value of a Verified .CA 
Domain Credentials…

For an enterprise?

Useful to fight fraud?

To the registrar?

To the web hosting company?

To respond to abuse?

To prove control of domain?

Organizational Domain 

Personal Domain →
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Individual 

Registrant

Organizational 

Registrant

Domain Name 

Hosting

Email Server 

Hosting

Social Networks /

Media 

Credential 

Issuance Services

Business 

Verification

Canadian Presence 

Requirement

Verified .CA Domain

LEGEND
Digital Credentials

The Proof of Concept Potential

Trust Registries

Issuers Holders

Verifiers
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Individual 

Registrant

Organizational 

Registrant

Domain Name 

Hosting

Email Server 

Hosting

Social Networks /

Media 

Domain Abuse 

Mitigation

Business 

Verification

Canadian Presence 

Requirement

Verified .CA Domain

LEGEND

Digital Credentials

What is the value of these digital credentials?

That is the question!!

Trust Registries

Issuers Holders

Verifiers

Maybe we need a registrar 

credential before registration?

What other use case comes to mind?

Registrar

New credentials

Registrar Credential
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ENHANCING THE DIGITAL TRUST INFRASTRUCTURE USING DNS & DNSSEC

When an entity is presented with a verifiable claim, 

there are three things they will want to ensure:

That a claim hasn’t been altered/falsified at any point in time

That a claim has accurate representation

That a claim has authority

(Authentication, DID Discovery/mapping within DNS)

(Cryptographic verifiability, Verifiable Data Registries - VDRs)

(Authorization, Trust Registries/trust lists)

?

?
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⬆️ Ongoing work between CIRA and NB ⬆️



16

CLASSIFICATION:PUBLIC

Thank You

https://www.cira.ca/labs

https://northernblock.ca


