
OBFUSCATION
Why We Can’t Have Nice Things



OBFU-WHAAA?

 Obfuscation, like its name

 Is

 About

 Making

 Things

 Hard

 To

 Under

 Stand.



ATTACKER  ADVANTAGE  #1

They Have the Detection Software



ATTACKER  ADVANTAGE  #2

PHP



START  SMALL



WONKY  $ THING



BACK  TO  THE  SHELL



EASY  TO  DETECT



BREAK  IT  UP



STAR  OF  THE  SHOW

create_function



IT’S  A  STRING!



STRINGS  ARE  FUN



EVAL’S  HIDING



PEEK  A  BOO!!



I  SEE  …  YOU?



THE  WHITE  RABBIT



THIS  IS  BAD



VERY,  VERY  BAD.



CHATGPT



CHATGPT BAD.



THE  NEXT  GENERATION
AI  Generated  Malware
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