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Agenda

• Operations Update 
• Root Zone Management System 
• Root Zone KSK Updates 
• ZONEMD 
• Performance at a glance 

• Caretaker designation for .LB 
• Developing our FY2025 Operating Plan and Budget 
• Our annual community survey



Root Zone Management System

• Our portal for TLD managers to submit change requests and interact 
• Ground-up rewrite launched in December 2022 
• Previous code base had 20 year old origins 
• Largely reimplements existing functionality 

• Separated technical check process into a separate module 
• More performant, easier to evolve on an independent track 
• Debug logs available to customers via self-service 

• Enhanced audit logging

Minimum number of nameservers
Pass

Nameservers service consistent data
PassPass

Nameservers are in multiple networks
Pass

Nameservers answer authoritatively
Errors

Technical Test Results
Debug log



Root Zone Management System (2)

• Key change is a new contact model 
• Administrative and Technical Contacts separated 
• Now are only public facing points of contact in WHOIS etc. 
• New “authorizer” or “user” concept, fully configurable by TLD 

manager with privilege grants, granular to job responsibility

Administrative Contact
Listed in public WHOIS1

2

3

Approves change requests
Must be in country (ccTLDs)

Technical Contact
Listed in public WHOIS1

2 Approves change requests

New Flexible Model

Administrative Contact
Listed in public WHOIS1

2

3

Public information only,
not used for authorisation
Must be in country (ccTLDs)

Technical Contact Authorising Contacts
Not published (managed via
RZMS)

1

2 Approves change requests

Listed in public WHOIS1

2 Public information only,
not used for authorisation

One or more (no fixed number)
Must be persons (no role
accounts)
Stronger identity controls
Flexible threshold approval
options
In-country requirements?

Transition process



Root Zone Management System future work

• Multi-factor authentication 
• TOTP, WebAuthn 
• Adopted SSR2 recommendation 
• Difficulty is not technological but operational procedures 
• Implement enhanced “know your customer” procedures 

• Pass/fail/warn technical checks 
• Provides flexibility to warn of conditions that TLD manager can self-

dismiss, rather than blocking a change request 
• Health checks 
• Proactively monitor TLDs, notify of issues to be remedied 
• Root Zone update study recommendation 

• Evolution of preliminary API 
• Implement feedback to first iteration; add sandbox



Root Zone KSK

• Algorithm Rollover Study 
• Community convened activity to develop requirements to update the 

cryptographic key in the Root Zone 
• Draft findings now seeking public comment 
• https://www.icann.org/en/public-comment/proceeding/draft-report-

of-the-root-zone-dnssec-algorithm-rollover-study-19-10-2023 
• Ongoing activity to replace Trusted Community Representatives 
• Always seeking new qualified candidates 
• https://iana.org/tcr root
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https://www.icann.org/en/public-comment/proceeding/draft-report-of-the-root-zone-dnssec-algorithm-rollover-study-19-10-2023
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Root Zone KSK (2)

• 2nd Key Rollover and HSM Replacement 
• We’ve embarked on the 2nd ever replacement of the key 
• Highly orchestrated event, propagation to all validators through 

vendor updates etc. 
• Stalled due to the need to replace our hardware security modules, will 

restart soon and regenerate a new key 
• Community work on algorithm rollover requirements for public comment 

soon (e.g. elliptic curve algorithm)
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ZONEMD

• New record in the root zone, provides a checksum that allows software to 
confirm they’ve received a complete uncorrupted version of a root zone 
• Helps implementers of local root zones, e.g. hyperlocal technique 

• Provisionally added to root zone in September in an unverifiable format 
• Shake out any software issues before full production release 
• Some implementers did run into problems 
• https://blog.cloudflare.com/1-1-1-1-lookup-failures-on-

october-4th-2023/ 
• IANA too! Some of our internal tools needed some updates 

• Planned to launch full production use on December 6

https://blog.cloudflare.com/1-1-1-1-lookup-failures-on-october-4th-2023/
https://blog.cloudflare.com/1-1-1-1-lookup-failures-on-october-4th-2023/


Performance



Performance (2)

https://iana.org/performance

• Performance reporting against SLAs 

• Post-transaction surveys 

• Annual surveys 

• Community reviews



Caretaker designation for .LB

• Recently, IANA removed the ccTLD manager and administrative contact  
• Update made as a consequence of two factors: 
• Existing listed manager relinquished all responsibility 
• Existing administrative manager had passed away 

• We put placeholder text in “caretaker operations” with IANA contact 
details 
• Our database doesn’t allow a record to exist with an addresses so 

these are surrogate values, and allow us to respond to any questions 
about its status. 

• Some precedent in this approach



Caretaker designation for .LB (2)

• Prior to the change, IANA: 

• Established ground truth and confirmed these factors 

• Consulted with relevant parties in the appropriate action, including ccNSO 
leadership, GAC representative, and other directly involved parties 

• Gained permission from ICANN under the auspices of the IANA Naming 
Functions contract 

• IANA has NOT taken over any responsibility as a result of this action — it 
continues to function as it did prior to the change 

• An informal group of people involves in .LB’s operations prior to the death of 
the administrative contact continue to operate the domain 

• IANA maintains contact with them to ensure ongoing day-to-day operation 
of the domain, and this is not considered at risk 

• IANA is helping foster local work to identify a local successor manager that 
meets policy requirements.



Caretaker designation for .LB (3)

• Activity has been memorialized through an exchange of 
correspondence between IANA and ccNSO 

• IANA suggested there is an opportunity to review this as a case study 
for potential future ccNSO work, ccNSO responded inviting IANA’s 
participation in exploring the issues 

• Subsequently IANA has worked with a small ccNSO ad-hoc team in the 
lead up to ICANN 78

 

 
 
 
 
13 July 2023 
 
 
Alejandra Reynoso 
Chair, ICANN Country Code Name Supporting Organization 
 
 
Establishment of a caretaker designation for top-level domains in the root zone 
database 
 
 
Dear Alejandra, 
 
In performing our responsibilities for managing the root zone, we’ve become aware of an 
operational situation in a country-code top-level domain that requires us to act and we 
wanted to inform you about. 
 
In the case of the .LB domain, the ISO 3166-1 alpha-2 designation for Lebanon, the current 
ccTLD manager is the American University of Beirut (AUB). AUB has made representations to 
IANA that AUB has no ongoing role or responsibility for the domain, and we are satisfied 
through our investigations that this is the case. Further, AUB has requested to be removed 
from IANA’s records so that AUB is no longer listed in the IANA database as the manager for 
.LB. This presents a challenge as IANA does not have a successor organization to appoint in its 
place. IANA’s current operational procedures and the existing policies on ccTLD transfers 
assume a qualified successor organization will be available for appointment. 
 
The situation for the .LB domain is complicated by the fact that IANA understands that day-
to-day operations of the .LB domain were being performed by Nabil Bukhalid, a former AUB 
employee. He had been working to establish a successor arrangement but passed away 
earlier this year. Associates of Bukhalid have continued to manage the domain on an informal 
basis since that time. 
 
In order to honor the request of AUB and to better reflect the operational reality of .LB, IANA is 
establishing a “caretaker” designation in the root zone database for this domain. This 
designation will signal that there is an extraordinary and temporary operational situation. 
IANA will identify .LB as in caretaker status and remove the designation of AUB as the 
domain’s manager, as well as removing the designation of Bukhalid as the administrative 
contact. IANA will continue to work with Bukhalid’s known associates to ensure the ongoing 

To: Kim Davies, Vice President ICANN IANA Services, President PTI

Date: 02 August 2023

Dear Kim,

Thank you for your letter dated 13 July 2023. I have shared it with my fellow Council

members and we had a preliminary discussion on 20 July 2023.

At that meeting we concluded that as ccNSO or ccNSO Council we do not have a

formal role with respect to the specific case of .LB, other than expressing our

appreciation to you for informing us.

We also agreed to look further into the possible gaps in policies and/or practices that

apply to ccTLDs, and if so discuss at a later stage whether the ccNSO has a role to play

to bridge any identified gaps, and in that case how.

As we are at a preliminary phase of our discussion we would appreciate it if you

would be willing and available to provide additional information on the situation

identified in your letter or related ones.

Alongside such specific examples, we would also invite you to share any analysis you

have at hand about any issues with the global policies that apply to ccTLDs within

ICANN - for example, any gaps in the framework, any issues not clearly dealt with - as

input for the ccNSO Council’s consideration of any subsequent work.

Any such analysis would be treated as working input by the Council, not treated as

IANA, PTI or ICANN advancing a position on the matters included. We note this to

encourage your ‘free and frank’ sharing of any information or perspective with us.

Thank you, kind regards,

Alejandra Reynoso

ccNSO Council Chair

1/1



Caretaker designation for .LB (4)

• For us, .LB represents a specific unorthodox case of a more general 
problem — IANA data drifting from reality, and limited motivation and 
or remedies to keep it up-to-date. 

• Most policies and procedures assume ccTLD managers will always 
follow best practice and actively keep records up-to-date 

• Reality is a lot murkier, and the current approach promotes poor data 
quality in the root zone database. 

• We are looking forward to supporting a broader discussion on where 
we should be aiming to be, and what policy and procedural evolution is 
necessary to support that.



Operating Plan and Budget 
for FY2025 
Marilia Hirano

15



FY25 and Beyond

◉ PTI Bylaws changes approved in August 2023:  
○ Extended current PTI Strategic Plan to end FY25. 
○ Aligned the PTI Strategic Plan period to ICANN's: FY26-FY30. 
○ Aligned PTI's Operating Plan & Budget process to ICANN's. 

◉ FY25 PTI OP&B key priorities: 
○ Continue to evolve RZMS, focusing on: 

• Identify new types of TLD technical issues, and allow low severity issues to be self-
dismissed by the customer without the need for IANA staff intervention. 

• Implement passwordless authentication using new web authentication standards (e.g. 
passkeys) 

○ Providing Root Zone DNSSEC management enhancements. 

• Review the recommendations from the algorithm rollover study and coordinate 
implementation with the multistakeholder communities.  

• Recommence the procedure for the next Key Rollover using next generation hardware 
security modules. 

○ Ongoing significant operational improvements to the iana.org website. 

CALL TO ACTION: Participate in the FY25 OP&B Public Comment from 12 December 2023 - 11 
February 2024



We need your feedback!

• Each year we conduct a broad survey with community stakeholders. 
• Help the IANA team identify areas of focus for the upcoming year by 

filling out a brief survey. 
• A couple minutes of your time will greatly help us!



Thank you!


