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“Help ensure a 
stable, secure, and 

unified global 
Internet"

“Build a trusted 
internet for 
Canadians”

“Enable trusted 
digital interactions”
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?

Secure Connection

SSL/TLS Certificate

Unknown Entity
Unknown Intentions
Unknown Authority

SSL/TLS certificates ensure encryption but do not verify 
the entity's integrity or intentions.

There is a missing trust layer on the internet
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In an effort to help enable ‘Digital Trust’, global 
governments are investing in Digital Credential programs

Canada

• While a few provinces (BC, ON, AB) 
are more advanced in their digital 
ID journey, federally, Canada has 
lacked an approach

• In 2022, we saw increased federal 
focus on Digital credentials, however 
budget 2023 has signaled a downshift 
in momentum

• Bodies like DIACC, SCC, Digital 
Governance Council, Joint Councils 
continue to advance the topic

UK

• Beta version of UK 
Digital Identity & 
Attributes Trust 
Framework

• 3 phases of 
consultation

• Use cases: Digital right 
to work, rent, and 
criminal record checks

EU

• Building on the eIDAS framework, with the aim of giving at least 80% of        
citizens the possibility to use a digital identity to access key public services 
by 2030

• EBSI - An initiative of the European Commission and the European Blockchain 
Partnership 

• Currently 19 digital identification systems are used by 14 Member States, 
covering almost 60% of the population

• Use cases: Self-Sovereign Identity model, Social Security Use Case, Educational 
Credentials (Multi-university pilot)

India

• Aadhaar is the largest national 
biometric digital identification 
program in the world, with over 1.2 
billion registered users.

• Use cases: eKYC, Unified Payments 
Interface (UPI), eSign, Public Distribution 
of Service, Social Pension, Employment 
Guarantee, Enrollment to School, 
Healthcare

Australia
• Trusted Digital Identity 

Framework and 8+ policies
• 3 phases of consultation
• Use cases: Starting a new 

business, digital identity for 
regional families

Singapore

• Singpass, Singapore 
Government’s trusted 
digital identity allows 
Singaporeans access to 
over 2,700 services by 
over 800 government 
agencies

Estonia

• Estonia pioneered the digital ID 
implementation with a centralized 
approach and later transitioned to 
a decentralized ecosystem

• 99% public services available 
as e-Services

• Use cases: e-KYC, e-Banking, 
Digital Signatures, e-Voting, 
e-Residency, e-Services 
Registries, e-Business Register, 
e-Health Record, e-Prescription, 
e-Ambulance

Ukraine

• In September 2022, the Diia App simplified 25 public 
services and digitized 16 documents. 

• The Ministry of Digital Transformation aims to make 
100% of all public services available online by 2024

• Use cases: Issuing license and permits, business 
registration, vaccine certificates. KYC, compliance, 
Public service access

USA

• NIST Digital Identity Guidelines
• Mobile Drivers License
• Ident (Visitors); eCBSV 
(Name+SSN+DOB Matching)

• Trust Framework Governance
• Notably, Utah is launching a 
VC/blockchain solution in 2023

Digital Identity 
Ecosystems
Gartner predicts over a third of 
national governments will offer 
citizens mobile-based identity 
wallets by 2024. Governments 
are facing new responsibilities in 
emerging digital identity 
ecosystems, with expectations to 
ensure trust, innovation and 
adoption across sectors and 
borders. To achieve this, 
governments must make 
high-assurance digital identity 
easy to obtain and relevant for 
diverse target groups of end users 
and service providers.

Note: I borrowed this slide to showcase global adoption of digital credentials. Its contents may be outdated and inaccurate. 5



Digital Credentials as a Tool for Digital Trust 
(Based on Open Standards and Open Source Code)

Issuer Holder
Verifier

Verifiable Data 
Registry

Decentralized 
Identifier (DID)

Decentralized 
Identifier (DID)

Verifiable 
Credentials (VC)

Decentralized 
Identifier (DID)

Verifiable 
Credentials (VC)

PKI, schemas, metadata, revocation registries 6



When any entity is presented with a claim, there are three 
things they want to ensure:

= technical trust

= human trust

That the claim hasn’t been falsified at any 
point in time                                      (cryptographic 
verifiability)
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That the claim has accurate representation   
(authentication)

That the claim has authority            
(authorization)

1

2

3 = human trust

Requires domain-specific governance



Trust Registries - In The Context 
of Digital Credentials
Contain information about who is authorized and 
trusted to issue or verify digital credentials

● Enable entities to seek 
authoritative information as 
inputs for making trust 
decisions.

● Trust registries are governed 
by domain-specific 
authorities

Issuer

Holder

Verifier

Verifiable Data 
Registry Trust Registry

1 2 3
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Trust registries provide valuable 
digital trust inputs independently 
of digital credential ecosystems

Technical Trust Human Trust



The internet's missing trust layer stems from a lack of 
authoritative attribution, which Trust Registries aim to address.

Entity  → Identifier(s)  → Claim(s)
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Attribution:

Entity  → Identifier(s)  → Claim(s)

Company  → Phone Number  → Nature of Business

Plumbing Services Inc.  →  (123) 123-1234  →  Plumbing Services

Example 1
Trust Registry

10



Attribution:

Entity  → Identifier(s)  → Claim(s)

Country → CSCA Public Key Certificate → Authority to Issue Travel Documents

Country of Examplestan → CSCA Public Key Certificate XYZ123 → Authorized to 
Issue Passports and Other Travel Documents for Examplestan

Example 2
Trust Registry
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This Beta version,

● Enables anyone to create any new trust registry through a web interface
● Enables every trust registry to possess a Decentralized Identifier (DID) that is 

anchored in DNS records signed with DNSSEC
● Allows the administrator to manage registrant entries and update registrant entry 

states in an append-only manner
● Enables the trust registry to be published onto a public website for discovery 

purposes
● Enables the trust registry to be queried from third-party applications
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https://trustregistry.nborbit.ca/

https://trustregistry.nborbit.ca/


Demo Example Trust Registry: https://g-car.trustregistry.nborbit.ca/ 

Example 3
Trust Registry Decentralized 

Identifier (DID)

Attribution:

Entity  → Identifier(s)  → Claim(s)

ccTLDs → DIDs, Website, Emails → Authorized TLD Issuers

CIRA → did:sov:2amTTg45vZKGRQ8SqaWNjx & cira.ca → 
Authorized to issue verified .CA digital credentials
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* Could be ICANN, ccNSO, this is just an example of a list of ccTLD that issue verified domain 
credentials back to registrants...

https://g-car.trustregistry.nborbit.ca/


Demo Example Trust Registry: https://c2pa-companies.trustregistry.nborbit.ca/

Decentralized 
Identifier (DID)

Attribution:

Entity  → Identifier(s)  → Claim(s)

Media Outlet → DID & Website → Verified Content Creation

Thomson Reuters → did:web:reuters.com & 
https://www.reuters.com/ → Authorized to Publish News Articles 
under the Thomson Reuters Brand

Example 4
Trust Registry
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https://c2pa-companies.trustregistry.nborbit.ca/
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Summary: How Trust Registries Prevent Fraud, Scams, 
and Abuse

By providing a comprehensive framework for digital signatures, enhancing the verification of 
trust online with necessary context.

1

By ensuring that digital signatures accurately represent endpoints, bridging the gap in context 
and authenticity in existing systems.

2

By offering a broader solution to internet trust issues beyond digital credentials.3

Content authenticity and the broader trust problem on the internet could drive quicker adoption 
of trust registries.

4

Can be deployed independently by a single entity without full ecosystem support.5

The decentralized internet requires a trust layer that maintains its ethos.6

Necessitates multiple centralized governing authorities for high-integrity, verifiable information.7



Demo Example Trust Registry: https://canada-ror.trustregistry.nborbit.ca/

Example 5
Trust Registry Decentralized 

Identifier (DID)
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did:web:canada-ror.trustregistry.nborbit.ca

https://canada-ror.trustregistry.nborbit.ca/
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https://docs.google.com/file/d/1BTsATiXyKoS1jD0cHRjK6plUaKF4XRr-/preview
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https://docs.google.com/file/d/1m7XblspgDhdvmt7hjtiJIDqC2c1Q7psz/preview


Mathieu Glaude
Founder and CEO

mathieu@northernblock.io
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https://trustregistry.nborbit.ca/

Join us in our mission 
to establish more trust 

on the internet.

mailto:mathieu@northernblock.io
https://trustregistry.nborbit.ca/

