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Today
● Compass
● NetBeacon
● Other updates 
● Any other questions ?
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Compass 
● 19 Months of public Aggregate 

Data
● 9 Months of Specific Reporting 
● Individualized Dashboards 
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https://dnsabuseinstitute.org/dnsai-compass/
https://dnsabuseinstitute.org/dnsai-compass/
https://dnsabuseinstitute.org/new-compass-dashboards/


Compass 
● Which enables: year on year 
● Can we see overall trends yet?
● Issue specific: Measuring the impact of the 

contract amendments?
● Commentary v Observed Data
● Movement in the concentration of DNS 

Abuse
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https://dnsabuseinstitute.org/measuring-icann-dnsabuse-amendments/
https://dnsabuseinstitute.org/measuring-icann-dnsabuse-amendments/


Phishing 
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Malware 
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Mitigation: 2023
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Typically: ~ 70-80% mitigated
Note: includes compromised and malicious 



Measuring the Amendments
● Rates of DNS Abuse?
● Concentration rates?
● Abuse mitigation rates for maliciously 

registered domain names?
● Speed of mitigation?
● Malicious registrations vs. compromised?
● Migration to ccTLDs? Subdomains?
More on this soon…
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Compromise

Typically:

~ 30% phishing 

~ 50-80% 
malware 
distribution 



How SSAC can help?
● What data would you prioritise in making 

public?
● How would you measure  the impact of the 

amendments?
● Sharing Compass reports
● General Education: e.g. malicious v 

compromised 
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NetBeacon 
● ~15,000 reports in 2023
● Direct-to-ccTLD integration

○ .co, .uk., .au, .de, .nz, .eu, .pl, .ch, .li, .to
● New Registry dashboard interface 

○ Insights into who is reporting what, for 
which of registrars
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NetBeacon: How SSAC can help? 
● Spreading the word
● Introducing us to potential reporters / 

sources of enrichment 
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Events & Other Updates
● DNS Abuse Workshop, 9 May, Paris 

○ Register
○ Draft agenda 

● Tracing DNS Abuse through GAC 
Communiques including SSAC115

● Measuring Abuse Is Difficult blog and 
report 
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https://www.icann.org/cpsummit
https://www.icann.org/en/system/files/files/cp-summit-draft-agenda-combating-dns-abuse-workshop-09feb24-en.pdf
https://dnsabuseinstitute.org/gac-communiques-and-community-activity-on-dns-abuse/
https://dnsabuseinstitute.org/gac-communiques-and-community-activity-on-dns-abuse/
https://dnsabuseinstitute.org/measuring-dns-abuse-is-difficult/

