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About me

I'm a student pursuing a unique dual degree combination -
Data Science at IIT Madras and Cybersecurity at National
Forensic Sciences University, Delhi.
I'm passionate about where AI meets security, and love
exploring how modern tech can make our digital world
safer.



www.google.com

DNS (Domain Name System) Basics 
Translates human-readable names into IP addresses
Example: www.google.com ➜ 142.251.33.110
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Vulnerabilities in DNS

Data corruption during transfers between servers and
resolvers
No built-in validation mechanisms

Exploitable resolver implementations
Cache pollution risks
Long-term corruption persistence

Compromised transactions between primary and
secondary servers
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DNS Attacks
DNS Spoofing

Method:  DNS Amplification

DNS Based Malware DDOS using DNS

Method: DNS Cache Poisoning

Redirects users to fake sites by
corrupting DNS resolver cache

with malicious IP addresses.

Exploits DNS queries to create
covert communication channels

for data theft and malware control.

Overwhelms targets by using DNS
servers to multiply attack traffic
(small query → large response)

Method: DNS Tunneling
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DNSSEC (DNS Security Extensions) Basics
DNSSEC makes sure that the responses to the DNS queries are from the correct source
Adds cryptographic signatures to DNS records
"Like adding a digital seal of authenticity to DNS data"
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Mitigation Strageties
Prevention

Detection

Response

DNSSEC

Traffic Monitoring
Pattern Analysis
Packet Analysis:                

Deep Packet Inspection        
Protocol Analysis             
Header Examination

Filtering
Rate Limiting

DDOS Using DNS

DNS Spoofing

DNS Based Malwares 

Implement DNSSEC
Use random transaction IDs
Query port randomization

Monitor DNS query patterns
Implement DNS filtering
AI-based anomaly detection

Response Rate Limiting (RRL)
Anycast DNS infrastructure
Traffic filtering



Using LLM for Real-Time Network Analysis

Real-time pattern recognition in DNS queries and responses
Ability to learn and adapt to new attack patterns
Natural language processing for threat intelligence
Automated correlation of multiple data sources
Predictive analysis of potential threats

Intelligent classification of DNS queries
Context-aware blocking decisions
Dynamic rule generation based on emerging threats
Behavioral analysis of DNS traffic patterns
Automated response to identified threats

Benefits of LLM Integration:

Advanced Filtering & Response:
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LLM labels 'definitely-not-suspicious.cc' as malicious with a 0.90 risk score, while legitimate domains
like 'googleapis.com' receive low risk scores (0.10) and are properly categorized as API endpoints.

Auto Blocking Malicious IPs

Showing Security Alerts



Any Questions ?

Source: xkcd


