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NetBeacon Reporter

e Reached 50K Reports

e Mitigation Monitor: Reporters can now track the status of their
submissions. Most requested feature.

e Automatic Reporting to Hosts: Simultaneously sends all
reports of DNS Abuse to the associated hosting providers.

e ccTLD Integration: ccTLD registries receive and manage
reports in line with their local policies and processes. 15
ccTLDs, including: de, uk, eu, br, nz and ca.

Thanks to CleanDNS for building NetBeacon Reporter.


https://netbeacon.org/netbeacon-reporter-introduces-new-features-as-it-reaches-50000-dns-abuse-reports/
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Feature

URL Status

Content Size

ClientHold / ServerHold

Nameservers

Registrar

Source IPs

Content Fingerprint

ort Monitor

Report Monitor

MOST RECENT CHECK
2024-11-05 21:26:58
NITOR STATUS

Halted: domain on hold
Original Value
200
1230
no
liz.ns.cloudflare.com, nicolas.ns.cloudflare.com
NamesSilo, LLC
104.21.81.193, 172.67.190.150, 2606:4700:3035::6815:

9c9b12547a9fb5c59db9951dd 1edecOe

N/A N/A
ME BETWEEN FIRST CHECK AND HA

3 hours, 1 minute

Current Value

502

ServerHold

liz.ns.cloudflare.com, nicolas.ns.cloudflare.com
NameSilo, LLC

n/a

9c9b12547a9fb5c59db9951dd 1edecOe

Change Timestamp

2024-11-05 21:26:58

2024-11-05 21:26:58

2024-11-05 21:26:58

N/A

N/A

2024-11-05 19:26:58

N/A
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Referrals

Report was also sent to IP abuse contact rir-abuse@cisco.com at 2024-11-08T09:27:30.488Z.




NetBeacon MAP

e New Brand: Monthly Analysis

e Bite size analysis on topics
1 Year of registrar abuse
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Monthly Analysis
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https://netbeacon.org/reflections-on-a-year-of-publishing-registrar-and-tld-abuse-rates/
https://netbeacon.org/reflections-on-a-year-of-publishing-registrar-and-tld-abuse-rates/
https://netbeacon.org/how-did-the-closure-of-freenom-impact-dns-abuse-across-the-tld-ecosystem/
https://netbeacon.org/phishing-attack-trends-2/
https://netbeacon.org/phishing-attack-trends-2/
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Measuring the Amendments

Initial focus:

e Malicious mitigation rates per registrar & TLD

e Requires insight into ups & downs at the granular level,
not just aggregate

e Mitigation speed for DNS level malicious mitigation

Future: Composition of type of abuse, moving outside the
ecosystem? Linking of TLD - RR mitigation rates?
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How can SSAC help?

Help us understand your needs re abuse

Spread the word - all our “products” are free!
Introduce us to commercial abuse reporters

Sign up to our newsletter, support our social posts so

others see our activity (LinkedIn, X)

Sign up to receive updates Enter Your Email Subscribe

Stay up-to-date with the Institute and happenings across the industry E—— SRRy I ont f z d Condi
y submitting my rm or erms and Conditions

in an effort to combat DNS Abuse. NetBeacon Institute to se my per Id t
D ncluding e mal nd name, to pro d m wﬂhth
requested updates



https://netbeacon.org/
https://www.linkedin.com/company/netbeacon-institute/?
http://twitter.com/dns_abuse

