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Introduction to DNS and DNS Security
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DNS Security -
INn Asia

Current Landscape: *

«*DNS security adoptlon
varies S|gn|chantIy.

across the regions _ ‘
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Importance of DNS
Security for Asia’s
Digital Ecosystem

 Asiais Home to Over 50% of
Global Internet Users

« DNS-Based Attacks Lead to
Major Disruptions: In 2020, a
DNS attack in Malaysia caused

significant e-commerce downtime.

» Uninterrupted Access: DNS
security is vital for ensuring trust
and preventing financial losses.

Asia Has the Largest
Percentage of
Internet

Asia has the largest percentage of Internet users
by continent/region.

16.9% in
Europe
3.9% in the
Middle East

50.3% in Asia

0.6% in
Oceania and
LUS{ELE]

10.1% in
Latin America
and the
Caribbean




Major DNS Security
Challenges

DNS Spoofing/Cache Poisoning: =
Attackers redirect traffic to malicious 7 e— D —

WebSIteS Injects fake 3 Fake websité
- - - - DNS entr .
DDoS (Distributed Denial of Service): "l S
to fake ebsite

Overloading DNS servers disrupts internet
services.

Issues request

Lack of DNSSEC Adoption: DNSSEC is to real website
not widely implemented, leaving e e
vulnerabilities.

Inconsistent Regulations: Differing levels
of regulatory oversight in countries.



Why DNSSEC Is
Crucial

« DNSSEC (DNS Security
Extensions)

* Current Adoption in Asia is
Low: Barriers include
awareness, cost concerns, and
perceived complexity.

« Benefits: Would significantly
reduce DNS-based attacks.

AP ccTLD DNSSEC Status on 2021-06-14

Experimental (4)
Announced (1)
| Partial (0)
DS in Root (21)
[l Operational (26)
DS Automation (0]




ICANN’s Role in
Enhancing DNS
Security

ICANN’s Role in Enhancing DNS Security

* ICANN has been actively building DNS
security capacity in Asia through
workshops, consultations, and partnerships
with governments and organizations (e.g.,
APTLD, DAAR).

« However, more targeted efforts are needed
to meet growing digital demands and
mitigate evolving threats.




Recommendations for ICANN to

Enhance DNS Security In Asia

Expand DNSSEC
Adoption Programs

Scale Capacity-
Building Efforts

@




Conclusion

Reinforce the importance of DNS security: It's essential for protecting Asia’s
digital economy and infrastructure.

Highlight DNSSEC adoption as a key solution: It mitigates the risks of DNS-
based attacks and provides a foundation for stronger security.

Emphasize the role of ICANN: Through its workshops, partnerships, and
technical support, ICANN is pivotal in driving change across the region.

Call to action: Encourage all stakeholders—governments, businesses, and
ISPs—to collaborate and take decisive action to strengthen DNS security.




	Slide 1: Enhancing DNS Security in Asia: Strengthening Resilience for the Digital Future
	Slide 2: Carrisa Tehputri, BA, MIA
	Slide 3: Introduction to DNS and DNS Security
	Slide 4: Status Quo of DNS Security in Asia
	Slide 5: Importance of DNS Security for Asia’s Digital Ecosystem
	Slide 6: Major DNS Security Challenges
	Slide 7: Why DNSSEC is Crucial
	Slide 8: ICANN’s Role in Enhancing DNS Security
	Slide 9: Recommendations for ICANN to Enhance DNS Security in Asia
	Slide 10: Conclusion

