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https://www.federalregister.gov/executive-order/14144


Outline

•History – of the prior work
•What’s in this EO
•Cover 3 of the 9 topics
•Supply chain, securing existing systems, 
protecting communications

•Timeline
•Speculation (no point in asking me 
questions!)
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A brief history
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May 2021

•EO 14028

Feb 2022

•SSDF 1.1

March 2024

•Secure 
Software 
Development 
Attestation

May 2024

•Secure by 
design pledge

Jan 17, 2025

•EO 14144



EO 14028 – summary from 
GSA.gov
• Requires service providers share incident and threat information

• Moves the Federal government to secure cloud services, zero-trust 
architecture, and mandates deployment of MFA and encryption 

• Establishes baseline security standards for development of software sold 
to the government, including requiring developers to maintain greater 
visibility into their software and making security data publicly available.

• Creates a standardized playbook for cyber incident response 

• Improves the ability to detect malicious cyber activity on Federal 
networks by enabling a governmentwide endpoint detection and 
response system and improved information sharing within the Federal 
government.

• Creates cybersecurity event log requirements 

• Requires amendments to the FAR to align with requirements in the EO.
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NIST SSDF 1.1 - Recommendations for 
Mitigating the Risk of Software Vulnerabilities
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Organizations should ensure that 
their people, processes, and 
technology are prepared to 

perform secure software 
development.

Organizations should protect all 
components of their software 

from tampering and 
unauthorized access.

Organizations should produce 
well-secured software with 

minimal security vulnerabilities in 
its releases.

Organizations should identify 
residual vulnerabilities in their 
software releases and respond 
appropriately to address those 

vulnerabilities and prevent 
similar ones from occurring in the 

future
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Secure 
Software 
Development 
Attestation
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March 11, 2024, CISA 
published the SSDA form and 
repository for the forms

Forms must be signed by CEO 
or designate

Criminal penalties for false 
or misleading statements



Secure Software 
Development Attestation

1. Sw is developed and built in a secure 
environment

2. “good-faith effort to maintain trusted 
source code supply chains”

3. Automated testing, check for 
vulnerabilities, vulnerability handling 
process
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Secure by Design Pledge

Multi-factor authentication

No default passwords

Reduce classes of vulnerabilities

Increase uptake of security patches

Publish vulnerability disclosure process

Transparent CVE reporting

Facilitate intrusion detection (e.g. logs)
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EO 14144 – Jan 17, 2025
Strengthening and Promoting 
Innovation in the Nation's Cybersecurity
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The 
sections 
of the 
document 
are 

1.Policy.

2. Operationalizing Transparency and Security in Third-Party Software 
Supply Chains.

3. Improving the Cybersecurity of Federal Systems.

4. Securing Federal Communications.

5. Solutions to Combat Cybercrime and Fraud.

6. Promoting Security with and in Artificial Intelligence.

7. Aligning Policy to Practice.

8. National Security Systems and Debilitating Impact Systems.

9. Additional Steps to Combat Significant Malicious Cyber-Enabled 
Activities



2. Software Supply Chain

1. Require SSD attestations, with 
artifacts (proof) and a list of Federal 
customers

2. Implement … SSDF

3. Deploy patches securely

4. Supply chain risk management

5. Open source standards
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3. Cybersecurity of Federal 
Systems 

1. Improve identity and access 
management
• Pilot e.g. phishing-resistant authentication options

2. Collect and share threat information

3. Requirements for cloud service 
providers

4. Space systems
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Collecting and sharing and 
USING threat information

•Lengthy section

•Many considerations, including 
collaboration, protecting sensitive data, 
more timely sharing of information

•One of the sections with the longest 
timeframe to implement
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Cyber security in space
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4. Securing Federal 
Communications

Implement … strong identity 
authentication and encryption
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BGP Security
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Ensure your IP addresses and AS 
numbers are appropriately 
registered

Publish ROAs with ARIN

Require ISPs to publish ROAs and do 
route validation filtering

… updated guidance on route leak 
mitigation, and source-address 
validation

ROA



Require Encrypted DNS

”…any product that acts as a DNS 
resolver (whether client or server) for the 
Federal Government <should> support 
encrypted DNS”

Does not specify DOH or DoT or DoQ
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Enable Encrypted DNS

“Within 180 days of the date of this 
order, FCEB agencies shall enable 
encrypted DNS protocols wherever their 
existing clients and servers support those 
protocols”

Again, no specifics
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Encrypt email

• Encrypt email messages 
end to end

• Enforce encrypted and 
authenticated transport for 
mail client- server 
communications

• Require at least encrypted 
transport for voice and 
video conferencing and 
move towards E2E 
encryption
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Cryptography threats

•Prepare for PQC

•Protect key 
material (HSMs)
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There 
is 
more

1.Policy.

2. Operationalizing Transparency and Security in Third-Party Software 
Supply Chains.

3. Improving the Cybersecurity of Federal Systems.

4. Securing Federal Communications.

5. Solutions to Combat Cybercrime and Fraud.

6. Promoting Security with and in Artificial Intelligence.

7. Aligning Policy to Practice.

8. National Security Systems and Debilitating Impact Systems.

9. Additional Steps to Combat Significant Malicious Cyber-Enabled 
Activities



Implementation timeline
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April 2025

•Update SSDF

•Minimum 
cybersecurity 
standards for 
contractors

•Begin 
transitioning to 
PQC

•Best practices 
such as HSMs

May 2025

•Standards for 
open source

•Enforce 
encrypted 
transport for 
email

•Publish BGP 
ROAs

July 2025

•Enable 
Encrypted DNS

•Civil space FAR 
requirements

•Require, asap 
adoption of TLS 
1.3

October 2025

•Practical 
implementation 
guidance for 
digital IDs 

January 2027

•require the 
Cyber Trust 
Mark for 
consumer IOT 
devices 
purchased by the 
US Govt

January 2030

•complete 
transition to TLS 
1.3 (!)



Summary
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Use FAR (federal purchasing system) 
requirements to encourage software supply 
chain transparency

Supply 
Cain

Implement recognized best practices for 
improved cybersecurity.

Federal 
Systems

Enhance cyber security & identity systems 
across Federal agencies, organize to 
investigate threat data

Defend

Secure Federal Communications, including 
routing, and encrypt DNS, email and 
voice/video.

Communic
ations 
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• NIST Special Publication 800-218 (Secure Software Development 
Framework (SSDF)

• NIST Special Publication 800-53 (Security and Privacy Controls for 
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25All content © Internet Systems Consortium, Inc.

https://www.federalregister.gov/documents/2025/01/17/2025-01470/strengthening-and-promoting-innovation-in-the-nations-cybersecurity
https://www.federalregister.gov/documents/2025/01/17/2025-01470/strengthening-and-promoting-innovation-in-the-nations-cybersecurity
https://www.federalregister.gov/documents/2025/01/17/2025-01470/strengthening-and-promoting-innovation-in-the-nations-cybersecurity
https://www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity
https://www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity
https://www.cisa.gov/secure-software-attestation-form

	Slide 1: US Executive Order calls for encrypting DNS
	Slide 2: Outline
	Slide 3: A brief history
	Slide 4: EO 14028 – summary from GSA.gov
	Slide 5: NIST SSDF 1.1 - Recommendations for Mitigating the Risk of Software Vulnerabilities 
	Slide 6
	Slide 7: Secure Software Development Attestation
	Slide 8: Secure Software Development Attestation
	Slide 9: Secure by Design Pledge
	Slide 10: EO 14144 – Jan 17, 2025
	Slide 11
	Slide 12: 2. Software Supply Chain
	Slide 13: 3. Cybersecurity of Federal Systems 
	Slide 14: Collecting and sharing and USING threat information
	Slide 15: Cyber security in space
	Slide 16: 4. Securing Federal Communications
	Slide 17: BGP Security
	Slide 18: Require Encrypted DNS
	Slide 19: Enable Encrypted DNS
	Slide 20: Encrypt email
	Slide 21: Cryptography threats
	Slide 22
	Slide 23: Implementation timeline
	Slide 24: Summary
	Slide 25: References

