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ICANN's Efforts: DNS Abuse Mitigation

Program
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Al’s Role in

Strengthening
DNS Security

So how exactly can Al help?
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Al Advancements to the DNS k-
Abuse Mitigation Program

Traditional Methods: Al Methods:
® Manual domain reviews ® Real-time analysis of new
by cybersecurity teams domain registrations
® Blacklists, which are only ® Automated risk scoring for
updated after an attack potentially abusive domains
® Delayed response times ® Faster and more efficient

decision-making
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poVv ould prevent
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Al + Blockchain - The Future of DNS
Security

Decentralized

No single organization
has full control; instead,
decision-making is
shared across multiple
participants

Network Consensus

Changes to data must be
validated by multiple
participants before being
accepted, preventing
unauthorized
modifications

Distributed

Data is stored across
multiple locations, so
even if one part is
compromised, the
system remains secure
and unchanged
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Al should be used alongside human oversight, not as a replacement



Building a Safer
Internet with Al

Key Points:

l.  Alis not just a tool for responding to
DNS threats—it can proactively
prevent them, making the Internet
safer for everyone

2. ICANN and the Internet community

must work together to ensure Alis

~ used responsibly and effectively
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