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Having fun with numbers



23 papers about DNS/Security

Measure- New
ment threats

(x9) (x9)

Detection/
solution (x5)




23 papers about DNS/Security

Measurement of DNS servicing and security (x9)

Of DNS servicing /| DNS data (x6)
* [IMC] Zeros Are Heroes: NSEC3 Parameter Settings In The Wild

 [IMC] Exploring the Ecosystem of DNS HTTPS Resource Records: An End-to-End
Perspective

Measure- New « [IMC] The Roots Go Deep: Measuring'.' Under Change

ment threats * [NDSS] Understanding the Implementation and Security Implications of
(x9) (x9) Protective DNS Services

* [WWW] A Worldwide View on the Reachability of Encrypted DNS Services

. » [ESORICS] From Fingerprint to Footprint: Characterizing the Dependencies in
Detection/ Encrypted DNS Infrastructures

solution (x5)

Of DNS security (x3)
* [IMC] DarkDNS: Revisiting the Value of Rapid Zone Update
* [IMC] Yesterday Once More: Global Measurement of Internet Traffic Shadowing Behaviors

* [WWW] Discovering and Measuring CDNs Prone to Domain Fronting
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23 papers about DNS/Security

New DNS security threats / attack vectors (x9)

DoS leveraging [ targeting DNS (x4)

» [CCS] The Harder You Try, The Harder You Fail: The KeyTrap Denial-of-Service Algorithmic
Complexity Attacks on DNSSEC

» [S&P] DNSBomb: A New Practical-and-Powerful Pulsing DoS Attack Exploiting DNS
Queries-and-Responses

Measure- New » [USENIX] Loopy Hell(ow): Infinite Traffic Loops at the Application Layer
ment threats * [USENIX] CAMP: Compositional Amplification Attacks against DNS

Caching (x2)

» [S&P] TuDoor Attack: Systematically Exploring and Exploiting Logic Vulnerabilities in DNS
Response Pre-processing with Malformed Packets

» [USENIX] A Flushing Attack on the DNS Cache

(x9) (x9)

Detection/
solution (x5)

Delegation and infrastructure (x2)
» [USENIX] Rethinking the Security Threats of Stale DNS Glue Records
» [USENIX] Cross the Zone: Toward a Covert Domain Hijacking via Shared DNS Infrastructure

Others (x1)
» [S&P] Practical Attacks against DNS Reputation Systems 7



23 papers about DNS/Security

DNS detection and solution (x5)

Measure- New
ment threats

(x9) (x9)

Detection/
solution (x5)

[SIGCOMM] Topaz: Declarative and Verifiable Authoritative DNS at
CDN-Scale

[NDSS] Information Based Heavy Hitters for Real-Time DNS Data
Exfiltration Detection

[DSN] Sensitive information leakage prevention in DNSSEC Zone-
Walking - A Practical Solution

[RAID] Blocklist-Forecast: Proactive Domain Blocklisting by Identifying
Malicious Hosting Infrastructure

[RAID] Down to earth! Guidelines for DGA-based Malware Detection



Before digging in...



Measurement:
Obtaining data about the DNS



Getting data about DNS operation

[IMC] Zeros Are Heroes: NSEC3 Parameter Settings In The Wild
Authors: Cordian Daniluk, Yevheniya Nosyk, Andrzej Duda, Maciej Korczynski

RFC 9276: Guidance for NSEC3 Parameter Settings
* Number of additional iterations MUST be setto 0 (zero!)

e SHOULD NOT use asalt

* Recommendations to zones & validating resolvers

Domains

* 15.5M of 302M registered domains enables NSEC3

* 87.8% of them do not comply with RFC 9276

No. of domains (in %)

100 P ———
: Only 12.2% NSEC3-
73 - enabled domains
50 Salt length (in B) have 0 additional
25 : iterations

0 . . . .
0 10 20 30 40 50
No. of add. it. / Salt length (in B}

| Hash Alg. | Flags | Iterations |
| salt Length | satt /
| Hash Length | Next Hashed Owner Name /
s Type Bit Maps /

Validating resolvers
» 78.3% ofresolvers limit # of iterations processed
» 18.4donot accept any additional iterations

__100
Chance of getting N |
SERVFAIL rises when 5 7]

. 5 —— NXDOMAIN
usingmore rounds of = 5. AD-+NXDOMAIN
.. . . a —.— SERVFAIL

additional iterations g
s 251 e
IS |
Z | e————— J

0+ , ' . ' -
0 100 200 300 400 500 ll
No. of add. it.



Getting data about DNS operation

[IMC] Exploring the Ecosystem of DNS HTTPS Resource Records: An End-to-End Perspective

Authors: Hongying Dong, Yizhe Zhang, Hyeonmin Lee, Shumon Huque, Yixin Sun

HTTPS Resource Record (RFC 9460)
: * Clients replace the scheme with “https” when loading “https://@”

* “https://@” supports|QUICland HTTP/1.1 over TLS.

@ 7200 IN HTTPS 1 . jalpn=h3

Server-side deployment (Tranco Top 1M) Client-side (browsers) support
» ~25% by the end of 2024, still growing * Proper failover mechanisms are in need
* Cloudflare remains as the major adopter Chrome Safari Edge
.« e 0s macOS | Windows | macOS | macOS | Windows
. o)
Over 90% are missing DNSSEC Browser Version 120.0.6099 17.2.1 120.0.2210
{apex} ] ] © ] ]
g327 HTTPS RR
%3\—26 Utilization | Pttp//apex} L] L] © ° °
EE 25 https://{apex} [ ® [ J J
g‘n'.' g; AliasMode TargetName || O | O | e | o ] 0
EE — TargetName 0 o) ° e e
Be 22 —— Apex domain with HTTPS RR port o 5 ° 5 5
521 _-i j . .
E e : } . Sub‘domam (www) wn:h HTTPS RR ServiceMode =Ton - . ° . "
Jun  Jul  Aug Sep Oct Nov Dec Jan Feb Mar Apr 12




Knowing how emerging services perform

[WWW] A Worldwide View on the Reachability of Encrypted DNS Services

Authors: Ruixuan Li, Baojun Liu, Chaoyi Lu, Haixin Duan, Jun Shao

Encrypted DNS (DoE) protects privacy, but may not be reachable (e.g., is blocked) sometimes
* DNS-over-TLS (DoT), DNS-over-HTTPS (DoH), DNS-over-QUIC (DoQ)

Resolve IPv4/IPv6 addresses
of DoE domains

¥
DoQ DoH3

|
Port 853 | Port 443

/] N
g;f“::i L ()UIC-VN blocking

2N QUIC blocking

Unblocked

Probe for open DoE resolvers:

* ~1.7k domains (from TLS certificates) point to DoE services
(resolvers using self-signed certs are removed)

Test if encrypted DNS is available from global VPs:

* Most blocking happens at IP layer (can’t even ping), then at TCP
connection establishment (e.g., timeout, connection reset)

* DoE queries fail more from Internet-not-free countries
* DoE queries fail more (~30%) from China, except DoQ
* Dok is betterreached over IPv6 than IPv4
13



Knowing how emerging services perform

[NDSS] Understanding the Implementation and Security Implications of Protective DNS
Authors: Mingxuan Liu, Yiming Zhang, Xiang Li, Chaoyi Lu, Baojun Liu, Haixin Duan, Xiaofeng Zheng

i i H H E T:a?rence
Protective DNS: resolvers rewrite DNS for active filtering o H? Intella
* Supported by large DNS services: Cloudflare, Quad9, etc. ] e = query &reporse BB
* National PDNS initiatives: EU (DNS4EU), US, Canada 2 esponse PmeDNs =
[} B Server

response (rewritten) Ql)

PDNS adoption: ~17k open resolvers are actively filtering malicious domains

Rewriting policies Find implementation flaws that allow:

# Rew_riting # PDNS 0 @ 4: botnet.com ? E Threat * Denial of response: attacker query

Policy [8) Withspootea P ialgence blocked domains with spoofed IP of

Secure IP 9,935 (56.45%) Attacker  ©°0 = victim, causing resolver to refuse serving
Special-use IP 7,209 (40.96%) I victim’s queries

No Data 822 (4.67%) ' PDNS  Authoritati

Secure CNAME 449 (2.55%) = f:;';:i:ef Resolver  Resolver  * DoOmain takeover: resolver use dan gling
Error Response Code 408 (2.32%) Victim (IP:6.6.6.6) IPs that are available to public v



Measuring impact of security problems

[IMC] DarkDNS: Revisiting the Value of Rapid Zone Update
Authors: Raffaele Sommese, Gautam Akiwate, Antonia Affinito, Moritz Muller, Mattijs Jonker, KC Claffy

TLD zone snapshots (e.g., CZDS) offer visibilityinto  Find newly-registered domains from CT logs:
registered domains at some point every day « ~76k domains per day
* Isitenough? Will it miss detection opportunities? * 42% can be detected before they appearin CZDS

* 1% never appear in the next snapshot (invisible!)

- Day1

Snapshot 1 at 6 p.m. . .
Why do this happen, and what domains are these?

* These domains do not last for over 24 hours
* Early removal by registrars under abuse
* So we are missing early detection opportunities

Day 1

Event at 8 p.m. Where next?
V Missed it from « Call to resurrect Rapid Zone Updates: finer-grained
snapshots! visibility of changes to zone files

| Day2
Snapshot 2 at 6 p.m. 15




Measuring impact of security problems

[IMC] Yesterday Once More: Global Measurement of Internet Traffic Shadowing Behaviors
Authors: Yunpeng Xing, Chaoyi Lu, Baojun Liu, Haixin Duan, Junzhe Sun, Zhou Li

“Traffic shadowing”: past queries are recorded on-path and come again when original client is no

longer waiting for response

* APNIC pilot study: 1/4 of DNS queries from experiments are unexpectedly captured again, hours or days later

Send “decoys” to lure observers

* Bear query names that were never
used or ever used again

Protocols
(DNS, HTTP, TLS)

+
Locators

i‘ (protocol, timestamp,

» Captureunsolicited requests addresses, IP TTL)

(yesterday once more .’) Generating Decoy Traffic

DNS queries can be observed and recorded
* When the destination is public DNS resolvers

* Cantriggerunsolicited requests over other protocols
(e.g., HTTP/S, meaning additional probes to the website)

Relays decoy = S
Qhspath =) Authoritative server
M }rafﬁc observer )

— (Experiment domain)

= Unsolicited requests
(diverted to honeypot via

experiment domain)

VPN node Honeypot server

(HTTP, HTTPS)

Destination

VPN-based Measurement Platform Honeypots

0% 20% 40% 60% 80% 100% Triggering unsolicited requests:

Yandex 77/ None

S8 N\ DNS, arnvmg within 1h
114D (e 2 2N &g vt 1
OneDNS (2727 | Bl HTTP(S), 1h~1d

DNS PAIZZZZZZ 700 e B HTTP(S), 1d~10d
VERCARAYZZZ I TN\ [ HTTP(S), after 10d+
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DNS threats:
New attack vectors & methods



Let’s try bringing DNS servers down

[CCS] The Harder You Try, The Harder You Fail: The KeyTrap Denial-of-Service

Algorithmic Complexity Attacks on DNSSEC
Authors: Elias Heftrig, Haya Schulmann, Niklas Vogel, Michael Waidner

pRETA A VEETV]
pRSTA A 21284
pRETA A A1284
pRSTA A 21984
PRETA A 21984

. DNSKRY 28A& 2 12 f+LkTRaq

DNSSEC validation under multiple keys and signatures - ™o 750 50,

. DNGKRY 28R 2 13 f+LkTRah

 Specifications recommend trying them all = potentially T iy ek 313 evumsan e

pRETA A A1284
PRSTR A 41284
RRSIG A .. 41284..

costs lots of computing resources i e

. DNSKEY 256 3 13 ftkT5e0..

. . 1/2 17 1119 12/ 112
Attackers setup such domains, trying to cost resolvers g gL
. . . I Disclosure - w - = w
lots of resources during validation f f f
Initial disclosure  Disclosure to Provide attack Assigned umbrella Provide test
for confirmation:  operators and zonefiles to CVE-ID: environment for
N Attack Simulation Few kteI){E ?'(:pens venzdsors: developers CVE-2023-50387 developers
s a
2 —— CPU Load
£ 100 Lost Packets I N ' ' pe T g
[ Proposed . .. L Limiting validations, failures
a 75 ’ Patch Limiting Zero Limiting Key and key collisions +
g atches  ilures X failures X collisions X prioritization of threads
S High CPU load and packet loss 113 | | | | 0B
g during attack simulation L Iterations with Vendors on Patches |
] d
5§ %% 200 400 600 800 1000 1200 Attacks Extetded t t

Time [s] KeyTrap HashTrap SigJam l 8



Let’s try bringing DNS servers down

[S&P] DNSBomb: A New Practical-and-Powerful Pulsing DoS Attack Exploiting DNS

Queries-and-Responses
Authors: Xiang Li, Dashuai Wu, Haixin Duan, Qi Li

Path 1_F1 [ ¥ 3
. . + +
Pulsing attacks: path 2 1 B 4 3
. E> + *
low rate, high peaks, hard to detect by IDS e + +
Path n_f] [, : :
== Usi lvers to make pul
—.) Authoritative sing resotlvers (o make putses:
DNSBomb Attack C==2) "Nameserver o
=2 * Gather queries with timeouts
-?,..i"fd;’f,f,,?";’;iiut ‘\ « Amplify response size
qﬁiﬁ Py asgeentim| N7 D e @ shore- E:::Zﬁmg « Fast-direct responsesto victim
Q IE |0(—1ooe|%}aﬁ%§
) ==ID) i ﬁ Simulation results:
oC—o S | |
(—M\JE%J * Up to 20,000x amplification factor
. timeout
Attacker Recursive ;ﬁg: « Causing packet loss to normal queries
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Let’s try bringing DNS servers down

[USENIX] Loopy Hell(ow): Infinite Traffic Loops at the Application Layer

Authors: Yepeng Pan, Anna Ascheman, Christian Rossow

Creating traffic loops between (DNS and beyond)

servers to exhaust their resources

Build “response functions” for each server
* ForserverA, the response to query g is denoted A(q)

* Find loops: e.g., if B(A(q))=q, this creates a simple loop
between Aand B

Server A Server B

[ A'sresponseset,Sa

B's response set, Ss

SRR - S ra e | Blra)| | 1o
,,,,,,,, P2 oA TAfE = |
Pn B ran < - A(l’bn)

DNS DNS
Server A Serverfg Server B

ilure with q
Uestio
- and ResofveAnswe,- F 3
Server Failure with lel'ds
'-' Question Field SE""E’" Failure witp,
Question Fueld
A‘ctacker

Loop graphs and loop verify

* Find 140k DNS servers that can be involved in a loop

0\ : Potential Loop Pairs in Cycle {c1,c2,c1}
AN
pase g : -
- % —’
o i ' =
IPs= < 1
S ;LQl_ﬂ N lSampI\'ng
” : Proxy
” Server
@,}Q I Initial Packet
1 Jrom clusterc
. . Pt
-«— [ — - | —
|
1 Pair1 . Pair 1
I ServerC
Cycles Loop Pair | Legend \ Server A -
o, cl (BL) | e > ! Initial Packet
{c1, 6,6} (AC) T # from clusteres)
1 e . i
{€4, €5, 65, €4 €} (A,D) -— . Pairi : Pairi

Server X Server X'
]
Loop Graph ' Loop Verify 2 0



Let’s try bringing DNS servers down

[USENIX] CAMP: Compositional Amplification Attacks against DNS

Authors: Huayi Duan, Marco Bearzi, Jodok Vieli, David Basin, Adrian Perrig, and Si Liu

Taxonomy of DNS amplification O<:8 O—0O—0O @
(primitives) Fan-out Chaining Self-probing
Compositional amplification vulnerabilities Evaluation on DNS software & public resolvers
. Coml:.n.ne rpultlple primitives to produce multiplicative < T907s 3457 193
amplification effects 350. 1394021 1;52% iﬁgg 0664
>zone a.com@1.2.3.4 |>zone b.com@1.2.3.4
1queryfor [ = N_S ni a | |-vi 300
g.afansout |q.2 .a Ini1.b NS ni2.b L 2501 Produces
into3tonx.a |a-2 .a [ni2.b NS nil3.b < 2001 hundreds to
-v1: sec Teterral |n21.b_— NS  »n22.b = thousands
thenchain n1.a nil.b |n22 .b NS n23.b 150 . f
todomainb 1n2.a n21.b 100+ times o
n3.a n31.b | “v2 IR &F 1 .| trafﬁf: o
G -v2: secd. rewrite |ril.b CNAME 1ri12.Db 501 4 1 amplification
ni.a CNAME ri1.b |r12.b CNAME ri3.b 0 e : =
Fan-outx ;5 a CNAME r21.b |r21.b CNAME 122.b a b ¢ d e f
chaining  n3.a CNAME r31.b ... 21




Meddling with DNS cache

[S&P] TuDoor Attack: Systematically Exploring and Exploiting Logic Vulnerabilities in

DNS Response Pre-processing with Malformed Packets
Authors: Xiang Li, Wei Xu, Baojun Liu, Mingming Zhang, Zhou Li, Jia Zhang, et al.

DNS cache poisoning: inserting false data into resolver cache, thus hijacking domains

» Long history: bailiwick circumvention (’97), metadata guessing (’08), fragmentation (’20), side channels (’20), ...

Vulnerabilities in DNS response processing opens a “side door”

TXID

AN/NS/AR Section Format Error Find vulnerabilities from state
R transitions of DNS software
Red Arrows:
Blue Marks: E.g., Microsoft DNS
e, 53 procesing * Opens side channel where attacker can

Checking Processing

Checking Checking Checking Checking
DP/TCI DNS Layer DNS Head TXID

probe to discover source port, leaving
only TXID to guess

Terminating
Resolution

RO O—gi i ® * Caninject false datain <0.5s
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Delegation & TLD management

[USENIX] Rethinking the Security Threats of Stale DNS Glue Records
Authors: Yunyi Zhang, Baojun Liu, Haixin Duan, Min Zhang, Xiang Li, Fan Shi, Chengxi Xu

“Stale” glue records in TLD zone files / .com zone file ; example.com nameserver
idi dd hat d ith examplecom NS ns.example.com || example.com NS  ns. example.com
* Providing II.D a | resses that donotagree wit ns.example.com A 1234 (Correct) || nsexample.com A 1234
SLD authoritative data stale.com NS ns.stale.com
+ Servername in glue is notused asauthoritative | hsstale.com """ATTTTA.5.6.8 (Stale) / stale.com nameserver
by any domain under this TLD ns-old.stale.com A 8.8.9.9 (Expired) ns.stale.com A 2345
Find stale gluein TLD zones Inappropriate use of glue by DNS software
*  Over 1,000 TLDs and 2M+ glue records inspected vetimnel NS nsl.vulnercom,
victimnet A7 @ et Trusting and caching
© refemlresponse =2 stale glue without

vict@ ==g online

[—sg] name L H
230/0 of au glue @vl'ictim.nel A? server ve rlflcatlon

529,197

235,5> 2283196
. L ookup nsl.vulner.com
reco rd S prov Ide IZJ victim.net A? CHEDN 1‘ without cacp? o
17399  gstale information ent vicd g.t.k.r Rm?} ‘Z::’d:iczgg_ Enables stealthy
resolver  q) vuinercom. A stale ip do m ai n ta ke over

@ victimnet A? rogue
name

= Abandoned Stale = Correct atkr @ server 23

stale ip




DNS reputation systems

[S&P] Practical Attacks Against DNS Reputation Systems

Authors: Tillson Galloway, Kleanthis Karakolios, Zane Ma, Roberto Perdisci, Angelos Keromytis, Manos Antonakakis

DNS reputation systems are “black boxes”;
their adversarial robustness is less known.

------------------------------------ ,
| Training Data | Training Learning Mode
! (domain + label) | Feature Vectors
Training .
DNS Reputation
' . Score
model -
Classification
____________________________________ Inference
: Unlabeled
i (domain or RRs) | ' Feature Vectors | ,
i (domain or RRs) | 1 o8l Yeclors Operation Mode

Popularity list manipulation

* Attackercan perform a small number of DNS
lookups from many IP addresses for high rank

S -
200K /o ' R Manipulating Cisco
o 400K /,/’ and Cloudflare
= 00K /. lists with jUSt 12k
T L 4 queries a day,
+— Cisco Umbrella .
- —e— Cloudflare Radar « usl ng VPN nOdeS
6 O N4 e R > P
"‘;:\:»:\’ o g "?’% w\’& ﬂ:’c’n’ o a):&»“
PR S G I I

Mimicry attacks

* Adversaries create new RRs for malicious domain that

resolve to IP addresses from benign RRs

Domains RRs IPs

L malicious-domain-1.net

2.3.4.5 |

7( malicious-domain-2.net

RR mimicking benign-domain-1.net's IP

RHDN

7[ benign-domain-1.net

3.4.5.6 |

—[ benign-domain-2.net
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Detection & solution



When DNS is used for load balancing

[SIGCOMM] Topaz: Declarative and Verifiable Authoritative DNS at CDN-Scale

Authors: Tillson Galloway, Kleanthis Karakolios, Zane Ma, Roberto Perdisci, Angelos Keromytis, Manos Antonakakis

CDN resolver decides which CDN IP a live
domain query will map to

* Traditionally: rely on centralized assignment
systems - potentially obfuscates DNS behavior

CDN

Origin

RN) R .
h TNy PPN
~~._f?p,@ o, & "'@ch’,‘:-"' example
PN TN R
o s A N
‘..Q.~ E "
100.64.1.12

New architecture that prevents possible conflicts

» Encode distinct objective as a policy

» Executed directly to live DNS queries by CDN edge service

Topaz-core
rvi

service-tier-1:
Ser -l

age:
ceece g IPvas: (1, J]
Ipvés: [K, L)

observability

IPvdPrefixes: [E, Fl D
IpvéPrefixes: (G, H] laugment

ice-tier-1

Detect possible

[E-1,
IPv6: [G-1, H-1]

service-tier-1: ...
P :
observability: . I

Topaz-edge (DC1)
-1

s
tIPva: [E-1, F-1]

IPV6: [G-1, H-1]
oC2: IPva: [E-2, F-2]
IPv6: [6-2, H-2]

response

] conflicts before
deployment
~me alleey  Handles ~LM DNS
e 2 queries per second ata
global CDN

om

wrapin DNS
response "

Edge nodi 2 6



Detecting bad behaviors over DNS

[NDSS] Information-Based Heavy Hitters for Real-Time DNS Data Exfiltration Detection
Authors: Yarin Ozery, Asaf Nadler, Asaf Shabtai

Detection of data exfiltration over DNS Enterprise Network The Internet

Enterprise DNS The Domain Name

«  Traditionally focused on offline detection Gy e Gateway System (DNg)  ACKEr SeTVer
methods - allow a large amount of data to be k3 tpsmaleom  [rwee) L __
exfiltrated before attack mitigation ) @ 7rcessne ons cueries Bockifestimate

Real-time DNS exfiltration detection method

o Domain Subdomain o_ b ° e °

Raise alert for domain

Extract (example.com, subdomain) | Hash~ |, . NO Cache size Information est. Yi
: ) - > h=076 | |s domain cached? het? : ES (example.com) as
domain, subdomain [0,1] <T? exceeds exceeds detection suspected of DNS
ity threshold? :
capacity (k)? exfiltration. Do not
YES YES ES resolve.
Counters cache Counters cache Counters cache NO
Key (domain)[ HLL++ seed Key (domain) | HLL++ seed [Key (domain) | [HLL++ [ seed |
... v .. Resolve DNS query as
example2.com 3 0.84 example2.com 6 Y usual.
Add subdomain to the Allocate entry in
HLL++ instance of the HLL++ InformationEst the cache for the Evict record with largest
domain, update the seed if increases by approximately domain, Initialize _HLL++ InformationEst seed (least ikely to be an
the hash is lower than the the length of the subdomain HLL++, ad add the Increases by approximately information heavy hitter).
current seed vakie (when first added) subd’omain R the length of the subdomain Update 1=0.84 2 7




Enhancing blocking efficiency with DNS

[RAID] Blocklist-Forecast: Proactive Domain Blocklisting by Identifying Malicious Hosting

Infrastructure

Authors: Udesh Kumarasinghe, Mohamed Nabeel, Charitha Elvitigala

Existing domain blocklists are slow to react

to attacks

*  They rely on website content or user interactions
to ascertain if a website is malicious

Flag Malicious

Register domain Blocklist SR
evasive-evil.com ?;:t(;amﬂ [ v Blocked
A
Y ! v
E Time

AddDNSRRon  Host (cloaked) Infected

a‘bad” IP content on Traditional

neighborhood  evasive-evil.com Unknown/ Scanners

Benign

Build a “blocklist forecast system”

* Toproactively predict and flag more malicious domains
from those already blocked (“seeds”)

* Crawl passive DNS data to identify domainsin the
“neighborhood” of seed malicious domains from blocklists

* Predict4.7x more malicious domains with 94.3% accuracy

Alexa Top
Domains

> VIRUSTOTAL

OpenPhish AT

—> Attack
Domains

PhishTank Unsupervised
l training

Malicious labels

Benigr
abe!
Train
-
SR,
w

Create Benign
T T GNN Domain /
(Domain - Classhi
Predict Expansion) —— @ —»| Encoder »| Classifier \
Evolve < Malicious
@ 1 Generate Predict
embeddings

Unseen Domains
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