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Agenda

e SSAC Overview

e SSAC Plans for 2025

e Work Party Update: DNS Blocking Revisited

e \Work Party Update: Free and Open-Source Software

e New Work Party Introduction: Responsible Integration into the DNS
Ecosystem

e Summary
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' SSAC Overview

Ram Mohan
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ICANN's Mission:

Ensure the stable and secure
operation of the Internet's unique
identifier systems

SSAC’s Role:
Advise the ICANN
community and Board on
matters relating to the
security and integrity of
the Internet's naming and
address allocation
systems




Engage with the Internet technical community and key DNS infrastructure operators to
articulate security requirements and offer guidance on technical and operational
practices.

to evaluate DNS and address allocation security.
Coordinate with entities responsible for Internet naming and address allocation
security (e.g., IETF, RSSAC, RIRs, name registries) to ensure alignment of
security advice with ongoing standardization and operational activities.

Inform the ICANN Board about SSAC activities, highlighting progress and key
developments.

Advise the ICANN community and Board with recommendations grounded in security
assessments and operational insights.
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Analyze risks and threats to Internet naming and address allocation services,
providing advice on principal security risks and recommending necessary audits

SSAC’s
Responsibilities



Our Focus on “Keystone” Security, Stability, and Resilience (SSR) Issues

DNS Abuse Improving the integrity of the DNS

Advising on the responsible
expansion of new gTLDs

Enhancing the security and
trustworthiness of DNS

Alternative Ensuring responsible integration of
Namespaces new naming technologies

ST hade N Aligning with critical SSR needs in

global discussions

Internet
Governance
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@ Asia/
Australia/
Pacific: 5

Caribbean
islands: O

mimi
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The SSAC Leadership Team (2024-2026)

Leadership Team

Chair Vice Chair ICANN Board Liaison

Policy Support Staff Policy Support Staff

Policy Support Staff

Kathy Schnitt John Emery Michael Puckett

Policy Support Staff

Policy Support Staff

Carlos Reyes

Danielle Rutherford

Collective Skillset. Registry, DNS Operations, Privacy, Human Computer Interaction, Technical

Standards, Risk Management, DNSSEC, Cryptography, DNS Abuse, Threat Intelligence, Internet
messaging, Cybersecurity, Executive Leadership, Strategy, Public Policy, Data Analysis
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SSAC Plans for 2025

Ram Mohan
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Our Strategic Goals: 2024-2026

N

N

N
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Enhance the
quality and
relevance of

SSAC advice

Boost
Engagement of
Existing
Members

Streamline Work
Processes and
Timely Report

Generation

Strengthen
SSAC’s voice
on Crucial
Topics

Support
Member’s
Expertise
Expansion

Enhance
Diversity in
SSAC
membership
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Strategy » Action: Community-facing plans for 2025

ICANN|SSAC

Enhance Quality

and Relevance
of SSAC Advice

L

Publish reports on DNS
Blocking, Free &
Open-Source Software in
the DNS

J

7

Launch new work parties :
Responsible integration of
new technologies in the
DNS, DNSSEC
Assessment

N\

Direct outreach to SO/ACs
for feedback

Strengthen

SSAC’s Voice on
Crucial Topics

Implementing new outreach

& communication strategies

. J

( N

Improving accessibility and

discoverability of past
SSAC reports

Expanding SSAC’s

presence at industry events
& conferences

Enhance

Diversity

Building on 2024

successes (new members,
open meetings/workshop)

L

J

r

Recruitment focus: Latin

America/Caribbean/South
America.

\
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Strategy » Action: Internal improvement plans for 2025

Streamline Work

Boost :
Engagement of Process and Support Expertise
Existing Members Timely Report Expansion
Generation
( N 7 N ( )
Developing a new Recognizing and
Defining 'active' chairing skills guide for promote member
membership : activities inside/outside
SSAC work parties ICANN
\ J \_ J . J
( ) ( ) 4 )
Defining commitment Surveying
Enhancing expectations for all membership to identify
collaborative work party roles professional
environment (chairs, contributors, development needs
reviewers, staff) and interests
\ J \_ J \ J
( ) ( Establishing annual A
Prioritizing interactive review of Leadership
discussions and active Team performance and
member participation in refining SSAC
meetings strategies based on
L y L yearly goals y
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Have Questions About DNS Security & Stability?
Come to the SSAC Open Mic session!

Ask about:
- Current SSAC Work Parties O
- SSAC Reports and Recommendations m

= SSAC Membership

=> ...and any other SSAC-related topic!



Work Party: DNS Blocking Revisited

Greg Aaron
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What is DNS Blocking?

DNS blocking restricts access to
domain names and the content or
services associated with them,
either by:

e Dblocking the queries

e redirecting them to a different

destination

ICANN|SSAC

Browser sends
DNS request

|

DNS filtering l
=
N

Er

Blocked category Allowed category

l

DNS Server

Filtering Techniques:

Prevent domain name resolution

Rewrite DNS responses
Discard DNS responses




Focus of DNS Blocking Work Party

e Technical means by which DNS blocking can be accomplished

e Effects of DNS blocking methods—Dboth intended & unintended

e Limitations of DNS blocking methods

Audiences:
—> Policy-makers

->» Government officials

=> Any entity using, subject to, or mandating DNS blocking

ICANN|SSAC | 16



What to Expect

The DNS blocking report will include:

e \Why people use DNS blocking (purposes)
e Technical methods, including circumvention
e (Case studies

e No formal recommendations to the ICANN Board

Spring 2025
Report expected to be published

June 2025
Full presentation at ICANN83
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Work Party: Free and Open-Source Software
(FOSS)

Maarten Aertsen
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Recognizing Unique Characteristics of FOSS for Effective Policy

e DNS relies heavily on software created and maintained through Free and
Open-Source development practices

e FOSS has unique development and governance characteristics compared to
proprietary software

e Growing Concern: new software liability and security regulations are being
developed without fully understanding and considering the FOSS model

=*» Misunderstandings about FOSS can lead to policies/regulations that
inadvertently weaken the DNS infrastructure

e Objectives:
(1) Make visible the critical reliance on FOSS in the DNS

(2) Equip policymakers with the knowledge necessary to avoid
policies/regulations that could unintentionally harm the FOSS ecosystem and,

consequently, the DNS
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Target Audiences

SSAC

Legislators Internet
Regulators Community
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Key Areas of Investigation

Map FOSS usage across: Describe the unique

» Authoritative attributes of FOSS
development that are
nameservers Developmen
 Recursive resolvers Landscape evelopment relevant to DNS

e Domain registration CharaCteriStics infrastructure software

Examples: . Analyze how unique
« FOSS is less secure Address | Operational FOSS characteristics

S R viSconceptions | Impact influence the evaluation

responsibility and and selection of software
contractual structures for DNS and related

like proprietary software systems
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Work Party: Responsible Integration into the
DNS Ecosystem (RIDE)

Matt Thomas

NeW!
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Evolving DNS with Emerging Technology

e Emerging technology (blockchain, decentralized platforms, etc.) need to be cognizant of the
domain name life cycle when integrating into the public global DNS.
e Past SSAC studies of new technology impact on DNS looked at:
o Public Suffix Lists (PSL) & HTTP Strict Transport Security (HSTS)
o SAC123: SSAC Report on the Evolution of Internet Name Resolution
e Integration into DNS must be risk-aware to prevent security & stability issues
o New use cases for emerging tech will inform guidance for gTLD registrars and registry

operators
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Potential Risks & Challenges

e Work party will pay special attention to issues related to:
o Domain lifecycle management (e.g., registration, transfer, renewal, etc.)
o Name collisions & conflicts
o Security vulnerabilities
o User confusion/mistrust
e SSAC to also focus on existing policies—
o Do they address challenges of new integrations?

o Are new policies or modifications to present policies required?
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, Summary

Ram Mohan
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Summary

Community-Facing Delivering two reports &
Plans launching 2 new work parties

Internal
improvement
JENS

Updating internal definitions
and expectations

Landscape has evolved and

DNS Blocking so has our guidance

Free and Understanding how the DNS

OPSe;SV‘;%CE sausage is made

i How to play nicely with

others

Integration into the
DNS Ecosystem
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