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Today
● How do we being to measure the impact of the gTLD 

amendments? 
● Mitigation rates over time

○ Aggregate
○ Per Registrar Credential

● What next? 



DNS Abuse Amendments
Registrars 

“When Registrar has actionable evidence that [a 
domain name] …is being used for DNS Abuse… 

Registrar must promptly take the appropriate 
mitigation action(s) that are reasonably necessary 
to stop, or otherwise disrupt, the Registered Name 
from being used for DNS Abuse. 

Action(s) may vary depending on the 
circumstances, taking into account the cause and 
severity of the harm from the DNS Abuse and the 
possibility of associated collateral damage.”

Registries

“….must promptly take the appropriate 
mitigation action(s) that are reasonably 
necessary to contribute to stopping, or 
otherwise disrupting, the domain name from 
being used for DNS Abuse. … include” :

● referral to registrar
● direct action where appropriate

Taking into account: 

● severity of the harm
● collateral damage

3



NetBeacon MAP 
● Full Methodology 
● Measuring DNS Abuse is 

Difficult
● Unique domains.
● Mitigation action could 

be taken by a registrar, 
registry, a hosting 
provider, or another 
relevant actor.

netbeacon.org/map-analytics/ 

https://netbeacon.org/wp-content/uploads/2024/10/NetBeaconMAP-Methodology20241025.pdf
https://netbeacon.org/measuring-dns-abuse-is-difficult/
https://netbeacon.org/measuring-dns-abuse-is-difficult/
http://netbeacon.org/map-analytics/


Focus of this work:
Phishing & 

Malware

Registrars

Generic Top 
Level Domains

Malicious

Mitigation

Abuse measured in NetBeacon MAP

First point of mitigation in amendments 

Scope amendments 

More likely to be with control of registrar re mitigation

Rates over time - aggregate / per registrar credential 



Aggregate Data



Mitigation Rates

Only months with 90% + 
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Trends per quarter 
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Note: Scale 
starts at 50% 



What about per registrar?

…which registrars*?

*Note: agnostic to attribution



Heat Table



Registrars 
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Conclusions
● Early data (Jan 2023 and Oct 2024) suggests:

○ Promising aggregate trend of higher mitigation
○ Improving mitigation rates among the 20 registrar 

credentials that held 80% of the unique domains identified 
for malicious phishing and malware between 

● Compliance activity might be the most relevant dates
● Limitations: Observational research, Others factors? 
● The presentation is based on this blog, the first in a series.
● Give us feedback :-) 

https://netbeacon.org/how-have-the-gtld-contractual-amendments-impacted-dns-abuse/


Thank you!
rowena@netbeacon.org 
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