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ICANN's Mission:
Ensure the stable and secure 

operation of the Internet's unique 
identifier systems

SSAC’s Role: 
Advise the ICANN 

community and Board on 
matters relating to the 

security and integrity of 
the Internet's naming and 

address allocation 
systems
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Engage with the Internet technical community and key DNS infrastructure operators to 
articulate security requirements and offer guidance on technical and operational 
practices.

Analyze risks and threats to Internet naming and address allocation services, 
providing advice on principal security risks and recommending necessary audits 
to evaluate DNS and address allocation security.

Coordinate with entities responsible for Internet naming and address allocation 
security (e.g., IETF, RSSAC, RIRs, name registries) to ensure alignment of 
security advice with ongoing standardization and operational activities.

Inform the ICANN Board about SSAC activities, highlighting progress and key 
developments.

Advise the ICANN community and Board with recommendations grounded in security 
assessments and operational insights.

SSAC’s 
Responsibilities
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Our Focus on Key Security, Stability, and Resilience (SSR) Issues

DNS Abuse Improving the integrity of the DNS

New gTLDs Advising on the responsible 
expansion of new gTLDs

DNSSEC Enhancing the security and 
trustworthiness of DNS

Alternative 
Namespaces

Ensuring responsible integration of 
new naming technologies

SSR Aspects of 
Internet 

Governance
Aligning with critical SSR needs in 
global discussions
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Significant SSAC Publications

Domain Name System (DNS) Security:
• DNS Response Modification: SAC006
• Domain Name Hijacking Report: SAC007
• Fast Flux Hosting and DNS: SAC025
• Measures to Protect Domain Registration 

Services: SAC040 
• DNS Blocking / Security: SAC050, 56, 65 
• DNS and the Internet of Things: SAC105 
• DNS over HTTPS and DNS over 

TLS: SAC109
• DNS Abuse: SAC115
• Certificates: SAC057, 74

Domain Name System (DNS) Management:
• Global Namespace: SAC053, 62, 66, 70, 78, 

90 (Dotless domains, name collisions, public 
suffix list, shared use, and stability)

Registration Data:
• WHOIS Terminology and Structure: SAC051 

Registration Data Model: SAC054
• WHOIS: Blind Men and the 

Elephant: SAC055

Other:
• IDNs: SAC084, 88, 89 (Single character TLDs, 

variants, ccTLD processes)
• Routing Security: SAC121

https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/report-redirection-com-net-09jul04-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/hijacking-report-12-07-2005-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-025-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-040-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-050-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-056-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-065-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-105-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-109-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-115-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-057-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-074-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-053-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-062-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-066-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-070-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-078-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-090-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-051-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-054-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-055-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-084-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-088-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-089-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-121-en.pdf
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Recent Publications and Active Work
Recent Publications

- SAC126: SSAC Report on DNSSEC 
Delegation Signer Record Automation

- SAC125: SSAC Report on 
Nameserver Management

- SAC124: SSAC Report on Name 
Collision Analysis

- SAC123: SSAC Report on the 
Evolution of DNS Resolution

Active Work
• DNS Blocking Revisited
• Open Source Software used in DNS 

Infrastructure 
• Responsible Integration into the DNS 

Ecosystem

https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-126-16-08-2024-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-125-09-05-2024-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-124-01-05-2024-en.pdf
https://itp.cdn.icann.org/en/files/security-and-stability-advisory-committee-ssac-reports/sac-123-15-12-2023-en.pdf
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Who We Are

2

Europe: 
9

4

North 
America: 22

Latin America/
Caribbean 
islands: 0

Asia/ 
Australia/ 
Pacific: 5

Africa: 2
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The SSAC Leadership Team (2024-2026)

Ram Mohan
Chair

Tara Whalen
Vice Chair

James Galvin
ICANN Board Liaison

Jeffrey Bedser

 

Barry Leiba

Carlos Reyes Danielle Rutherford Kathy Schnitt John Emery Michael Puckett

Collective Skillset: Registry, DNS Operations, Privacy, Human Computer Interaction, Technical 
Standards, Risk Management, DNSSEC, Cryptography, DNS Abuse, Threat Intelligence, Internet 

messaging, Cybersecurity, Executive Leadership, Strategy, Public Policy, Data Analysis

Leadership Team Leadership Team

Policy Support StaffPolicy Support StaffPolicy Support StaffPolicy Support StaffPolicy Support Staff


