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PLAN

2

❖ Introduction

❖What Is DNS and What Does Zero Trust Mean?

❖What Role Does ICANN Play in the Context of Zero Trust?

❖ How Are DNS Stakeholders Affected?

❖Why Should We (Youth) Get Involved—and How?

❖ Conclusion
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WHAT IS DNS ?
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WHAT IS ZERO TRUST?
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DNS IN ZERO TRUST 
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❖ Encrypt DNS traffic with DoH
(HTTPS) and DoT (TLS) to 
protect privacy and prevent spying

❖ Validate authenticity of DNS 

responses with DNSSEC to block 

forged or modified data

❖Monitor DNS queries to detect

threats like malware, tunneling, 

and suspicious behavior

❖ Isolate DNS resolution based on 

identity or device to limit

exposure and control access



WHAT THAT ROLE DOES ICANN PLAY IN THE CONTEXT OF 
ZERO TRUST? 
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HOW ARE DNS STAKEHOLDERS AFFECTED? 
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WHY SHOULD WE (YOUTH) GET INVOLVED AND HOW ?
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 Contribute to a More Secure Internet 

 Promote Best Practices in Cybersecurity and Digital Infrastructure 

 Shape the Future -You Are Digital Natives



CONCLUSION

           
 Questions?

 Contact: bankchoukourath@gmail.com

 LinkedIn: Massioudath BANKOLE

 More: https://www.icann.org/nextgen
•  

10

10

mailto:bankolekourath@gmail.com

	Slide 1: DNS and Zero Trust Architecture:    The Role of ICANN 
	Slide 2: PLAN
	Slide 3: INTRODUCTION
	Slide 4: WHAT IS DNS ?
	Slide 5: WHAT IS ZERO TRUST?
	Slide 6: DNS IN ZERO TRUST 
	Slide 7: WHAT THAT ROLE DOES ICANN PLAY IN THE CONTEXT OF ZERO TRUST? 
	Slide 8: HOW ARE DNS STAKEHOLDERS AFFECTED?  
	Slide 9: WHY SHOULD WE (YOUTH) GET INVOLVED AND HOW ? 
	Slide 10:          CONCLUSION              

