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WP Overview

DNSSEC Operational Considerations
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WP Timeline

o Sept 2024: DNSSEC Assessment Work Party (terminated)

• Goal: Assess current state of DNSSEC deployment; determine what value DNSSEC 

provides to opperators and users of the Internet

o Mar 2025: ICANN82 Seattle

• Ideas of reviving a DNSSEC WP, about its current state and operational considerations

o Apr 2025: WP kick-off meeting

o May 2025:  WP Charter finalized

• Goal: Understanding the practical realities of deploying and operating DNSSEC, 

summarizing current state and determinants of deployment. 

o Jun 2025: Developing report outline (where we are now)
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WP Charter - Motivation (1)

o Plain-text DNS resolutions are susceptible to manipulation

• Cache poisoning, MITM hijacking, path incerception, etc

o DNSSEC ensures origin and data integrity by signing and validation
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Signing: 

Cryptographic 

signatures are 

added to DNS data

Validation: 

Resolvers validate 

origin and integrity 

of DNS data
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WP Charter - Motivation (2)

o Operational challenges have arisen at stages of deployment
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Tooling and monitoringKeys and rolloverBuilding chain of trust

 

                         

   

                         

         

                         

      
               

         

      
               

         

      
               

         

  
            

      
               

         

      
               

         

      
             

         

  
            

                                                                                               

      
                

        

      
                

        



WP Charter - Motivation (3)

o Deployment status 15+ years in
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Signing rates Validation rates

TLDs:

>1,340 (93%) have 

been signed

Source: Rick Lamb 

http://rick.eng.br/dnssecstat/

SLDs:

~7% have been signed

Most top sites also 

remain unsigned
World-wide: ~35% users are validating

Source: APNIC (https://stats.labs.apnic.net/dnssec)



WP Charter - Motivation (4)

o Some DNSSEC incidents or outages

7



WP Charter – Scope (1)
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Overview Describe DNSSEC’s purpose, mechanisms, and intended benefits

Current state 

analysis

• Deployment status investigated by literature, reports, and studies

• Interaction of DNSSEC and security

• Current level of deployment across different parts of the DNS ecosystem

• Longitudinal changes over time 

Determinants 

of DNSSEC 

deployment

• Identify the technical and operational factors that influence the decision to 

deploy (or not deploy) DNSSEC. 

• Investigate why certain factors act as facilitators or barriers to DNSSEC

• Where possible, list potential mitigation strategies to identified barriers

Data 

collection

• Potential survey of DNS operators to gather information on DNSSEC 

experiences 

• Potential follow-up interviews to gather more in-depth qualitative data

• Analysis of publicly available data



WP Charter – Scope (2)

o Out of scope:

• Evaluating the fundamental value of DNSSEC: This work party will operate under the 

baseline assumption that DNSSEC, in its current form, is the established standard for 

securing DNS data. The focus will be on its implementation.

• Consideration of financial costs, market analysis, or business cases related to 

DNSSEC deployment.
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WP Charter – Target Audience & Timeline

o Target Audience:

• Primary: DNS operators, registries, and registrars

• Secondary: ICANN Board, specification authors, software implementers, and the DNS 

security community

o Timeline (tentative):

• Development of initial draft (work party) June 9 - Aug 25 [6-10 weeks]

• SSAC full review (work party, SSAC) Sep 1 - Sep 28 [4 weeks]

• Development of final draft, iterate additional reviews on new text as needed 

(work party, SSAC) Oct 6 - Nov 17 [5-6 weeks]

• Finalization (SSAC, staff, Board) - Early 2026

• Publication & dissemination - ICANN 85 Mumbai (7-12 March 2026)
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