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The AI Paradox

DNS: Universal resolver, critical infrastructure, 
pervasive attack vector.

The "AI Shift": Redefining Cyber Attack & Defense. 

Paradox: AI weaponized by adversaries

AI as our most potent defense. 

Today's Focus: Understanding the AI vs. AI arms race 
in DNS.



The Attacker's Arsenal: 
AI-Enhanced DNS 
Attacks

• DNS is foundational to Internet 
communications.

• Threats include cache poisoning, 
DDoS, and tunneling.

• AI is making these threats more 
dynamic and evasive.

• But…. How AI Helps?
• Payload Anomaly Detection
• Behavioral Analysis and Pattern 

Recognition



AI in DNS Attacks – Emerging Threats

• AI-Driven DDoS Attacks:
• increasing attack sophistication and evasion capabilities

• Algorithmic Complexity Attacks:
• New attacks like KeyTrap exploit DNSSEC with high computational complexity, 

potentially disabling DNS services at scale

• Botnet Evolution:
• Domain Generation Algorithms (DGAs) to evade detection and sustain 

malicious command-and-control via DNS



AI in DNS 
Attacks: Next-
Gen DGAs

• From static malware to 
adaptive AI-powered 
threats.

• Use of:
• LLMs for domain 

generation
• GANs for stealthy 

traffic
• RL for DNS tunneling



LLM-Generated Domain Generation 
Algorithms (DGA)

GPT and LLAMA-based DGAs 
mimic linguistic properties 

of legitimate domains.

Outperform traditional 
algorithmic DGAs in evading 

detection.

Achieve ~98% stealth rate vs 
entropy-based filters.



How AI Detects DGAs

Traditional methods struggle with DGA because they look for known bad
domains. AI, on the other hand, looks for patterns of badness.

AI models are trained on vast datasets of both legitimate domain names and 
known DGA-generated domains. They learn to identify the statistical and 
linguistic characteristics that differentiate DGA domains from normal ones.



Detecting 
DNS 
Tunneling 
on Edge 
Devices

• Behavioral Analytics and Machine Learning 
(AI):
• AI and ML are increasingly used to detect 

DoH traffic even without decryption. This 
involves: 

• Analyzing connection patterns.
• Identifying statistical anomalies in TLS 

handshake characteristics.
• Leveraging threat intelligence about known 

DoH malware.
• Recognizing application-specific DoH client 

behaviors.





Federated Learning for DNS Defense
• Cross-organization federated learning.
• No raw data sharing—models trained locally and aggregated 

securely.



Graph 
Neural 
Networks 
for DNS 
Tunneling

• GNNs model relationships between domains, 
IPs, sessions.

• Capture behavior patterns missed by single-
flow models.

• Robust even in encrypted contexts.



Transformer-
Based DGA 
Detection
• Fine-tuned LLMs (LLAMA3, 

GPT-Neo) trained on large 
domain corpora.

• Capture contextual and 
syntactic features of 
malicious domains.

• 98.6% detection accuracy 
on novel DGAs.



Adversarial 
Robustness 
via 
Simulated 
Attacks

• Training defenses using GAN/RL-generated 
adversarial examples.

• Improves model robustness and reduces 
overfitting.

• Essential for real-world deployments.



Key Evaluation 
Metrics

Accuracy / 
F1-score / 
ROC-AUC

False 
Positive 

Rate

Latency 
(ms/query)

Adversarial 
resilience

Dataset 
novelty and 

realism



Key 
Research 
Findings

• AI-powered DGAs outperform old malware 
DGAs.

• Lightweight ML works on edge devices.
• GNNs excel at modeling tunneling behavior.
• FL enables privacy-aware collaboration.
• AI is Central: AI is not just a peripheral tool or 

an optional add-on; it's a fundamental and 
indispensable component.



Explainable AI 
(XAI)
• Explainable AI (XAI) is 

paramount.

• "black box" nature of complex 
AI models. 

• XAI allows to understand why an 
AI model made a particular 
decision.

• Human-AI Collaboration



The AI Paradox: A Continuous 
Evolution

• AI defines the modern DNS threat landscape. 
• Attacker AI: Faster, more sophisticated, 

evasive attacks. 

• Defender AI: Scalable, adaptive, proactive 
mitigation. 

• The Future: An "AI vs. AI" arms race. 
• Key: Continuous innovation in defensive AI, 

robust training, and intelligent human-AI 
collaboration.


