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The Name Space

Why it is important?
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The Name Space
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 DNS database structure is an inverted tree called the name space

 Each node has a label

 The root node (and only the root node) has a null label

 The name space is divided up to allow distributed administration
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The Name Space
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 Allowed characters for labels are “LDH” (letters, digits, hyphen)

 Maximum length 63 characters

 A domain is a node and everything below it 

 The top node of a domain is the apex of that domain
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The Name Space
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▪ Delegation create a zones

▪ An administrator of a zone may delegate 
the administration of a subtree of its 

zone, thus creating a new zone

▪ Administrative divisions are called zones

▪ Names are delegated from the top down 

(starting at the root)

o Delegating zone is the parent

o Created zone is the child

▪ The full domain names are obtained by 
concatenating the labels (names)  from 

the last level to the top.
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www

www.example.co.uk.

www.example.com

FQDN: www.example.com.

Zones and Administrative boundaries

zones
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Zone File and DNS Resource Records

• Different kinds of data are associated with a domain name

• These data are stored in resource records (the records in DNS database)

• Different record types for different type of data 

A IPv4 address

AAAA IPv6 address
NS Name of an authoritative name server
SOA “Start of authority”, appears at zone apex

MX Name of a “mail exchange server”

• Every zone will have at least one zone file associated to it 

• A zone file contains all the data for a zone - the resources records
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Delegation
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FQDN: www.example.com.

How it works
delegate .com
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Delegation
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Delegation
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FQDN: www.example.com.

How it works

com.   NS   a.gtld-servers.net.

com.   NS   b.gtld-servers.net.

com.   NS   c.gtld-servers.net.

com.   NS   d.gtld-servers.net.

com.   NS   e.gtld-servers.net.

com.   NS   f.gtld-servers.net.

com.   NS   g.gtld-servers.net.

com.   NS   h.gtld-servers.net.

com.   NS   i.gtld-servers.net.

com.   NS   j.gtld-servers.net.

com.   NS   k.gtld-servers.net.

com.   NS   l.gtld-servers.net.

com.   NS   m.gtld-servers.net.
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Delegation
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FQDN: www.example.com.

How it works

com.   NS   a.gtld-servers.net.

com.   NS   b.gtld-servers.net.

com.   NS   c.gtld-servers.net.

com.   NS   d.gtld-servers.net.

com.   NS   e.gtld-servers.net.

com.   NS   f.gtld-servers.net.

com.   NS   g.gtld-servers.net.

com.   NS   h.gtld-servers.net.

com.   NS   i.gtld-servers.net.

com.   NS   j.gtld-servers.net.

com.   NS   k.gtld-servers.net.

com.   NS   l.gtld-servers.net.

com.   NS   m.gtld-servers.net.

example.com.   NS   ns1.example.com.

example.com.   NS   ns2.example.com.

example.com.   NS   a.gtld-servers.net.

example.com.   NS   b.gtld-servers.net.
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Delegation
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xn--j6w193g quebec
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www
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www www.example.com

FQDN: www.example.com.

How it works

com.   NS   a.gtld-servers.net.

com.   NS   b.gtld-servers.net.

com.   NS   c.gtld-servers.net.

com.   NS   d.gtld-servers.net.

com.   NS   e.gtld-servers.net.

com.   NS   f.gtld-servers.net.

com.   NS   g.gtld-servers.net.

com.   NS   h.gtld-servers.net.

com.   NS   i.gtld-servers.net.

com.   NS   j.gtld-servers.net.

com.   NS   k.gtld-servers.net.

com.   NS   l.gtld-servers.net.

com.   NS   m.gtld-servers.net.

example.com.   NS   ns1.example.com.

example.com.   NS   ns2.example.com.

example.com.   NS   a.gtld-servers.net.

example.com.   NS   b.gtld-servers.net.

ns1.example.com.   A    198.51.100.1 

ns1.example.com.   A.   203.0.113.150

Glue Records
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What about the Root Zone?

Most sensible and critical part of the DNS
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Root Zone Management

IANA Functions Operator
(PTI@ICANN)
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Root Zone Management

IANA Functions Operator
(PTI@ICANN)

TLD Manager
1. Submit 
change
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Root Zone Management

IANA Functions Operator
(PTI@ICANN)

TLD Manager
1. Submit 
change

2. Request 
implementation

3. Update root zone database

4. Create root zone file

5. Publish root zone

6. Transfer root zone to Root 
Server Operators

Root Zone Maintainer

(VERISIGN)

Root Zone File
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Root Zone Management

IANA Functions Operator
(PTI@ICANN)

TLD Manager
1. Submit 
change

2. Request 
implementation

3. Update root zone database

4. Create root zone file

5. Publish root zone

6. Make the root zone available to 
Root Server Operators (RSOs)

Root Zone Maintainer

(VERISIGN)

Root Zone File

Root Zone 
Distribution
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Root Zone Management

IANA Functions Operator
(PTI@ICANN)

TLD Manager
1. Submit 
change

2. Request 
implementation

3. Update root zone database

4. Create root zone file

5. Publish root zone

6. Make the root zone available to 
Root Server Operators (RSOs)

Root Zone Maintainer

(VERISIGN)

Root Zone File

Root Zone 
Distribution

A B C D E F G H I J K L M
ROOT SERVER 

OPERATORS 
(12 Operators for the 
13 allocated root server 

IP addresses)
a.root-servers.net m.root-servers.net
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Root Zone Management

IANA Functions Operator
(PTI@ICANN)

TLD Manager
1. Submit 
change

2. Request 
implementation

3. Update root zone database

4. Create root zone file

5. Publish root zone

6. Make the root zone available to 
Root Server Operators (RSOs)

Root Zone Maintainer

(VERISIGN)

Root Zone File

Root Zone 
Distribution

A B C D E F G H I J K L M
ROOT SERVER 

OPERATORS 
(12 Operators for the 
13 allocated root server 

IP addresses)
a.root-servers.net m.root-servers.net

Resolvers
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The DNS Service

Ok, that’s DNS… now, how it works?



22How it Works DNS

Components of the DNS Service

• The Stub Resolver [User device]

• The Recursive Resolver [ISP, Public, Corporate]
• The Authoritative [Name/Zone Manager / Operators]

User/IoT Device

Stub
Resolver

API

Recursive Resolver

Authoritative Server

Cache
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Resolution

www.example.com

Root Zone

Authoritative Server

User/IoT Device

Stub
Resolver

API

Recursive Server

TLD

Authoritative Server

Second Level Domain

Authoritative Server

Cache

www.example.com

198.51.100.100
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Resolution

User/IoT Device

Stub
Resolver

API

Recursive Resolver

1

Cache

www.example.com

www.example.com

198.51.100.100

www.example.com
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Resolution

User/IoT Device

Stub
Resolver

API

Recursive Resolver

1

Cache

www.example.com

www.example.com

198.51.100.100

www.example.com

Root Zone

Authoritative Server

2
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Resolution

User/IoT Device

Stub
Resolver

API

Recursive Resolver

1

Cache

www.example.com

www.example.com

198.51.100.100

www.example.com

Root Zone

Authoritative Server

2

3

RESPONSE: This is the name of the Authoritative server for the TLD you’re looking for (NS 

record) and a GLUE Record that’s the A/AAAA record corresponding to  that NS record.
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Resolution

User/IoT Device

Stub
Resolver

API

Recursive Resolver

1

Cache

www.example.com

www.example.com

198.51.100.100

www.example.com

Root Zone

Authoritative Server

2

3

.com (TLD)

Authoritative Server

4
www.example.com
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Delegation
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FQDN: www.example.com.

How it works

com.   NS   a.gtld-servers.net.

com.   NS   b.gtld-servers.net.

com.   NS   c.gtld-servers.net.

com.   NS   d.gtld-servers.net.

com.   NS   e.gtld-servers.net.

com.   NS   f.gtld-servers.net.

com.   NS   g.gtld-servers.net.

com.   NS   h.gtld-servers.net.

com.   NS   i.gtld-servers.net.

com.   NS   j.gtld-servers.net.

com.   NS   k.gtld-servers.net.

com.   NS   l.gtld-servers.net.

com.   NS   m.gtld-servers.net.

example.com.   NS   ns1.example.com.

example.com.   NS   ns2.example.com.

example.com.   NS   a.gtld-servers.net.

example.com.   NS   b.gtld-servers.net.

ns1.example.com.   A    198.51.100.1 

ns1.example.com.   A.   203.0.113.150

Glue Records
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Resolution

User/IoT Device

Stub
Resolver

API

Recursive Resolver

1

Cache

www.example.com

www.example.com

198.51.100.100

www.example.com

Root Zone

Authoritative Server

2

3

.com (TLD)

Authoritative Server

4
www.example.com

5
NS, example.com
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Resolution

User/IoT Device

Stub
Resolver

API

Recursive Resolver

1

Cache

www.example.com

www.example.com

198.51.100.100

www.example.com

Root Zone

Authoritative Server

2

3

.com (TLD)

Authoritative Server

4
www.example.com

5
NS, example.com

.example.com (SLD)

Authoritative Server
6
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Resolution

User/IoT Device
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www.example.com
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Resolution

User/IoT Device
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Resolver
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Recursive Resolver

1
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www.example.com

www.example.com
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Root Zone
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3
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4
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Authoritative Server

6

7

8

198.51.100.100

9



35How it Works DNS

Caching

User/IoT Device

Stub
Resolver

API

Recursive Resolver

1

2 Cache

www.example.com

198.51.100.100

Next time someone using the same resolver ask the question, 

things are going be different
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The Service

Root Zone

Authoritative Server

User/IoT Device

Stub
Resolver

API

Recursive Server

TLD

Authoritative Server

Second Level Domain

Authoritative ServerQUERY: What’s the IP address for  WWW.EXAMPLE.COM ?

RESPONSE: This is the name of the Authoritative server for the next level domain you’re 

looking for (NS record)

RESPONSE: This is the IP address you’re looking for (A/AAAA record)

1

8

2

3

4

5

6

7RESPONSE: This is the name of the Authoritative server for the TLD you’re looking for (NS 

record) and a GLUE Record that’s the A/AAAA record corresponding to  that NS record.

Cache
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Is this all secure at all?

Well … kind of …
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Problem

Root Zone

Authoritative Server

User/IoT Device

Stub
Resolver

API

Recursive Resolver

.com (TLD)

Authoritative Server1

2

3

5

Cache

4

Plain text

- Easy to eavesdrop, Easy to intercept & manipulate -

www.example.com

www.example.com
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Weakness

Root Zone
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User/IoT Device
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Recursive Resolver

.com (TLD)
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www.example.com
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Weakness

Root Zone

Authoritative Server

User/IoT Device

Stub
Resolver
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Recursive Resolver

.com (TLD)

Authoritative Server
1

2

3

5

Cache

4

fake example.com NS

Bad Guy’s Server

www.example.com

example,.com, fake NS
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Weakness
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Weakness
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Weakness
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Weakness
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A detour to DNSSEC

User/IoT Device

Stub
Resolver

API

Recursive Resolver

Signed .com (TLD)

Authoritative Server

Signed 

example.com (SLD)

Authoritative ServerQUERY: What’s the IP address for  WWW.EXAMPLE.COM ?

RESPONSE: This is the name of the Authoritative server for the next leve l domain you’re 

looking for (NS record)

RESPONSE: This is the IP address you’re looking for (A/AAAA record)

1

8

2

3

4

5

6

7
RESPONSE: This is the name of the Authoritative server for the TLD you’re looking for (NS 

record) and a GLUE Record that’s the A/AAAA record corresponding to  that NS record.

Signed Root Zone

Authoritative Server

Cache

D
N

S
S

E
C

 S
ig

n
e
d
 R

e
s
p
o

n
s
e
s

DNSSEC Validation 
Enabled
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DNSSEC

Authoritative 
Server

Recursive Server

Cache

Without DNSSEC

DNSSEC Signed 

Information

Authoritative 
Server

Recursive Server

Cache

With DNSSEC

DNSSEC 
Validation 
Enabled

QUERY: What’s the IP address for  

WWW.EXAMPLE.COM ?

RESPONSE: The response is sent along 

with a digital signature of each record 

sent p lus all the info  needed for the 

Resolver to validate that signature.

RESPONSE: The response is sent without 

any additional information.
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Some other security challenges

Man in the middle and 

information exfiltration

Cache poisoning

Modified Data

SECDRY

Spoofing
Corrupted data System / Credential Security / Privacy risks
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Securing the DNS Ecosystem 
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icann.org

facebook.com/icannorg

youtube.com/icannnews

flickr.com/icann

icann.org

@icann

facebook.com/icannorg

youtube.com/icannnews

flickr.com/icann

linkedin.com/company/icann

instagram.com/icannorg

ICANN Webpage and Social Media Links

http://icann.org
http://facebook.com/icannorg
http://youtube.com/icannnews
http://flickr.com/icann

	Slide 1: How it Works: DNS
	Slide 2: Introduction
	Slide 3
	Slide 4: The Name Space
	Slide 5: The Name Space
	Slide 6: The Name Space
	Slide 7: Zone File and DNS Resource Records
	Slide 8: Delegation
	Slide 9: Delegation
	Slide 10: Delegation
	Slide 11: Delegation
	Slide 12: Delegation
	Slide 13: Delegation
	Slide 14
	Slide 15: Root Zone Management
	Slide 16: Root Zone Management
	Slide 17: Root Zone Management
	Slide 18: Root Zone Management
	Slide 19: Root Zone Management
	Slide 20: Root Zone Management
	Slide 21
	Slide 22: Components of the DNS Service
	Slide 23: Resolution
	Slide 24: Resolution
	Slide 25: Resolution
	Slide 26: Resolution
	Slide 27: Resolution
	Slide 28: Delegation
	Slide 29: Resolution
	Slide 30: Resolution
	Slide 31: Resolution
	Slide 32: Resolution
	Slide 33: Resolution
	Slide 34: Resolution
	Slide 35: Caching
	Slide 36: The Service
	Slide 37
	Slide 38: Problem
	Slide 39: Weakness
	Slide 40: Weakness
	Slide 41: Weakness
	Slide 42: Weakness
	Slide 43: Weakness
	Slide 44: Weakness
	Slide 45: A detour to DNSSEC
	Slide 46: DNSSEC
	Slide 47: Some other security challenges
	Slide 48: Securing the DNS Ecosystem 
	Slide 49: ICANN Webpage and Social Media Links 

