


About Tom

+ |I'm Tom Limoncelli

> SRE, Platform Engineer, author of 5 books

Employer: Stack Overflow.com

|

Based in: New Jersey, USA

BlueSky: @yesthattom.bsky.social

Email: tlimoncelli at stackoverflow dot com
« Configured my first DNS server in 1991

|



What is DNSControl?
« A configuration language for DNS domains

o Edit config files — push to production
o "Infrastructure as Code" / "DNS as Code"

= Supports dozens of DNS providers:

o Updates BIND zonefiles or talks to the APl of Azure, Cloudflare, Google, AWS, etc.

« www.dnscontrol.org
o Github: https://github.com/StackExchange/dnscontrol

o 3500 stars
o 254 contributors (as of 2025-09)



The outage | caused

+ Joined Stack Overflow in 2013
« Caused an outage my 3rd week

* Bounced all email for 2 hours
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Boy was | embarrassed!




Why? Why? Why?
« Why were we still editing BIND zone files?

« Why so few guardrails?
Why not a config file that is...

* generic

« high-level

« makes intent clear

detect/prevents errors

« reduces cognative load (brain work)



Workflow
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My configuration file. | make the rules.

« Opinionated

No trailing dot is an error!

Default TTLs

.

* automatic IDN
= (Generic, with support for provider-specific extensions

= Support for variables, macros, templates

(Luckily other people liked my rules)



One config file to rule them all!




Something like this...

D{"stackoverflow.com",
DrsProvider (BIND ZOMEFILE),
Al "™ "1.2.3.4%),
CNAME( "myalias”™, "wew.stackowverflow.com."),
Me(=@", 1, "aspmx.l.google.com."),
MX(=@", 5, "altl.aspmx.l.google.com."),
MX("@", 5, "alt2.aspmx.l.google.com.™),
MX("@", 10, "alt3.aspex.]l.google.com.™},
MX(=@", 10, "altd.aspex.l.google.com”), f/ ERROR!

b F

D{ "example.com”,
DnsProvider (GOOGLE_DNS),
A "™, "1.2.3.4"),
TAT("@", "w=spf1 -all"},
b



Goals of DNSControl:

« Simple DNS updates should be easy. Complex updates should be possible.

» Reduce risk of mistakes
* Enforce rules/ opinions
* (Generic format.. push to specific providers

« Open source so anyone can add support for new AP|s

* Peace, love, and rock 'n roll!



Project Info

« www.dnscontrol.org

« Github: https://github.com/StackExchange/dnscontrol

o 3500 stars
o 254 contributors (as of 2025-09)

Official support: BIND, Azure DNS, Cloudflare, Google DNS, AWS Route 53, C5C Global

Community support: AdGuardHome, Akamai, AXFRDDNS, Azure DNS, BunnyDNS,
ClouDNS, CNR, deSEC, DigitalOcean, DNSimple, DNS Made Easy, DomainNameShop,
Easyname, Exoscale, Gandi, GCore, HEDNS, Hetzner, Hexonet, HostingDE,
HuaweiCloud, InternetBS, INWX Linode, Loopia, LuaDNS, Namecheap, Netcup, Netlify,

NS1, OpenSRS, Oracle, OVH, Packetframe, PowerDNS, RealtimeRegister, SakuraCloud,
Softlayer, TransIP, Vultr



Commmand-line usage:
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Language features:



Variables
A

D( "example.com®,
A(™@", "174.136.107.196"),
H

B:

var IP_FORSALE = "174.136.107.196";

D{ "example.com”,
aA{"a", IP_FORSALE},
}i



Variables express intent

/f Language sites: es, ja, pt, ru
A{"es", IP EXTERMAL INGRESS MAIN,
A{"ja", IP_EXTERMAL_INGRESS_MAIN,
A{"pt", IP_EXTERMAL_TNGRESS MAIN,
A{"ru", IP_EXTERMAL_ INGRESS MAIN,

FLAGS PHASEZ2),
FLAGS_PHASE1),
FLAGS_PHASE1),
FLAGS_PHASE1),



Macros

var GOOGLE_APPS_DOMAIN MX = [
Me("@", 1, "aspmx.l.google.com."),
Mx("@", 5, "altl.aspmx.l.google.com.™),
M("@", 5, "alt2.aspmx.l.google.com.™),
MX("@", 10, "alt3.aspew.l.google.com.”),
Me("@", 10, "altd.aspm.l.google. com.™),

1;
D{"stackoverflow.com",

I:IEIEII:.:IE-LE_APP S5 DOMAIN N,
b H -

D( "stackexchange. com”,

QUOGLE_APPS_DOMAIN N,

18



Templates

function PARKED(name) {
D{nama, REGISTRAR, DnsProvider({My DNS PROVIDER),
A("@", =10.2.3.47),
CMAME( "whin™, "@"),
SPF_NONE, //deters spammers from using the domain in From: lines,
-
]..

PARKED( "examplel.tld"),
PARKED( "examplez. t1d");
PARKED( "example3.tld");

19



Loops!

_.each{
[
"examplel. tld”,
"example2 . tld",
"example3. tld”,

1.
function (d) {

D{d, MY REGISTRAR, DnsProvider{My DNS_PROVIDER),
A("@", =10.2.3.47),
CMAME( "wn™, "@"},
SPF_NONE, //deters spammers from using the domain in From: lines,
-
}
}i

20



Require/include statements

require{”lib/macros. 5" ),
require{”lib/data. json");

require("domains/teaml . js"};

require] "domains/teamz. j57);
require("domains/team3, js7);



Functions: Fancy redirect.

function REDIRECT_EXACT FODM(srcfgdn, dstfgdn) {
return [
ff Create an A record with CF_PROXY _ON so that the traffic gets to Cloudflare:
A NB: A ™. 1s appended to srcfgdn so that DNSControl knows it

ff 15 a FODN, and will give an error 1f this is in the wrong D{).

A{srefgdn + ".", ADDRESS_REDIRECT, CF_PROXY_OM),

/f Create a redirect rule:

CF_TEMP_REDIRECT("https://= + srefgdn + "/*", “https://" + dstfgdn + "/$17),

]..
D{ "askubuntu. com",

REDIRECT EXACT FQDN{ "wwaw. askubuntu.com", “askubuntu.com"),
REDIRECT_EXACT_FQDN{ "chat.askubuntu.com™, "chat,stackexchange.com"),



Functions: RADS

function RADS(cc) {
return [
CF_SINGLE REDIRECT('rads ' + cc, 301,
"(http.host eq "rads.stackoverflow.com" °
+ 'and http.request.uri.path matches "A/amzn/clicks"
+ £e
LR R
"wildcard replace(http.request.full uri, '
# 'r"http*: /frads. stackoverflow. comfamzn/clicks”
# ce + "/, rUhttps: /S amazon. ' + cc + Adpse{2y)’
)i

]..
D{ "example.com”,

RADS( "co.uk"},
RADS( "de™),
RADS("fr=),
RADS("es™),
RADS({"it"™),
RADS( "com" ),



Computed records

var PUBPLAT_INSTANCE = function{name, internal ip, internal_ip win) {
function l{orig) {

return orig.replace("NAME", name).trim{);

}

return [
A(L("
A(L("
A(L("
i
A(Lc"
A(lc"
i
A(L("
i
A{Lc"

MAME . s tackoverflow, dev.
meta . NAME . stackoverflow. dev.
talent .MAME. stackaverflow, dev.

NAME . stackexchange . dev.
* _NAME. stackexchange . dev.

NAME . stacksnippets . dev.

cdn, NAME , sstatic, dev.

dema.

dema .,

'-:Ir
'-:Ir
'-:'r

'-:Ir
'-:'r

pr
pr

internal_ip),
internal_ip),
internal_ip_win),

internal_ip),
internal_ip),

internal_ip),

internal_ip),

PUBPLAT INSTANCE{"ascn-dev”, INGRESS ASCN DEV, INGRESS_ASCN DEV WIN),
PUBPLAT INSTANCE{"load-test”, INGRESS LOAD TEST, INGRESS LOAD TEST WIN),
PUBFLAT_INSTANCE( "main-stg”, INGRESS_MAIN_STG, INGRESS_MAIM_STG_WIN),
PUBPLAT INSTANCE{"main-test”, INGRESS MAIM_TEST, INGRESS MAIN_TEST WIN),



Builders: DMARC / DKIM / SPF
The DKIM_BUILDER helps assemble a DKIM record.

D "example.com™, REG_MY PROVIDER, DnsProvider{DSP_My_PROVIDER),
DKIM BUILDER( {
label: "alerts”,
selector: “k2",
pubkey : "MIGTMADGCSGGSIb3DNEBAQUAALGNADCEIQKEECDCS/24L"
flags: ["v'].
hashtypes: ['sha256°], // **COMMENT**
kKeytype: 'rsa’,
servicetypes: [‘email’],
ttl: 150

}),
};

Output:

k2. _domainkey,alerts IN TXT "w=DKIM1; k=rsa, s=email, t=y; h=shal5, \
p=MIGTMADGCSGGS Ih3DQEBAQUAAIGNADCE 1 QKEEODCS /241"



Optimizers: SPF

o

("example.com™, REG_MY PROVIDER, DnsProvider(DSP_MY PROVIDER),
A'E", "10.2.2.2"),
Me(=@", “example.com.”),
SPF_BUILDER( {
ttl: "5m",
parts: [
"w=spf1",
"ipd:198.252.206.0/24", f/f ny-mail*
"i1p4:192.111.0.0/24"7, /7 co-mail*
"include:_spf.google.com™, // GSuite
"include:-mailgun.org”, /f Greenhouse.lo
"include: spf-basic, fogereek. com”, /f Fopgbugsz
"include:-mail . zendesk.com", 7/ Zenddesk
"include: servers.mesv.met", /7 MailChimp
"include: sendgrid.net”, ff/ SendGrid
"include: 450622 spf0S. bspotemall net”, // Hubspot (Ticket# SREREQ-107)
"-all"
]r
flatten: [
"spf-basic. fogereek.com”,
"450622 , spf05. hubspotemalil . net”

]
I3

};



Reverse IP (in-addr.arpa)
Automatically generate RFC 4183-compliant in-addr.arpa strings.
A

D{"0.111.192. in-addr.arpa”,
PTR({"1", "one.stackoverflow.com."),
P-I-H.{ b b | "two . stackover flnﬂl O, Ir} ¥

Y
B:

D{REV("192.111.0.0/24"),
PTR{"1", "one.stackoverflow.com."),

PTR{"2", "two.stackoverflow.com."),



Reverse |P with variables

var S5ERVER_A = "192.111.0.4";
var SERVER_E = "192.111.0.9";

D{ "example.com”,
A "weav", SERVER_A),
A{"demo", SERVER_B),
b

DEREV{™192.111.0.0/247),

PTR{ REV{SERVER_A)}, "www.stackowverflow.com."),
FTR{ REV{SERVER B}, "demo.stackoverflow.com.™),

28



Comments!
D{ "example.com”,

/f TICKET-123: why 1s this here? Blah blah
/f Blah blah blah blah blah blah blah blah
/f Blah blah blah blah blah blah blah blah
/f Blah blah blah blah blah blah blah blah
/f Blah blah blah blah blah blah blah blah
/f Blah blah blah blah blah blah blah blah
!/ blah blak blah blah blah blah.

ONAME ( "myalias™, “waw.stackoverflow.com."),

blah blah blah blah blah blakh blah blah blah

blah blah blah blah blah blah blah blah blah.
blah blah blah blah blah blah blah blah blah.
blah blah blah blah blah blah blah blah blah.
blah blah blah blah blah blah blah blah blah.
blah blah blah blah blah blah blah blah blah.

lll_.l



Integrate into Github Actions
* https://github.com/StackExchange/dnscontrol-action

- name: call dnscontrol action
uses: StackExchange/dnscontrol-action@f22776014445e3ad45ca0e75d80296a4c 7796884
with:
emdargs: preview
post_pr_comment: false
post_summary: true
check: false
creds_file: creds.json



Updates via PR
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PR Diff
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PR Automatically add comment

github-actions  bot  commented ¥ minukes ago - edilen -
* DHSCamrol Prasdew Rrsults (EXTERMAL]

DMS Control Preview Results (EXTERNAL)

Usas dataulr CHE runnars)

CORCURRERTLY checking for 175 fore|e)
SFELALLY chacking far & mnslxl
Waitl=q Tor concurfent Checklngls) T3 COmELETE. . OME

CIREIRRINTLY pathering records of 175 zonelsd
SERTALLY gathering recaqds of @& panei(sl

Wai1ti=g For concurrent I:|I||'I-Frl'l:|:l| In croplate. . CIRE
i pdokhdag ik hidks EAENE STaCkDwes LD adulthlack
s kel sk ek Bmain: myketmck, s
e e ey [amEbn: stacanwer? Lad. &1

e TR T e Terrs amains hIHrlll:d.I:-'n-g

ihich padihndagihhddka MBIENE STACKDWET T LDA, DLGE
MR akEsEeE [munin: stackoverd Lpw, gsiness
whw pepere e ep rerer [amEln: stacapsdhanps. ca
e ey Damain: swtacaoves? Lee. ra

dupich pdokhbag ik hidds BAENT STACKDWETTLDA . CINEE 7S
M= pomsin: stacieschsnpe, closl

s e dids [amELn: stacaove s Lot clowd
e rery Damain: colleck ivEsn-atackaver o 5
hich paddkhbdagihhdhds BAENE discaser-stackoeert Lo L0
A e omsin: mep lgre-stacioverd Los, o
i e i b [IEELN: GET=RTEKSMRTT18K.£0

e Rl e ey Mamain: slAaca=-teams. ro

i paddhbdagihhdhds BALNT STACRbLSLress. 00

Dowclaprent [[:H

SurcEsslulby mergifag This frall regu i misy' Cdose
HETUR LT ETS

Hnte el

Mnlificabnns Lamlsnss

B Unaubseribe

Yoo 're recahang nowfoal knes Deoause wou'Te
Witz hing this roposiary.

1 particigam

2 Lock conversation



PR Automatically add comment
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PR Approve and merge
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Github Actions enables GitOps



What is GitOps?
GitOps is allowing users (usually engineers) to submit PRs instead of tickets.
laC + PR = GitOps

« Automated testing

» Validation (Guardrails)

= Save your cognative energy for the important parts
« Automate testing, pushing into production, post-deploy testing



Shifts work to the user

« OLD:
o You: check syntax
= You: check content
o You: deploy to production
¢ You: follow-up verification

« NEW
> Requester: creates PR to initiate work
o Automation: check syntax
o Automation: check content

= You: Review and approve

> Automation: deploy to production

o Requester: follow-up verification



Conclusion

Everyvone will be

. 3 1d. .. C AL |
Are youl ¥ou should Because you'll impressed...

Save time, reduce | faster updates, more
complexity, assure |consistent, correct on

consistency the first try
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« www.dnscontrol.org

» Github: https://github.com/StackExchange/dnscontrol
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Thank you

Thomas A. Limoncelli (Tom)
27 Oct 2025

tlimoncelli@stackoverflow.com



