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Use of AI tools in abuse mitigation
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SPEAK SLOWLY 
AND CLEARLY.

USE A HEADSET 
FOR BETTER 
AUDIO AND 

INTERPRETATION.

RAISE YOUR HAND 
IN ZOOM TO JOIN 

THE QUEUE.

ON SITE? PLEASE 
MUTE YOUR ZOOM 

AUDIO.

REMOTE? PLEASE 
TURN ON YOUR 
CAMERA WHEN 

SPEAKING.

SPEAKING IN A 
LANGUAGE 

OTHER THAN 
ENGLISH? LET US 

KNOW FOR 
INTERPRETATION.



Have a headset ready!

Participants could present, ask questions, or 
contribute in languages other than English. 



Tech Day | DASC session on the use of AI tools in abuse mitigation
Monday, 27 October 2025  | 15:00-16:00 local, UTC +0
 

Session chair: Nick Wenban-Smith, .uk, Chair of the ccNSO Domain 
Name Abuse Standing Committee (DASC)

● Philip Struyf, .eu
● Jake Vincet, .uk
● Crystal Peterson, .us



About the ccNSO DNS Abuse Standing Committee (DASC)

Share information, 
insights and practices

1
Raise understanding 
and awareness

2
Promote open and 
constructive dialogue

3
Assist ccTLD 
managers in their 
efforts to mitigate the 
impact of DNS Abuse

4

DASC does not formulate any policy or standards: out of scope of the ccNSO policy remit

6



DASC: resources and activities to date 
● Resources

○ DNS Abuse Library: https://icann-community.atlassian.net/wiki/x/JEJ2Bg 
○ Dedicated email and contact list: https://icann-community.atlassian.net/wiki/x/JkR2Bg 

● Understanding the landscape and how to best serve ccTLDs
○ Survey among ccTLDs 2022
○ Survey among ccTLDs 2024 

● Sessions
○ Tools & measurements
○ Amendments to the gTLD Base Registry Agreement (Base RA) and gTLD Registrar Accreditation Agreement (RAA) 

to Modify DNS Abuse Contract: what do ccTLDs need to know?
○ The role of accurate domain name registration data in combating DNS abuse
○ Online scams and financial crime

https://icann-community.atlassian.net/wiki/x/JEJ2Bg
https://icann-community.atlassian.net/wiki/x/JkR2Bg


AI-powered domain 
name abuse detection 
ICANN84 – ccNSO Tech Day / DASC



• Introduction

• Domain Name Abuse

• What are we facing ?

• Why AI ?

• Detection Tool: APEWS

• Current Implementation

• Advantages

• Limitations

• Future Plans and Improvements

• Q&A

Agenda





• Key priority
• Legal Obligation (Concession contract, GDPR, NIS2)

Accurate data about domain name holders

Assisting consumer protection and law-enforcement authorities, 
Identifying sources of spam, Safeguarding intellectual property 
rights, Addressing cyberattacks, Resolving technical network 
issues, … 

Purpose

• Registrars are provisioning the data
• EURid is working closely with both registrars and registrants

Responsibilities

• Some data are made publicly available via our WHOIS database
• CLI or web interface

WHOIS

A safe and reliable .eu
Our goal: Data Quality



• Malware is malicious software, installed and/or executed on 
a device without the user’s consent, which disrupts the 
device’s operations, gathers sensitive information, and/or 
gains access to private computer systems. Malware includes 
viruses, spyware, ransomware, and other unwanted software.

• Botnets are collections of Internet-connected computers 
that have been infected with malware and can be commanded 
to perform activities under the control of a remote attacker.

• Phishing occurs when an attacker tricks a victim into 
revealing sensitive personal, corporate, or financial 
information, whether through sending fraudulent or ‘look-alike’ 
emails, or luring end-users to copycat websites. 

• Pharming is the redirection of unknowing users to 
fraudulent sites or services, typically through DNS hijacking or 
poisoning. Phishing differs from pharming in that pharming 
involves modifying DNS entries, while phishing tricks users 
into entering personal information.

• Spam (as a delivery mechanism for other 
forms) is unsolicited bulk email, where the recipient has not 
granted permission for the message to be sent, and where the 
message was sent as part of a larger collection of messages, 
all having substantively identical content.

DNS Abuse
What is threatening us? ICANN Definition (SSAC Report)

Source: ICANN DNS Security Threat Mitigation Program – A Brief Review of DNS Abuse Trends





Introduction of AI / ML

Development of a prediction system

• Collaboration with KU Leuven University
• Based on registration (meta)data
• Different predictor models
• Continuous training via external sources and feedback loop

Scientific Publications on our website (eurid.eu)

• Detection of Algorithmically Generated Domain Names used by Botnets: A Dual Arms Race 
• Exploring the Ecosystem of Malicious Domain Registrations in the .eu TLD
• Assessing the Effectiveness of Domain Blacklisting Against Malicious DNS Registrations. 
• An Operational Solution for DNS Registries to Prevent Malicious Domain Registrations

https://eurid.b-cdn.net/assets/detection.pdf
https://eurid.b-cdn.net/assets/exploring.pdf
https://eurid.b-cdn.net/assets/assessing.pdf
https://eurid.b-cdn.net/assets/operational.pdf
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• Each check can be enabled / disabled + assigned a weight
• Once threshold is reached, the prediction outcome will be ‘malicious’

Loop of Checks

• Reduction of computational efforts
• Allows fast tweaking of results, independent of ML-training

Addition of Rules

• Covid-19 Pandemic
• War in Ukraine

Example: Keyword-related rules

• Also post-delegation checks
• Abuse Reports: Problem of compromised servers / subdomains / …
• EURid is content-neutral, collaboration with 3rd parties (LEA, CERT, …)

Building block in a larger landscape

State of PlayGradual Deployment



Limitations
• Dataset is limited to .eu

• APEWS is integrated into the .eu registration platform
• On-premise infrastructure
• Message broker system

Current & Future Developments
• Expanding to a multi-ccTLD model

• Anonymization of data to be stored (ML)

• Containerized deployment on a European Cloud 

• Communication via free and secure REST-API’s



APEWS aaS – High Level Design
One instance for all participating registries: Ensures 
centralized costs and unified approach.

Hosted on a European Public Cloud: Supports EU 
digital sovereignty and compliance with European data 
security standards.

Free and Secure REST APIs: Seamless and reliable 
integration for participating registries.

Self-Contained Database: Independent and efficient 
data storage for enhanced performance and scalability.

Machine Learning Training: Continuously improves 
abuse detection accuracy through collaborative data 
contributions.

Abuse Predictions: Report and Proactively mitigates 
DNS abuse threats with AI-powered predictions.



Enlarge 
community 

and improve 
model

• Expand the user base to 
include additional registries.
Enhance the machine learning 
model with a broader dataset 
and refine based on feedback.

Open SaaS 
and test with 

registry  
community

• Launch the 
Software-as-a-Service (SaaS) 
platform for testing and 
feedback.
Engage the registry 
community to ensure the 
system meets diverse 
operational needs.

Lift & Shift + 
API 

Development

• Transition the system to a 
scalable cloud-based 
environment.
Develop secure, free REST 
APIs for seamless integration 
with registries of all sizes.

R&D and 
Product 

development

• Conduct research and develop 
the core DNS abuse prevention 
system.
Establish AI models and define 
functional and non-functional 
requirements.

APEWS aaS - Roadmap
done 2025 - done 2025 - ongoing 2026 Onward



Scenario Description Advantages Disadvantages Cost / Effort

 No Automation
Manual use of APEWS via 
web/Postman/scripts, no 
system integration.

• Minimal effort 
• No technical dependency

• Manual 
• Slow
• Error-prone

1 – 5 Days

Limited Integration
Partial automation within 
registration flow, using 
common rules & feedback.

• Semi-automated
• Shared rule set & 

feedback loop

• Some manual work
• Limited flexibility 1 – 3 Months

Full Integration
Full bi-directional integration, 
custom rules, closed 
feedback loop.

• Fully automated
• Registry-defined checks & 

reports

• High implementation effort
• Possible internal changes 3 – 6 Months

APEWS aaS - Integration Scenarios
The cost of integrating with APEWS as a Service for a registry would vary significantly depending on two key factors: 

• The technical architecture of the registry’s internal registration system

• The desired level of integration with APEWS. 

To provide a clear overview, we outline three possible integration scenarios:
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Jake Vincet – Registry Policy Manager 
– Nominet .UK

Nominet’s use of 
AI in DNS Abuse



Domain Watch
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Domain Watch

An anti-phishing initiative to further increase the security of .UK 
and protect end users from malicious phishing activity

Designed to identify domains shortly after registration that are 
clearly deceptive

Mixture of rules and machine learning models that look for 
combinations of typos on key brands or keywords 
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Domain Watch

selfstorestorage.co.uk

greatoldbury.uk

owlconstruction.co.uk

28418232.co.uk

paypan.co.uk

golfballking.co.uk

evri-reschedule.uk

ring-a-roses.uk

psychics4you.uk

churchtower.uk

tax-gov.uk

team-down.co.uk

…

Domain 
Watch

Malicious 
Campaigns

3.7

1.6

0.2

8.6

9.5

8.8

10

4.2

4.8

0.1

10

2.8

…

Every registered .UK domain is 
checked against the Domain Watch 
models

Score each domain using a mixture of 
rule-based and machine-learning 
models

• ~20 domains a day flagged

• ~50% suspended

• ~10% of suspensions lifted

domain registration

few days

weeks or months

All domains and scores are for 
demonstration only
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Domain Watch Process

Threshold breeched?
Analyst 
review

BAU

Suspension

Remain Suspended

ID 
verification

Notification sent
Domain registered

DW Score

Yes

No
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Domain Watch in Numbers

4,349 
Domains suspended

1 Nov 2023 - 31 Oct 2024

113
Login related

apple-login.co.uk

55
Barclays bank

barclays-fraud.co.uk

26
HMRC 

(UK tax office)

hmrc-govs.uk



Genie
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Genie

• Genie is an AI assistive feature of Databricks which is 
an analytics platform

• Our use of the tool is in its infancy, but we see use 
growing as we mature the capability 

• Genie translates business questions into analytical 
queries

• Business users can query data which would have 
typically required SQL knowledge and database 
access
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Genie – Basic use case

Could we do something with 
these domains to stop them 
being repeatedly suspended?
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Genie

• Could we ask simple questions 
to look for spike and anomalies 
in registrations? 

• Could we use it to pivot on 
registrant data for associated 
domain checks?
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Collating Reports & Intelligence

Collate reports from a 
range of sources 
including MISP

Use Genie to analyse the 
reports and extract key 
data at scale

Produce findings in a 
human consumable 
format for action



Q&A
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Preventative Measures 
for DNS Abuse in the 
usTLD
October 2025 – ICANN84

Proprietary
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STATE OF THE DOMAIN

Domains Under Management

2.45M

+8.1%
DUM Growth Year Over Year

Locality Domains Under Management

12.5k

*Stats as of 31 July 2025; Renewal rates as of April 
2025

57.4%
Blended Renewal Rate

#10
TLD Ranking 

Source: DomainState.com

#25
TLD Ranking

Source: DomainNameStat.com



Combating DNS Abuse Before It 
Happens

Implementing capabilities to shift between 
reactive and proactive abuse prevention through 
AI-powered threat intelligence and cross-TLD 
pattern recognition

3

PROACTIVE 
DOMAIN ABUSE 
BLOCKING



The Challenge - Current State of DNS 
Abuse Detection

Reactive Approach Challenges

• Abuse detected only after abusive activity
• Response times can expose users to risk
• A system that relies solely on reactive 

approaches creates a "whack-a-mole" cycle 
of enforcement

Cross-TLD Pattern Research Results

• Attackers often pivot between TLDs
• Weaknesses in cross-industry oversight enables 

exploitation of systems for DNS abuse
• Third parties weaponize TLD abuse

The Solution

Proactive Intelligence-Driven Prevention: Temporarily block domains identified as 
potential for malicious intent before registration using cross-TLD abuse patterns, AI 
analysis, and real-time threat intelligence to prevent DNS abuse with a TLD and protect 
the broader DNS ecosystem.

Proprietary



System Architecture - Multi-Layer Threat 
Analysis and Prevention

Threat Inputs 
(Multiple Data 
Feeds/Sources)

GDR’s Threat 
Engine

(AI Analysis)

Blocking 
Gateway

(Action Layer)

Registry 
(Prevention 
Policies with 
Block Time 

Periods)
System Components
Historic Alert Integration (Threat 
Management Platform)
• Historical abuse records across 

GoDaddy TLDs provide baseline 
understanding of attack patterns

Threat Intelligence Feeds
• Real-time global abuse data 

integration with multiple providers
Proprietary

Cross-TLD Analysis

Blocking Gateway

• Zone file analysis and bulk registration pattern 
detection across the TLD ecosystem

AI Threat Engine
• Fuzzy matching, ML behavioral analysis, and risk 

scoring with layered decision criteria

• Interface providing automated blocking and appeals 
management

Data Flow



Impact Goals - Measurable Outcomes for 
TLD Security

Goal Metrics
(Upon initial proof of concept testing)

• 20% Reduction in malicious domain
registrations

• 20% Known malicious strings blocked 
pre-registration

• <5% False positive rate for legitimate
domains

• 75% Faster abuse response time savings

Key Success Indicators

• Disruption of cross-TLD abuse migration
• Improved TLD reputation metrics
• Reduced downstream harm to users and 

brands
• Enhanced confidence with industry 

partners in abuse prevention within the 
TLD

Proprietary



Implementation Strategy - Phased Deployment

Phase 1: Proof of Concept [IN PROGRESS]

• Deploy targeting for the usTLD exclusively
• First focus is phishing pattern detection; then 

expand into other DNS abuse types
• Establish baseline metrics (against goals)
• Integrate threat intelligence feeds
• Develop appeals process

Phase 2: Optimization [Proposed]

• Refine AI models based on data
• Improve appeals processing
• Expand to additional abuse types
• Policy framework amendments
• Enhanced fuzzy matching

Proprietary

Phase 3: Product Expansion 
[Proposed]

• Deploy across additional GDR TLDs 
(gTLDs and ccTLDs)

• Cross-TLD intelligence sharing
• Commercial service development with 

Brand
Safety Alliance

• Partnership integration
• Industry collaboration



Benefits for TLD Community - Raising 
Standards in DNS Security
Abuse Migration Disruption
Break the cycle of attackers moving between 
TLDs after enforcement occurs.
Outcome: Cross-TLD intelligence sharing prevents
“Registry TLD shopping”

Enhanced Industry Reputation
Proactive measures improve overall trust in TLD 
operations
Outcome: Reduced negative publicity and security 
incidents

Cost-Effective Prevention
Preventing abuse can cost less than reactive 
cleanup and damage control
Outcome: Lower operational overheads for abuse 
responses
Proprietary

Collaborative Framework
Share threat intelligence and best practices 
across registry operators (and registrars)
Outcome: Industry-wide threat pattern 
recognition

Brand Protection Excellence
Proactive blocking enhances value proposition 
for
brand owners
Outcome: Higher brand confidence in TLD 
security measures

Regulatory Compliance
Demonstrate proactive responsibility to 
regulatory bodies
Outcome: Reduced regulatory pressure and 
oversight



QUESTIONS





THANK YOU!

Crystal Peterson
Sr. Director, Registry Key Accounts & 
Operations GoDaddy Registry



Thank you!


