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Introduction to WHOIS and RDAP

Introduction to WHOIS 

and RDAP
Yazid Akanho
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Refresh on ICANN’s mission

● Help coordinate the unique identifiers of the Internet

● We work in coordination with other organizations

● To help ensure a stable, secure, and unified global Internet
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WHOIS in a nutshell

● WHOIS is a protocol developed in 1982 to 

provide netwide directory service to ARPANET 

users (RFC 812, last update is RFC 3912).

● A simple query/response to TCP port 43.

● Has undergone numerous improvements with the 
growth of the Internet. It suffers limitations that 

require to change the protocol.
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From WHOIS to RDAP

● Why did we need another registration data access protocol ? 

○ No standardized input/output format, No internationalization

○ No clear method for finding authoritative services

○ No authentication, No security

● Around 2011, RIPE NCC & ARIN developed incompatible RESTful services 
for WHOIS: rWHOIS, WHOIS++, IRIS, WEIRDS

● 2015, RDAP is standardized (STD 95): RFCs 7480 to 7485, 8056, …

● 2017, RySG and RrSG advised to speed up implementation

● 2019, ICANN required gTLD registries and ICANN-accredited registrars to 

implement an RDAP service, 28 Jan 2025, WHOIS sunset for gTLDs

● More about RDAP: https://www.icann.org/rdap

https://www.icann.org/en/announcements/details/icann-update-launching-rdap-sunsetting-whois-27-01-2025-en
https://www.icann.org/rdap
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RDAP replaces WHOIS

● Registry Data Access Protocol (RDAP) was designed in the IETF to offer 

a directory service for the Internet’s unique identifiers.

● RDAP is a wholesale replacement for WHOIS. 

● WHOIS is not a very robust protocol. RDAP is.

● WHOIS is not a secure protocol. RDAP is.

● WHOIS does not have a standard output format. RDAP does

● WHOIS does not support multiple languages or character sets. RDAP does.
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Some benefits of RDAP

● Standardized query/response/error: HTTP-based REST-style protocol 

specificized in JSON format (UTF-8), enabling easy scripting of machine-

readable output. Lookups Vs searches.

● Support for internationalization: response data objects can be translated 

into any language (including non-ASCII characters).

● Bootstrapping mechanism: to easily find the authoritative server for a query.

● Standardized redirection/reference mechanism:

○ From a registry to a registrar (URL referral)

○ From an RIR to another or an NIR to an RIR (HTTP redirect)

● Differentiated access: possible to define access rights for different groups.
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Other benefits of RDAP

● Secure access to data when used over HTTPS (highly recommended)

● Extensible: easy to add query and output elements. RDAP extensions: 

https://www.iana.org/assignments/rdap-extensions/rdap-extensions.xml

● Over 30 known RDAP client implementations:

○ ICANN RDAP web client: https://lookup.icann.org/

○ ICANN RDAP CLI Client: https://github.com/icann/icann-rdap

○ rdap.org: https://about.rdap.org/ with its deployment dashboard.

○ OpenRDAP: https://www.openrdap.org/

○ … and many more.

https://www.iana.org/assignments/rdap-extensions/rdap-extensions.xml
https://www.iana.org/assignments/rdap-extensions/rdap-extensions.xml
https://www.iana.org/assignments/rdap-extensions/rdap-extensions.xml
https://www.iana.org/assignments/rdap-extensions/rdap-extensions.xml
https://www.iana.org/assignments/rdap-extensions/rdap-extensions.xml
https://lookup.icann.org/
https://github.com/icann/icann-rdap
https://github.com/icann/icann-rdap
https://github.com/icann/icann-rdap
https://about.rdap.org/
https://www.openrdap.org/
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WHOIS Vs RDAP: a quick summary
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RDAP at RIRs

RIR WHOIS RDAP

AFRINIC whois.afrinic.net https://rdap.afrinic.net/rdap

APNIC whois.apnic.net https://rdap.apnic.net/

ARIN whois.arin.net https://rdap.arin.net/registry/

LACNIC whois.lacnic.net https://rdap.lacnic.net/rdap/

RIPE NCC whois.ripe.net https://rdap.db.ripe.net/

All five RIRs have implemented RDAP.



ICANN 84 - How it Works: RDAP 11

ICANN RDAP web client

https://lookup.icann.org/

https://lookup.icann.org/
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ICANN RDAP web client
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ICANN RDAP Command Line Client (CLI)

https://github.com/icann/icann-rdap

.

https://github.com/icann/icann-rdap
https://github.com/icann/icann-rdap
https://github.com/icann/icann-rdap
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Additional resources

● RDAP Performance (OCTO-029):  

https://www.icann.org/en/system/files/files/octo-024-14dec22-en.pdf

● ICANN RDAP Conformance Tool: https://webrdapct.icann.org/

https://www.icann.org/en/system/files/files/octo-024-14dec22-en.pdf
https://www.icann.org/en/system/files/files/octo-024-14dec22-en.pdf
https://www.icann.org/en/system/files/files/octo-024-14dec22-en.pdf
https://www.icann.org/en/system/files/files/octo-024-14dec22-en.pdf
https://www.icann.org/en/system/files/files/octo-024-14dec22-en.pdf
https://www.icann.org/en/system/files/files/octo-024-14dec22-en.pdf
https://www.icann.org/en/system/files/files/octo-024-14dec22-en.pdf
https://webrdapct.icann.org/
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The Current State of RDAP

The Current State of RDAP

Andy Newton

GDS Technical Services Principal Engineer
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What Does RDAP Look Like 
Today?

A Year of Changes

● WHOIS Sunset on 28 January 2025.

● More deployments by the ccTLDs.

● Queries across the ecosystem are up.

● New software is available.

● New functionality for existing services.
● Upcoming specifications.
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WHOIS Sunset

● WHOIS no longer required for most gTLDs as of 28 January 2025.

● 74 gTLDs dropped WHOIS in February.

○ (according to ICANN reachability scan)

● As of September: 

○ 374 gTLDs do not have available WHOIS.
■ (according to the TLD RDAP Monitor)

○ 139 gTLDs do not have reachable WHOIS

■ (according to ICANN reachability scan)
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gTLD WHOIS Query Numbers
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gTLD RDAP Query Numbers
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Some Other Stats

Where How Many

ARIN ARIN regularly sees monthly query volume of 300 million 

queries/month, with spikes as high as 700 million/month.

rdap.org rdap.org sees around 10 million queries/month for their 

redirection service.

lookup.icann.org ~1.5 million views/month

The RDAP ecosystem sees over 1 billion query per month.

Assumption: probably not eyeballs but bots.
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Deployment: deployment.rdap.org

~12% increase for ccTLDs since February 2025.
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Deployment: rdap.wxapros.com
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Client Software: rdap.rcode3.com

Type How Many

Online Web Clients 9

Web Client Software 4

Mobile Clients 3

CLI Clients 10

Client Libraries 21

Total 47
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Server Software: rdap.rcode3.com

Type How Many

Authoritative Servers 11

Redirect Servers 6

Conformance Tools 5
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What’s to Come…

RDAP RIR Search
● Closes the functionality gap between RDAP 

and WHOIS for the RIRs.
● Already approved by the IETF (in the RFC 

Editor’s queue).
● Deployed by ARIN. Other RIRs soon to 

follow.

RDAP RPKI
● Information on RPKI via RDAP.
● draft-ietf-regext-rdap-rpki

JSContact
● Moves RDAP beyond vCard/jCard.
● Becomes even more interesting if RPP uses 

JSContact.
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Your feedback is important to us!
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icann.org

facebook.com/icannorg

youtube.com/icannnews

flickr.com/icann

icann.org

@icann

facebook.com/icannorg

youtube.com/icannnews

flickr.com/icann

linkedin.com/company/icann

instagram.com/icannorg

ICANN Webpage and Social Media Links

http://icann.org
http://facebook.com/icannorg
http://youtube.com/icannnews
http://flickr.com/icann
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