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Source:	  Private	  Spam	  Trap	  
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•  10% of spam messages use domain 
names less than 10 minutes old. 

•  Boosts spam catch rate on domain 
names <5 minutes old by 20%. 
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•  Snapshot in time from the zone’s 
authoritative name server. 

•  Only tells of new delegation points. 
•  Not available for most CCTLDs. 
•  Only available to public every 24 hours. 
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•  Farsight DNSDB. 
https://www.dnsdb.info/!

•  Historical database of 350 million known 
domain names, 7 billion hostnames. 

•  Detecting 50k new domain names per 
day. 
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•  Publishing a DNSBL, several DNS RPZs of 
domain names first observed less than 
24 hours ago. 

domain.v1.bl.dns-nod.net 

•  ZFA-like dumps from passive DNS. 
– Resource records from authoritative name 

servers for the zone.!
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•  All domains, even legitimate ones, will 
be penalized by NOD's subscribers. 

•  Up-front accountability would prevent 
this junk at lower total cost. 

•  The need and demand for NOD should 
embarrass the whole DNS industry. 
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•  Improve accountability for new domains. 
– Credit cards, whois, identity. 

•  Offer ZFA, including deltas, for all TLD’s. 
–  Even CCTLD’s. 

•  Improve takedown procedures. 
– Consider APWG's API/process for this. 

•  Consider putting new domains in "pause." 
•  Limit NS changes to one per day. 
–  Exceptions only by phone. 
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https://www.farsightsecurity.com/ 
https://www.dnsdb.info/ 
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