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Overview 
–  Deprecation of SHA-1 

–  Certificate Transparency (CT) 

–  Certificate Lifecycles 

–  Internal Name Deprecation 

–  Certificate Authority Authorization (CAA) 

–  Heartbleed Bug 

 



SHA-1 Transition 
Microsoft SHA-1 Deprecation Timeline 

–  January 1, 2016: Cease issuance and deprecation for code 
signing certificates 

–  January 1, 2017: Deprecation of SSL 
 
Mozilla SHA-1 Deprecation Timeline 

–  Early 2015: Security warning for 2017 certificates 
–  Firefox 2016 release: “Untrusted Connection” for new SHA-1 

certificates 
–  Firefox 2017 release: “Untrusted Connection” for all SHA-1 
 
 



SHA-1 Transition 
Google SHA-1 Deprecation Timeline 

–  September 2014: Mixed content warning for SHA-1 expiring in 
2017 

–  November 2014: Mixed content warning for SHA-1 expiring after 
June 1, 2016 

–  Q1 2015: Mixed content warning for all certificates expiring in 
2016 and interstitial for 2017 and non-secure indicator for 2017 

 



SHA-1Sunset Tool  



Certificate Transparency  
•  Goals   

–  Provide insight into issued SSL certificate 
–  Provide faster remediation 
–  Ensure CAs are aware of what they issue 

•  Benefits   
–  Fast detection means better mitigation 
–  Greater visibility means better accountability  
–  Visible trust in operations 
–  Easier evaluation of certificate use 

•  Deployment 
–  Number of logs dependent on lifecycle 
–  Required for EV starting Jan 2015 
–  Nothing required from server operators 
–  Two logs approved, two pending 
 



Certificate Lifecycles 
•  Short lived Certificates 

–  Issued with a 48 hour validity period 
–  Used for remote location  
–  Alternative form of revocation 
–  Mozilla discussion: 
https://groups.google.com/forum/#!topic/mozilla.dev.security.policy/T11up58JkFc 

•  3-year Maximum Lifecycle 
–  Required April 2015 
–  Permits “rapid” changes in standards 
–  Ensures revalidation is occurring 



Internal Name Deprecation 
CAs may no longer issue certificates that contain Internal Names  
and expire after November 1, 2015.   
 
All certificates are revoked within 120 days of the contract signing date. 
 
Finding Internal Names 

–  Gather all Certificates 
–  Look at each common name 
–  Look at each SAN 
–  Evaluate if there is an internal name 

Certificate Inspector Tool 
–  Scans a network range and port range 
–  Evaluates each Certificate to determine if any internal names exist 
–  Compares against the latest policy changes 
–  Lists all internal name Certificates 

 





Certification Authority Authorization 
(CAA) 
•  Advantages 

–  Reduces risk of unintended certificate mis-issuance 
–  Simple way to express your preference of CAs 
–  Add CAA information to DNS and change it when you wish 

•  Disadvantages   
–  Compliance is voluntary 
–  Not uniformly applied 
–  Partial solution 
–  May slow certificate issuance  

•  Deployment   
–  CAs required to list policy and interpretation in CP 
–  CAs may elect not to check CAA 



DigiCert Certificate Inspector 
Advanced	  SSL	  analysis	  examines	  common	  
problems	  and	  weaknesses	  including:	  
	  
•  Vulnerability	  to	  Heartbleed	  Bug,	  

CRIME,	  BEAST,	  or	  BREACH	  aEacks	  
•  CerFficates	  with	  weak	  private	  keys	  
•  Expiring	  cerFficate	  dates	  
•  Internal	  names	  
•  Missing	  fields	  and	  values	  
•  CerFficate	  name	  mismatch	  
•  Weak	  cipher	  suites	  
•  SHA1	  vs	  SHA2	  
•  Broken	  chains	  
	  





Tools 
SSL	  Analysis	  Tools	  

–  hEps://www.digicert.com/cert-‐inspector.htm	  
–  hEps://www.digicert.com/sha1-‐sunset/	  
–  hEps://www.ssllabs.com	  
–  hEp://www.whynopadlock.com/	  
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