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Prototype Goals

.- Development of a S/IMIME client that uses DANE work to
support the discovery and usage of S/MIME certificates
from DNS.

- Implementation of draft SMIME proposal
- Includes _sign and _encr proposed enhancements
- Support NAPTR as part of record
- SHA224 encoding of local email
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Prototype Architecture
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Architectural Considerations

. Libraries/Class Abstraction

. C/C++

. Linux/Unix Platform | Thunderbird l
- Shared Library

- Decoupled from Ul

y v v

.- Encapsulates getDNS

libDane

¢ OpenSSL OpenSSL ‘ getDNS
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Thunderbird Integration

Verisign Public powere d by VERISIGN o 5




Encryption and Sending

800

0 [
D

File Edit View Insert Format Options Tools Help

ﬁ‘.ﬁ.v@ a . &

O O X Write: Example of an Encrypted Email
File Edit View Insert Format Options Tools Help

L - I -

v ~ v
spelling Attach Security Save Dane-Sign Dane-EnCrypt

v .
Send spelling Attach Security Save Dane-Sign Dane-EnCrypt
From: Test User 2 <te5tvrsn2@mai|-0l.daneMgnlabs.coﬁsrs,.. i
- To: testvrsnl@dane hive.verisignlabs.com
& To:
Subject: Example of an Encrypted Email
| Body Text v | | sans-serif V\.I' E R aaa | P

http:/imww.lipsum.com

The standard Lorem Ipsum passage, used since the 15005

"Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod
tempor incididunt ut labore et dolore magna aligua. Ut enim ad minim veniam,
quis nostrud exercitation ullamco laboris nisi ut aliquip ex ea commodo
consequat. Duis aute irure dolor in reprehenderit in voluptate veltt esse cilum
dolore eu fugiat nulla pariatur. Excepteur sint occaecat cupidatat non proident,
sunt in culpa qui officia deserunt mollit anim id est laborum."

From: Test User 2 <testvrsn2@mail-01.dane.hive.verisignlabs.com> tes @imap.dane.h...

- To: ‘ testvrsnl@dane hive verisignlabs.com

|- Tu:‘

Subject: Example of an Encrypted Email

| Body Text v | | sans-serif

vhh g R acalE @

MIME-Version: 1.0

Content-Disposition: attachment; filename="smime.p7m"

Content-Type: application/x-pkcs7-mime; smime-type=enveloped-data; name="smime.p7m"
Content-Transfer-Encoding: base64

MIIE1wY)KoZ IhveNAQcDolIEyDCCBMQCAQAXgQ)8MIICeAIBADBgMFsxCzA|BgNV
BAYTANTMQBwWDQYDVQQIDAZS ZXNOb2 4xFTATBgNVBACMDERIZmF 1bHQgQ2I0eTER
MABGALUECgwIVmMVyaXNpZ2 4xETAPBgNVBAsSMCFRoZSBlaXZIAGEBMAOGCSqGSIb3
DQEBAQUABIICAA+IHINEX1avT2mLM|Z4101zPs+ksEVkdZ7iAqry0+Re5Ag500p
tFT33Gax+E/+zNUS4AIXOE| Lip2upaxd97msLBux) WCKNbtiw3gGdks5Zj1MChso
W7YHNR1Ib14XXD5aX8HmMzZBxk6QXA6cefyA3wWKSOIUccahL WD +wCexFwpWpChEs
0QJP2ZrQF cLONgc8nisW LIA3K7 QUITW XMpHBCy 1Ixk0YjbL 16tn73kgl GY/Dhkt
VzAI37XKpdMLIbpDgk2aQmVx 7w5uYxRjSbD3NNTgIO | LITcpKWEGY3zvBdviOTDf
Digt/EI2x]VONB7/2518galiiljlzmAx|ohyKudX + 06N+ 8/tL3TpxxfyLBRgOFM|h
mdaj|8hee5opFPUKBNYD)YKQfzDciB]Ix8IpPTtLGf +jX 5SPPSEPO/ON/iU00Ix
0C+Adjgknbcble+U+Tz+czFeFvQddaV2L)jx X WR50wWX2ITCVczn)wEbe3LHF/c27
OhYktSDgt6gXap0W +kLtNapGjTXvIiKBed4hiS8H/e4Uyw5XU5183xkQp/YEm/rqad

192 1X8ZyBUUECQKSXMXMsrTWUE16gz4UNDtLBf/DgTHIk34zA1HdpCIKBd2Q2XMd7
MMBa8+Y9dGCa+802G1Q7Lpbj/7yc)ZfQofBLUQL7 +gTBQMr WRWiw0gZuMIICPQY)
KoZIhveNAQcBMBQGCCgGSIb3DQMHBANPrEO7f8pV5YCCAN3bWgoaxKDblOrrOeO
iMikdwYdwgbjz +x5gqQQFSJASGVGCarcUmImLEtIDRyrmILbfMxuBKk7D3GEYSFKkjyc
UnwQ/rsCDJnRwuLjhglILIuTt7MHMaBdbr19a48/Lf5ITnS)Rfe37h9m2 1sMOcU/
72]1KHbj3d/DBpcNAOF2Yhi0enIC26EdHNEPSSSck96LcZj2XVTWO3hNM4IsMBLs
7eMNvPeX 1klbZYU7bniGPO9X43f/SKAFEL 1zKZLBAIhVEEBI + ) ZNgNg6tUKEVGE
MOFB82UTNIN2xyc+a3kkRDNPDSORKQIVKY6Be7oNdDSbimtUupCNLKOyzMcKEpOLKG
PW/E5/hFa5Rtcir00zEI6zH8IIcAlkv500sjhuRMC1las]|QevEcdvT9sXS5dHo/7Lc
qWULIXTBWS5SZSsYKMmMSIESV/SCPgEtzF W XTFiTeu+PQhaCOyu4XIil/GWSINING
+yUT)yiKbpGYaDtlwiv8brHWrF 4sjoDhSASDUKOUKKDzyw/4jojKHOdIWPPSte/A
AhSRUTLEtgk)e2DovBV|KKggLupvFmOadu2cCKFhallNOC44Z3F/5geGghVCh +vt/
bBXixB3+iwWLADFgxAPpsValauahODn)3A+iodpnMQMo/ NV giWugCC7KCIAAr +e47
zDmB4NbFvHj4TYzo8LENS5gyGQest5SwhOP4NAN2Hpwiy6 1 lodmw\Vadxdfqw==

@ Found an attachment keyword: attachment

‘ Add Attachment... | | Remind Me Later | x

P |

Verisign Public

2
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Encryption and Reading

ZMaNg) X Inbox - testvrsn1@dane.hive.verisignlabs.com - Mozilla Thunderbird
Fle Edit View Go Message Tools Help
]@ Inbox - testvrsnl@dane....\k* Add-ons Manager x
= g
I‘% v M =2 @ ‘ Ov @\Irfy-signed Q =
Get Messages Write  Chat Address Book | Tag Quick Filter
-/~ testvrsnl..nlabs.com | v % g2 Subject oo From ¢ Date A B
& Inbox Simple Signed Email o Test User2 o 02554 AM
E Drafts (1) Simple Email Signed o Test User2 o 02:49 AM
Example of Signed Message o Test User 2 o 02:18 AM
Example of an Encrypted Email ( M
o Email with no signature @  Test User 2 @ 0142 AM
I~/ testvrsn2...nlabs.com
[ Inbox
[ Drafts
Local Folders
& Trash =
& Outbox ‘ 4 Reply ‘ ‘ = Forward H & Archive H © Junk H © Delete ‘
From Me <testvrsn2@mail-01.dane hive.verisignlabs.com>
Subject Example of an Encrypted Email 02:06 AM
To Me <testvrsn1@dane hive verisignlabs.com> 77 Other Actions v
http:/fwww.lipsum.com The standard Lorem Ipsum passage, used since the 1500s "Lorem
ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut
labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation ullamco
laboris nisi ut aliquip ex ea commodo consequat. Duis aute irure dolor in reprehenderit in
voluptate velit esse cillum dolore eu fugiat nulla pariatur. Excepteur sint occaecat cupidatat
non proident, sunt in culpa qui officia deserunt mollit anim id est laborum."
& Unread: 0 Total:5 )

Verisign Public

Decrypted for display pane only

Encryption is preserved (clear text not
written to disk).

Plugin scans email on selection
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Encryption and Reply/Forwarding

. ® 00 4

File Edit Wiew Insert Format Options Tools Help

= ]

| ~ o~
Send Spelling Attach Security Sawve

]

Dane-Sign Dane-EnCrypt

{

From: Test User 1 <testwvrsnl@dane.hive. verisignlabs.com=

S

Subject: Fwd: Example of an Encrypted Email

| Body Text ~ | | sans-serif

———————— Forwarded Message -------—-
Subject: Example of an Encrypted Email
Date: Mon, 29 Sep 2014 02:06:29 -0400
From: Test User 2 <testwvrsnZ@mail-01.dane. hive . verisignlabs.com=
To: testvwrsnl@dane. hive. verisignlabs.com

MIME-Version: 1.0

Content-Disposition: attachment: filename="smime.p7m"

Ccntent Type: appllcatlon/x pkcs7-mime: smime-type=enveloped-data:
name="smime.p7m

Content-Transfer-Encoding: base&4

MIIElwYJKoZIhvcMNAQcDoIIEyDCCEMQCAQAXgQISMIICe AIBADEBgMFsxCzAJBgNWY
BAYTALVTMQSwDOYDVQQIDAZSZXNOb24x FT ATBgNVEACMDERL ZmF1bHQgQ210e TER
MASGALUECgwIVmVya XNp Z24xETAPBgNVBASMCFRoZSBIaXZlAgEBMAOGCSqGSIb3
DOQEBAQUABITICAA+IH]hjExlavT2mLMIZ410TIzPs+ksEVkdZ7iAqry0+ReSAgS00p
TFT236qx+E/+zZNUS4ATX0EJ1Ip2upaxd97msLBux JIWCKMNb tiw2gGdksSZj1MChso
W7YHNR11b1lAXXD5SaxX8HmzZBxk5QXAGce fy ABwKSOIUccahLWqD+

0QIP2ZrQFcLONgc8nisWlIASk7Qui jTWXMpHECY11xkOY jbL16tn73kgIGY /Dhkt
VzAL37XKpdML1lbpDgk 2aQmVx 7wSuYxRjSbD3NNTgi0JLiTcpKWEGY 3zvBdviOTDF
Digt/EIZ2xJIVONB7 /zSl8gaiil jIzmAxIohyKu4X+o6M+8/tL3Tpxx fyLBRgOFMIh
mqjJ8heeSopFPUkBNVDIYkKQfzDc jBIIx8IpPTLLGT+]j XSSPPSEPOh /ON/1u001ix
OC+A4jgknbcSle+lH+Tz+czFeFvQddovzL ] j x XWRSOwX2ITCVezn JwEbe SLHF /c 27
OhYktSDgt6qXapOnw+kLtNapGjTXvKBedahiS8H e 4UywSXUS183xkQp /YEN/ rqag
1921 X877y BUUECQKSXMXMs rTWUELGgz 4UNbtL Bf /DgTHk 24z A1 HdpCl KBd 2Q2xXMd7
MMSas+Y9dGCa+802G1lQ7Lpb j A 7ycJZfQo fELUQt7+gTEBQMrWRN1iwOg ZUMIICPQY J
KoZIhvc MNAQCcBMBQGCCqGST b3DQMHBARPrEO7 T sp WSYCCAhj3bWgoaxKDb1lOrroeo
iMkdwY dwgb jz+x5qqQQFSIASGVGCarcUmSmLtiDRy rm LLb TMxuBk 7D3GEY9Fk jyc
UnwQ/ rsCDINRwuL jhqIILIuTt7MHMaBdbr19a48/LfS1TnSIRfe37ho9m21sMOcl/
72J1KHb j 3d /DEpcMAOFZYbi0enIC26EdHhEPSS9Sck 96LCZ j 2XVTWOZhNMAIsSMELS
FeMNvPeX1lkIbZYU7bniGPO9X43f /SkAFiEL1=zKZL 8AThv tE8S+IZNgNg6tUKEY GE
mMOFS2UTNINZxyc+a9kk RDNPDSORKQT VKYGe 7oNdDSbimtUup CNLKOY zMcKG6p OLKG
PW/ES/hFaSRtcir00zEISzHSIlcAkvS00s jhuRMCla6lQevEcAvT9sXS5dHo /7L
qWUTiXTBwSSZSSYKMMSIES V. SCPaEotzPWXTELTeu+PQhaCoyuaxX1iI /GNSjNSNG
+yUTJyiKbpGYqDtIwlVeb rHVrF4s ] bDhSASDUKk OUKKDZ yw. 4]0 jKHOd LwPP&te /A
AhSRUTLtgkJeZDovBVIKKgqgLuUupvFmOaduZc CKFhalINOCA4AZ3F SgeGghVCbh+yt /
bBXixB3+1wWL4DFqxAPpsValauahODnJ3A+iodpnMOMo  VgiWugCCTKCLA4r+e 47
zDmBANbBFvH]4TYzo8LEhSgy GQestSwhOPANANZHpwTyEllodmwvaSxafg

Verisign Public

~ R R a e a

Encryption is preserved.

Original encryption must have included
potential additional recipients for further
dissemination

]
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Message Signing/Verification

LX) \ Wiite: Simple Signed Email
Fle Edit View Insert Format Options Tools Help

Fle Edit View Insert Format Options Tools Help
= & a . &. @

ﬁ ‘ & v @ v g v @ @ Send | peling  Attach | Securty  Save | Dane'Sign Dane-EnCrypt
send | spelling Attach Security Save Dane-Sign Aane-EnCrypt

From: Test User 2 <testvrsn2@mail-01.dane.hive.verisignlabs.com> testvrsn2@imap.dane. hivevers. . -

e
From: Test User 2 <testvrsn2@mail-01.dane hive verisignlabs.co... festvrsnz@.. - E To: | | testvrsn1@dane.hive verisignlabs.com

v To:

testvrsnl@dane hive verisignlabs.com

LS - 4
To: | $ Subject:  Simple Signed Email

i
]
L]
<
<

[BodyText V] [ sans-serif "‘.‘7 AR aaa,|

Subject:  Simple Signed Email ,
MIME-Version: 1.0

Content-Type: multipart/signed; protocol="application/pkcs7-signature"; micalg="shal";
boundary="----1117353F5E4879503E1C144846EC1331"

<
-
B
=
Y
&

13
o

sans-serif

‘ Body Text v ‘

Testing a very short email for signing. This is an S/MIME signed message

—————— 1117353F5E4879503E1C144846EC1331
Testing a very short email for signing.

—————— 1117353F5E4879503E1C144846EC1331

Content-Type: application/pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="smime.p7s"

MillagY]KoZIhveNAQcCollIWzCCCFcCAQEXCTAHBgUrDgMCGIALBgkghkiG9w0B
BwGgggTyMIIE7JCCAtYCAQEWDQY]KoZ IhveNAQEFBQAWPTELMAKGA1UEBhMCVVMx
CzA|BgNVBAJTAIZBMSEWHWYDVQQKExh|bnRlcm5IdCBXaWRnaXRzIFB0eSBMAGQw
HheNMTQWOTI3MTEYODEX WheNMTUWOTI3MTEYODEX WJAIMQswCQYDVQQGEW|VUZEL
MAKGATUECBMCVKExXITAfBgNVBAOTGEIUdGVYbmVOIFdpZ GdpdHMgUHRSIEX0ZDCC
AllwDQY)KoZIhveNAQEBBQADgYgIPADCCAgoCggIBALMQzSWUQUPI9VQMA3fyz)Dj
+)SzW3pphz3UBAgh4HeSGlcpQWEDGBWHKPWU17hExt)2ldbWeyVT4he WWFmPPUsK
Q-+VAF+NFM/Irg| +ul50u+7W16)825n5/CHMIXFVux6 1vhStKpRLKI1UDItdgG23
b30kclE+CkMDoOZKynBH4a+MyqCl4IZLNiIkXhrolEKhOZ 12VNIFVzovIIAGZpX5
laMb4jzeZklkoPxzvYXnxf+mv7A4PILNAx4D35zailOnsjjV/3c81H+ZPpBFR5Cq

@ Found an attachment keyword: attachment ‘Add Attachment... ‘ ‘ Remind Me Later x

Vi 4
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Message Signing/Verification

‘000 X Inbox - testvrsn1@dane.hive.verisignlabs.com - Mozilla Thunderbird
Flle Edit View Go Message Tools Help

J’@j Inbox - testvrsnl@dane....\* Add-ons Manager

& 4 & ‘ ¢) Q
Get Messages v Wite  Chat Address Book Tag @Vrfy Signe uick Filter

testvrsnl... b Subject

N—

le Signed Email

On Demand signer verification

- One button validation of the signature.

[l prafts (1) simple Email Signed o Test User2 © 02:49 AM
B sent Example of Signed Message o Test User2 ©  02:18 AM
[BJArchives Example of an Encrypted Email o Test User2 o 02:06 AM
N _ﬁTrash Email with no signature o Test User2 © 0142 AM
-/« testvrsn2...nlabs.com
5 Inbox
[l Drafts
I\ sent
Archives 000 [X| DavaScript Application]
& Trash
-1 ® Local Folders valid Signature
& Trash
[ Outbox rward H i Archive H (] Junk” (o] Deletel
ok |
/|
02:54 AM
To Me <testvrsnl@dane.hive.verisignlabs.com= 17 Other Actions v
MIME-Version: 1.0
Content-Type: nultipart/signed; protocol="application/pkcs7-signature”; micalg="shal":
boundary="-- - -1117353F5E4879503E1C144846EC1331"

This is an S/MIME signed message

------ 1117353F5E4879503E1C144846EC1 331
Testing a very short email for signing.

------ 1117353F5E4879503E1C144846EC1 331

Content-Type: application/pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="smime .p7s"

MIIIagYJKoZIhvcNAQcCoIIIWZCCCFCCAQEXCTAHBgUrDMCGjALBgkghkiGowoB
BwGqgqqTyMIIE7] CCAtYCAQEWDQY JKoZIhvcNAQEFBQAWPTELMAK GALUEBhMCVVHMX

Unread: 0 Total:5

Verisign Public
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Challenges & Findings
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Provisioning/Management

* Record management must be simplified
* Provisioning Platform
* Tools for Enterprise
« Tools for Registrars

* Need to abstract certificate from user
+ Better integration with MUA
* Need adoption by developers

efed27b30a2b4c873e4dc54673a3

_encr., S Ijac et it ot ive vereiy
nlabs.com.

Verisign Public powered by VERISIGN 0

86400

SMIMEA

RData

4d4949465144434341314143415 145774451594a4b6f5249687
634e4151454642514177577a454c4d416b474131554542684d
4355564;175447a414e42574essoa42415744426e4asc5333527
566d5958567364
434144515s52354d514577447759445551514b444158575ass4
2700a63326c6e626a45524d4138474131554543777749564768
6c49456870646d55774868634e4d544d784d6a457a4d446b7adf
5445775768634e4d5451784d6a457a0a4d446b7a4f544577576
243426d44454c4d416b474131554542684d4356564d78447a41
4e42674e564241674d426c4a6c63335276626a45564d424d474
i

3155450a4277774d5247566d5958567364434244615852354d5
24577447759445651514b444168575a584a7063326c6e626a45
524d41384741315545437777495647686c0a49456870646d557
84f7a413542676b71686b694739773042435145574c48526c63
335232636e4e754d55427459576C734c5441784c6d5268626d5
57561476c3205555335325a554a7053325c6e625d736359654d
75593239744d494943496a414e42676b71686b6947397730424
151454541414f4341S738414d49494343574h43054167454175
4662476a736f4d6b687942742b522b706f356442644662375873
:l74555375545&554c5f4l597034705448573165724e744h747

747563514a6a2f0a44777266366f7576526879766e6f4739796e
2b39327541636a4555336a6e64346f586171456249643836385
079315268726852646132786d6a6a45554944666c0a71662f6c5
935664c6175736f685262634e6c6351344c68596f366f335a4248
5a38506d6c6573764d54716c49444c5a625376504c426754514f
6b417162476€520261577952662b3673626c677534c4f6b525a
4b56314b3176685774354d46433851545465524252645778414
26849724e2f324d61426b35422b4d76426a5148590a50646872
476d524a3372756!6:446f517as13043504asa79776f7245724f
755673414133764242455162635367464e336776753.
4d435932385747486237570a65§159334b6d5942424c3458686
13231466d696e4e65426f586a57694746384963614e465a6156
594f646d6b2b776a2f676848476d6f597557646131694e2b650a
447677497a78702b2f623563636e797a774557626b7a3250314
162374f39644a70544c37734f496467434879587451786756464
870744461687a3548574e56490a7067746d372f664c6854714b
41635232754f3830342b6175453066656357337544577846526
6346d33672b53314768714865626d676e734e5359566b623144
2f02634c704d4e2b48722f: 35596b326'615458795b5633447s47
6f556155376a4953373943053616e34755575487156706573
313232306958342b775873486c71440a3048383833797243737
12f34347144436d634745366f563761446255765176412f47756
d367051387567675a6e426824a36506a68314d326a7a6c6d324
667340a503861724b6f724651654b2157327045624a75666b307
771654c3666712b476c4432524b676b326463762b7641325543
417745414154414242575!’71685!:69470339773042415155454
1414f4341674541754a446673453464356b63535664634b686f2
b2b4b50585550324345593557394b715c537470704e55377777
504565370a585a4a4e5! 5585035464942515l326d45555836535
0742f7a58462f4f4557356b4f59554a454b6c4f5754413
793S464f535776417330442!3696573683536720371445269527
1526b6650726b486a4c2b4c61514161344f5970616e305151477
96833384246516846544f51356e50685861614a3639616e6d47
4f6675573243460a357a357446465141464bde73505a7867504
24431593939316532394950643939682f42437042354c2b7233
5a54584e614b7047333266386338324e51656b36490a5759796
466647676566c4557385268316e50706a43786d7a6b435761433
07035796d44544e6944786273574c4649745255313935754564
366f6a32347a7439320a316e7833364e2f7542676850732b5245
5a3837356e49743436623370562b364d476c672b6a71685558
4d634876387a4d4a472f446a5a3552396c45574e6d53490a3966
4c35454b61446730716d3053444a2f4b6b356a647555392f524b
794664316f713774715252486e566f6470564254476755414839
736e6e366c475a7966590a4150556f787477676b6a625a723356
4f715245625172774879743471797a6559456c58344b34556e6
5536b7570464d54786562716a4f61493279716a695876660a39
6743396e3373635576613855356c5a346563526566306b69463
3554b726b71715a36694565636b3852424175696f6a6854784c
f7255774551s7354f514c4ﬂoa64454b5ﬂ59337a345a4c5b497a
46366d4f49524379304b633864336d496a39756356624«
53334b4c79417757364c3361527248325a753034787 13354426
76a0a613642563862617330386661347262364d47436c334963
3451345847527433506d54316d7554544c6a546c66734e4a465
44c32632f634e675955673d0ala <<less




Limitations of Libraries

Lacking configuration flexibility in the Thunderbird Ul
Smooth integration with MUA/UI depends on open interfaces
» Struggle for access to complete Thunderbird data structures
« Existing Thunderbird API likes to format for presentation
* Impacts verification due to changes to format/content !
* Only supports signing for small messages
Current code utilizes self-signed certs rather than CA
Enhancement needed for passcodes/passwords for private keys
Signing to compare key to _sign key from DNS
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Questions/Contact

Lynch Davis, Sr. Engineer, Verisign Innovation Lab
jldavis@verisign.com

Eric Osterweil, Principal Scientist, Verisign Labs
eosterweil @verisign.com
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