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1. Review

Purpose:

e Automated deployment
of DNSSEC

Core Value:

e Control key generation
through HSM API

e Normal and emergency
key rollover

e Support HSM signhature

e /one
management, load/transf
er/resign

e Emergency Management
and Disaster Recovery
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. 2014.06~09
DNSSEC system

management standard

DNSSEC system security management policies and standard

* Management hierarchical division

» Staff responsibilities and obligations
* Routine and emergency incident plans W\ ec\-\\;e
* Key management security policy

* Information systems management policy

DNSSEC system key management and maintenance manual

* Software and hardware architecture description
* DNSKEY synchronization strategy

o
* DNSKEY rollover strategy TeC e

* Function card repair mechanism

* Software and hardware emergency response strategy
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CN € According to DNSSEC system management standard, we

finished routine ZSK & KSK Rollover
. 2014.12
ZSK (5st) * Finished ZSK rollover 4 times (Pre-publish)

* Finished KSK rollover for the first time (Double-signature)

* According to RFC 5011 style, “Automated Updates of
2014.09 DNSSEC Trust Anchors”

location: Home  Abewt us  Media Center  Anmeuncemsnt

ZSK (4st) Notification of DNSSEC Key Rollover for “.CN” and “.41[H/.¢
n
W 2014_08 2014/08M1216:35  author: [size: bignormal small] print Eh

Aecording to the Folicy and Fractice Statsment of CN, . R (xn—-fiqs8=) and Al (ere-fiqrd=), the ESE vellover of

KS K (1 St) these cotlds have been started from Z014-07-20. The old ESK ( CF Key TN 54854, xn--figshs and xn--figeds Key T0

32812) will be revoked from 15:02, August 24, (UTC+S:00), 2014

If you have turned on the dnsses validation option on the recursive name servers (or some browsers) which yom
managed and fake [ wn——FigsRs v wme—fiqeds s trmst-anchae (rnsted-keps aptinn iz needl, plesse vemave it
before 15:02, August 24 (NIC+8:00), update the new KSK as trust-enchor, end make it active after the cache of old

ISK sxpires so as to kesp the comtimuity of the recursive server

201 4 06 1) The public key information of new KSK for .CH (Key ID: 32425) is as follow: o
. e g

W cn, 86400 IN DNSEEY 257 3 B AvEAANL2<NTHIQFx0VSvUDTIE oo TF ez 5T balRoELnkizy g6 B
LeNPEXRKH prPuZ T eZwBzHIL AFATED gzTor KS+ ] oDTAdTy+Ipoflj sHeeZBlqiSF svEEThuzBnaRAZY KSK 1 KSK_old KSK_old Revoke  KSK_old Delete
BhEO/ 1 UgndlhZ ae dME 46w ur £4Q ExSRKIA00 qerPyLTIViHEIb+ eemshew)]ucTTOFGpPULIS cTnFFER EzFSTLI ar 35wl Vrr tLauED /06T = KSK_new Active KSK_new KSK_new
ZSK (3st) 1P/ JTVGFULuAD A4t UVES/ 3WagaTRY gEleyaSnl DSKT €1 e+ FT4nlllzvZ BERAS/ /6The= N -
2) The public key information of new KSK for . fi[H] an——fiqs8s, Key ID: 20470) is as Eollow: N 7
sn--£iqsBs. 55400 IN DNSKEY 257 3 8 AvEAAK/TNT3C=1 SvlfebZ0 EXNERGAATL/ o/ xbuCRLLHz ENEST1Sw 35| 30‘ KSK_new
SBzHEyiLFi T4 AQVE s 0 SFZj eeTxEDoHEi JayH19Mnix wP LNSOHIa/ ePBif 2 €766vaETq L2 UMind KSK_new_2 Active
10Ty clwklcak i WaKenllfT+ELSQ PZIrul ki » EpQpBruckFELIVENTS/ PS50 120 E24T0 days days N -
hnEEVEY v ThAVLEpFyr oh6 ant TG du eEaleGk/Ext 0iiZBTOSPU= =
\ J
201 4 03 3) The public key information of new KSK for .l Gn—fiazds, Key ID: 20470) is as follow:
- " snc-fiqeds. BO400 TN THSEEY 257 3 8 AWERALLS/THTSCs1 ExlebZo FYFRRGAATLN, of /xbaCRKLHz FNESTu19n 300
SBoHEyiLEiT LADVE i by qdcSHOBD SFLiseTxEDoHi Dyl MniruP NSO o/ <P Bl 2 £TE5vRET g2 Mind days
ZSK (2st) FA0Ly6 clivElcah i WKerlT+ELSQ FZIrul ki » EpQpBruckFELIVENTS/ PS50 120 E24T0
hnEEVEY v ThAVLEpFyr oh6 ant TG du eEaleGk/Ext 0iiZBTOSPU=

China Internet Network Information Center ICHKIC)
hngust 12, 2014
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Observations Reasons
« Zone Size (10 million+) * Zone Size
—  Opt-out — Opt-out
~ Increased a little (5%) B Playe-d a good effect
« Packet Size * Packet Size
1 RRSIG — We upgrade BIND
- _ _ — Recursive upgrade software
— 2.3 times larger in average — Make query and response

Zone Size
715
750

™ No DNSSEC DNSSEC

much “sensible”

Packet size

'mNoDNSSEC| 170 |
|~ DNSSEC | 384 |

™ No DNSSEC DNSSEC
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NewG
€ We put 4 NewGtlds onboarding

2014.08
xn--xhq521b
&
xn--1qqw23a
AR
Onboarding

2014.01
xn--55qx5d
CAFD
xn--io0a7i
.M
Onboarding

e 2 were applying by CNNIC
« “xn--55qx5d” (.2>E)) and “xn--io0a7i” (.f4R)
e 2 were hosting by CNNIC
* “xn--xhgq521b” (. ZK) and “xn--1qqw23a” (.{3BLL1)

We use similar strategies with .CN

e Algorithm and Key Length

* SmartDNSSEC Sign RRSET 1024
RSA-SHA256 NSEC3

* CookDNS Sign DNSKEY 2048

We also become DataEscrow Agent and EBERO

o xn--zfr164b (.B53), xn--55qw42g (/N ES)

* top
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iR o e T o
( SDNS-D )
i O Monitor the DNS query
O Block the DDOS attack query
O Emergency Cache
- EPGA to | O Gigabit wire-speed one port
L CNNIC Anti-attack device Using FpPeGr'?ot?nIQ:]Fc);ove thej J P P
4 DNS-prime N O 10.G|gab|t wire-speed one port |
O Using Zone-transfer protocol to build
domain white list
O Traffic control for every IP and Domain
A\ S O Deep packet inspection
L Using 10G ethernet 10G wire-speed one port )
p S Lightweight solution
ZoomDNS

O
_ O Deep packet inspection
Lin DNSS oo O Blacklist of domain suffixes
Fthe Nt o eck Uist ibes 0O
O

[root@localhost server 1# zoomdns-client show status

n name : 1000

Gigabit wire-speed
Speed up the DNS performance
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IPv6

Recursive

SLD 000000
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