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Bell Atlantic has reviewed the ICANN’s proposed Guidelines for Accreditation of Internet Domain Name Registrars and for the Selection of Registrars for the Shared Registry System Testbed for .com., .net, and .org Domains (“the proposal”).  We believe this proposal represents an important step toward creation of a competitive market for domain name registration and is consistent with the promotion of a stable and growing Internet.  Thus, Bell Atlantic applauds the many positive aspects of this preliminary proposal by the ICANN.

At the same time, however, we also believe that this proposal must be implemented in a way that forcefully ensure that abuses present in the current system are eliminated from, rather than carried over to, the new system.  The proposal must also minimize the potential for new abuses of trademarks and trade names.  Our review has identified certain areas where be think the provisions of the ICANN proposal can usefully be strengthened to address these abuses.  We are pleased to be able to offer our comments and suggestions.

Needed Additional Principles

Bell Atlantic generally agrees with the purpose of and the need for the accreditation guidelines as set out in Guidelines 1, 2 and 3.  We also agree with Guideline 5 concerning the promotion of worldwide access to domain name registrations, and we do not disagree, in principle, with efforts to encourage development of alternative business models for registration services.  We do believe, however, that there are certain overarching principles concerning the conduct of registrars that appear to be missing from the ICANN proposal which should be embodied in the agreement guidelines for registrars.

Missing from the Code of Conduct for Registrars is an agreement that registrars will not take any action that would directly infringe upon the intellectual property rights of others (e.g., a registrar “preregistering” famous marks for later resale or auction).  And also missing from the Code is a requirement that registrars must act to assist intellectual property owners in the protection of their intellectual property rights, and to abide by any recommendations adopted by ICANN, as well as applicable laws and regulations, concerning the protection of intellectual property rights.  These are fundamental principles that should apply to any contractual regime established for domain name registration, and they should be explicitly stated as part of the Code of Conduct for Registrars.

Comments on Guideline 4

We have, as well, very fundamental concerns with the provisions of Guideline 4 – addressing the scope of the information that registrars will be required to obtain from domain name registrants, and proposing to permit the registration of domain names on an anonymous basis.  Guideline 4 proposes to obtain from domain name applicants “only the data elements reasonably needed for the assignment and use of the name.”  The proposal appears to ground this provision in the need to “be bound by reasonable privacy principles, consistent with facilitation of dispute resolution and law enforcement.”  The guideline further proposes that “[d]omain name applicants should have an opportunity to register names on behalf of third parties who wish to remain anonymous.”

As written, this Guideline will exacerbate existing problems, and will almost certainly create new problems, relative to the ability of trademark holders to protect efficaciously the investments they have made in creation and development of their intellectual property.  The alleged issue of privacy expectations in domain name application information, which pervades this Guideline, directly conflicts with the issue of easy and quick access to such information for the investigation and prosecution of intellectual property infringements and other acts of consumer fraud association with the registration and use of domain names.  Because this is such a critical flaw in the proposal, we must address it in some detail here.

Bell Atlantic and other famous brand holders have spent billions of dollars promoting their brands throughout the world and building the infrastructure and content that supports electronic commerce.  This investment in Internet commerce, however, has been paralleled by an alarming increase in infringements of intellectual property rights – theft of trademarks, trade names, copyrights, cybersquatting and other acts of consumer fraud associated with the registration, speculation and misuse of Internet domain names.  Ultimately, brand abuse damages consumers, who have come to rely on brands as the source of specific quality goods or services and who expect that domain names will take them to the right source when using the Internet.

The scope of infringing activities is staggering.  As Bell Atlantic testified before the WIPO Panel of Experts, over a nine month period we logged nearly 600 separate instances of infringement for our famous BELL mark in the existing gTLDs -- .com, .net and .org alone.  Lack of trademark protections and differences in national trademark laws also creates legal uncertainty for U.S. trademark holders who seek to protect their rights abroad.  Based on the testimony of Bell Atlantic and many other brand holders, the World Intellectual Property Organization will soon be issuing final recommendations to ICANN.

In view of this history of brand abuse under the current system that Bell Atlantic and the other members of the Private Sector Working Group, INTA, AIPLA, ICC and other members of the business community have well documented, the misuse and abuse of domain names – especially the trademarks of famous and well known rightsholders – is a problem that should be among the top issues to be considered and addressed directly in the goals and principles of registrar accreditation.  Clearly the goal should be more (rather than less) and better identifying information.  We are, therefore, disturbed by the language in Guideline 4 that limits a registrar’s information only the information required to make a registration.  That phraseology suggests that there could be even less information identifying domain name holders than is available today.  For example, the language of the proposal suggests that perhaps not even all the information currently available under NSI’s WHOIS database would remain available under a new system.  Without at least that much information, a substantial question remains whether registrars would even have the records needed to permit a trademark holder to find out who an infringing domain name holder is.

Bell Atlantic strongly believes that the vast majority of registration information in Network Solution’s WHOIS database today is critical and must be included in all future registry databases.  The requirement for only so much “information [as is] reasonably needed for the assignment and use of the domain name” is alarmingly vague; it may or may not include such critical information as, for example, the real name and address of the applicant; the administrative and other contacts; the registration date; and payment history.  There also must be the ability to search databases by applicant name and address, and the ability to download numerous “hits” in the case of cybersquatting or warehousing.  Registrars and registries will also need this information to “know its registrants” and to use the information for its legitimate business purposes.

Bell Atlantic also strongly opposes Guideline 4’s proposal for anonymity in domain name applications.  Again, our opposition is grounded in experience.  Bell Atlantic and PSWG members today routinely experience difficulties with fraudulent information located in domain name applications in the existing gTLDs.  And given that the largest part of any new gTLD space ICANN may ultimately introduce will primarily be used for electronic commerce and business purposes, it is particularly anomalous to permit anonymity under the guise of “privacy” for commercial interests.

The idea of appointing an agent for service of process without revealing the applicant’s name or address does little, in reality, to cure the problems associated with anonymous registration.  Bell Atlantic has experienced considerable difficulty in the non-online world locating infringers when a business incorporates and lists only the name and address of its agent with the local registration authority.  Cease and desist letters to the agent go unanswered and finding the true registrant is a long and arduous process.  To extend this experience to the online world under the guise of privacy protection is simply wrongheaded.

The requirement for anonymous holding of second level domains is also troublesome and ultimately ineffective.  We believe that it (a) imposes unnecessary additional burdens and costs on the registration process and (b) creates a second barrier for holders of infringed trademarks to surmount in order to vindicate their legal rights.  The existence of such a third party raises numerous concerns, among them issues related to:

· Validation of the trustworthiness and legitimacy of the third party;

· Ensuring that the third party would actually release the “real” information of an anonymous domain name holder quickly; 

· Ensuring the responsiveness of the third party; 

· Compensation issues associated with the third party (separate and apart from the registrar);

· General liability issues concerning the actions of such third party; and 

· The affect such third party would have upon lawsuits instituted against the third party, and potentially registrars and registries, to find out the identity of the real applicant.

It is clear that such a process would impose an administrative nightmare upon intellectual property owners and induce additional, unnecessary and unjustifiable costs and delay.  And, ultimately, an illegitimate person or entity seeking access to this information will always have the means and ability to retrieve it.  Clearly the downsides of this proposal substantially outweigh any upsides it may have.

Our opposition to anonymous registration does not, in any genuine way, damage any substantial privacy interest of the individual.  The reality is that, as a practical matter, a user – individual or business – that wishes to remain anonymous does not need anonymous domain registration.  All it needs to do is to establish its website on a third party server (e.g., www.anonymous.aol.com).  Such an arrangement will provide the desired privacy protection without exacerbating concerns about trademark infringement.  Given that this option is already available, providing for anonymous registration adds new and needed protection only to one class of user: those engaged in legally dubious trademark activities.

In sum, our concern with Guideline 4 is its seeming thrall to registrant privacy, to the exclusion of other equally compelling concerns.  Without denigrating the importance of the principle of effective protection of privacy, we believe that the pervasiveness of that concern, as reflected in the couching of Guideline 4, is misplaced, given the purpose of domain name registration.  While the provision’s language suggests strong protections of the privacy interests of registrants, it does nothing to ensure that trademark holders will be able quickly and easily to obtain the information needed to redress intellectual property theft.  Rather, as currently couched, it suggests that privacy concerns ought to have precedence over, and be allowed to impede creation of a registration system that assists in the vindication of other legally enforceable rights.

Bell Atlantic recognizes that privacy protections accorded by law in some jurisdictions, including especially the European Union, could legitimately cause concern for some registrars about the release of such information.  Therefore, in order to ensure that a legitimate need for such identifying information does not conflict with the privacy law, registrars should be required to include in their contractual relationships with registrants explicit waivers by the registrants of any privacy claims that might arise with respect to such identifying information where and to the extent that a party requests such information for the investigation of intellectual property infringement, consumer fraud or other illegal activities.

Protection of legitimate privacy rights is an important value.  In many instances, it is – and of right should be – a legal obligation and right.  It should not, however, be allowed in every circumstance to trump every other legal obligation and right.  The force of this principle is especially strong where, as here, a registrant’s action in obtaining a domain name is done for the express purpose of making itself and its activities publicly accessible.  And the force of this principle further amplified where, as here, the record of intellectual property abuse, abetted by the abuser’s ability to hide his identity, is factually well-established, and where, as here, the potential for abusive use of a claim of privacy is facially obvious.

Trademark owners must have reliable access to the domain name application information in databases if they are to ascertain the true identity and addresses domain name infringers and other abusers of the domain name registration system.  Anonymity, on the other hand, will seriously injure trademark enforcement efforts and the growth of electronic commerce.  We believe, therefore, that ICANN should make sure that the permanent new guidelines for registrars include policies that will enable trademark holders to immediately have access to all the necessary information required to investigate, monitor and enforce their rights.  The guidelines should spell out clearly that those applying to become registrars must obtain and maintain accurate information about their registrants sufficient to enable trademark holders with claims of trademark infringement to determine the actual party owning the infringing domain name.  Bell Atlantic would be glad to meet with ICANN to discuss this critical concern in more detail.

Comments on the Commentary on the Guidelines

Resellers:  Question 2 concerns the need for accreditation of resellers.  The proposal provides no definition of the term “reseller.”  On the other hand, it assumes that “registrars will effectively pass the obligations associated with accreditation onto resellers.”  This is a problematical assumption, at best.

In most contexts, the concept of a “reseller” involves someone that has an arm’s length business transaction with an underlying provider of a good or service.  The reseller, typically, purchases in bulk the product being resold and, independently of the underlying provider, sells that product to other parties and/or end users.  The nature of this relationship would, therefore, preclude any automatic passing on of the obligations of accreditation from registrar to reseller.  If it were to occur at all, it would have to occur by some kind of contractual obligation in the reseller’s contract with the registrar.

That said, we are grateful that the proposal seems implicitly to understand that resellers need to be subject to the same rules and procedures that ICANN imposes upon registrars and registries.  We believe, however, this will only occur if the registrar or registry passes on those obligations to the “reseller” under its own separate contract.  In effect, resellers, in the context of domain name registration, need to be treated as if they were “agents” of the registrars, if the obligations are to be deemed to pass to “resellers.”

If ICANN’s guidelines do not expressly include this fundamental principle of accountability with respect to resellers, we believe there is a risk that registrars or registries will insert clauses into their agreements with “resellers” that such resellers are independent companies and are not considered agents of the registrar or registry.  Such an escape hatch will permit “resellers” to bypass the good business practices established by ICANN.  Moreover, under American law, there are differences in state laws as to what factors establish an “agency” relationship.  Therefore, if it is the intention of the proposal that a “reseller” have an “agency” relationship with the registrar, that needs to be expressly spelled out expressly in the guidelines.  And, in view of the problems flowing from the intersection of trademarks and domain names, those obligations should expressly reference the registrar’s recordkeeping obligations that are proposed above.

Registrar Obligations and Qualifications:  Bell Atlantic supports clear and strong registrar obligations and qualification requirements.  We support the proposition that competition should be introduced into the registrar market.  And we recognize that unduly high “barriers to entry” can impede the achievement of this goal.  However, we also believe that the first concern of the ICANN must be, always, to ensure the stability, reliability and efficacy of the Internet and its operations.  Or, stated differently, in introducing competition into the existing system, the maxim must be this: “First, do no harm” – not simply to potential registrars or registries, but most importantly to those who actually rely upon the Internet for their commercial and non-commercial communications needs and who, in the final analysis, are the constituency for which ICANN ultimately is trustee.

To that end, while we support many of the proposal’s requirements for registrar qualification, we are concerned about a number of items in the proposal which we feel could “do harm” to the Internet.  Our concern is that the desire to minimize or eliminate potential barriers to entry for new registrars may have resulted in the proposed establishment of qualification thresholds for entry that are unreasonably low (or, in some cases, needful of greater specificity), given the potential impact that their activities can have on the operation of the Internet.

Our concerns are especially acute regarding the data escrow requirement.  While we endorse the requirement that registrars “keep the submitted data in electronic form and periodically escrow it with ICANN” as a prudent measure, we believe the term “periodically” is too vague a specification.  The discussion under Question 17 suggests that “periodically” may mean “monthly.”  Given the pace at which Internet registrations are currently growing – which growth, it is to be presumed, would accelerate in the face of the competition for registrations being introduced by this proposal – such an interval between escrows is unacceptably infrequent.

Given that this banking of data is to be done electronically, a requirement of a daily escrow would seem, on its face, not to be unreasonable.  We recognize, however, that acts that seem facially simple can, in fact, have associated with them non-obvious, but genuine, operational burdens that make them complex.  Thus, we believe that such an escrow ought to take place as frequently as is reasonably feasible, taking into account all relevant circumstances, in order to minimize the harm to users of the Internet from registrar negligence.  We would suggest that in no event should anything less frequent than a weekly be acceptable, given the need of ICANN not merely to encourage the development of registrar competition, but also to protect the interests of Internet users and domain name registrants.
We also have specific concerns related to other registrar qualifications.

· For an operation with international responsibilities for registration, we believe that a requirement of only five full-time employees, as is proposed in Question 7, is too low.

· We believe that the requirement of liability insurance coverage of only US$500,000, as suggested in Question 8, for a business with responsibilities to companies around the world is excessively low and should be increased by at least an order of magnitude.

· Similarly, we believe the requirement for liquid capital of only US$100,000, as suggested in Question 9, is also unreasonably low.  We believe that this requirement ought to be increased by at least an order of magnitude.

· Finally, we believe it critical that there be guidelines and obligations that have, as their goal, ensuring adequate physical security – to ensure the proper protection of the business data, servers and facilities or registrars and registries.

Protection of and Rights in Domain Name Registration Data:  As indicated above, Bell Atlantic strongly urges ICANN to ensure that all the information that has historically been available in the WHOIS database is afforded on an open and easy basis to intellectual property holders.  Bell Atlantic would support mechanisms (physical and contractual) to prevent the misuse and abuse of such data by hackers, spammers and entities that wish to download zone files or otherwise exploit the database.  Bell Atlantic questions the suggestion that registrars should claim exclusive rights to the contact information and other elements in such databases.  We are troubled, for example, by NSI’s recent attempts to cut off access to certain critical information in its WHOIS database, for example.  This issue should be studied carefully to avoid potential for anticompetitive conduct and abuses.

Intellectual Property Issues:  Bell Atlantic has taken an active role in the WIPO process to develop recommendations for protection of trademarks.  And although the final WIPO report is not yet developed, Bell Atlantic endorses the recommendations set out in the interim report for the protection of legitimate trade mark concerns in connection with the domain name registration process.  We applaud the provisions of the proposed accreditation agreement that would incorporate many of the WIPO recommendations into the Accreditation Agreement for registrars.

Moreover, without derogation to other recommendations relative to intellectual property, we especially commend to ICANN the importance of requiring pre-payment for domain names.  The lack of such a provision, we believe, has played in important role in creating many of the trademark infringement concerns that have developed in the wake of commercial use of the Internet.  Clearly, such an arrangement is sensible, both as a business matter for registrars and in the interest of reducing the extensive trademark infringement occurring in connection with registrations.

We would also suggest that domain names not be squandered or brokered.  We recognize that domain names are not conceptually identical to telephone numbers; in particular, unlike telephone numbers, they are not a resource subject to exhaustion.  However, in an important regard, they are not unlike telephone numbers in that they are a public resource whose principal use is to identify a unique person or entity for the purpose of enabling communications to take place efficaciously.  Practices such as number hoarding are inconsistent with this purpose and, therefore, are not permitted in the public telephone network.  We believe that the practice of “cybersquatting” is equally inappropriate in the context of the Internet and should be stopped.

We believe, therefore, that ICANN should add to the provisions for its proposed Accreditation Agreement a provision that permits or requires registrars not to do business with entities known to be engaged in the business of cybersquatting.  This is especially important given the fact that (as contemplated by Question 47) in certain cases customers might be charged different prices for registrations.  Unfettered pricing freedom (which we support, in principle) suggests, at least as a possibility, that there could be business arrangements under which registrations might even be made available for free.  In such a case, the impediment to trademark infringements and cybersquatting implicit in a pre-payment requirement would be effectively negated.

Finally, with respect to ICANN’s suggestions in Section 9 of the Proposed Accreditation Agreement concerning jurisdictional options, Bell Atlantic strongly recommends that ICANN wait for WIPO to issue its final report before making any proposal.

Conclusion

Bell Atlantic believes that the ICANN proposal represents a significant and important start toward the creation of a competitive marketplace for Internet domain name registration, and we wholeheartedly endorse this effort.  In closing, however, we reiterate our view that the current proposal needs to be amended to provide additional appropriate protections for intellectual property rights, and additional requirements for the protection of the intellectual and physical security of the databases.

Sincerely,

Haywood Torrence, Jr.

Director, Industry Analysis

Bell Atlantic Corporation

1300 I Street, N.W.

Suite 400W

Washington DC 20005

� Copies of the testimony can be obtained on the World Intellectual Property Organization home page at http://www.wipo.int.
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